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PREFACE

This Model Textbook has been developed by NBF according to the National Curriculum of
Pakistan 2022- 2023. The aim of this textbook is to enhance learning abilities through
inculcation of logical thinking in learners, and to develop higher order thinking
processes by systematically building upon the foundation of learning from the previous
grades. A key emphasis of the present textbook is on creating real life linkages of the
concepts and methods introduced. This approach was devised with the intent of
enabling students to solve daily life problems as they go up the learning curve and for
them to fully grasp the conceptual basis that will be built upon in subsequent grades.

After amalgamation of the efforts of experts and experienced authors, this book was
reviewed and finalized after extensive reviews by professional educationists. Efforts
were made to make the contents student friendly and to develop the concepts in
interesting ways.

The National Book Foundation is always striving for improvement in the quality of its
books. The present book features an improved design, better illustration and
interesting activities relating to real life to make it attractive for young learners.
However, there is always room for improvement and the suggestions and feedback of
students, teachers and the community are most welcome for further enriching the
subsequent editions of this book.

MayAllah guide and help us {Ameen).
Dr. Raja Mazhar Hameed

Managing Director
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| After completing this lesson, you will
be able to

understand and apply logic gates in digital systems, define and create truth tables using
Boolean operators like AND, OR, NOT, NAND, XOR) and logic diagrams.

understand and evaluate stages of the systems design, e.g. software development life
cycle (analysis, design, coding, and testing etc.), and software development
methodologies.

understand and explain the scalability and reliability of networking systems via network
topology.

understand and explain the need for cybersecurity and contrast different methods of
encryption to transmit data.




Acomputer system is a fundamental and permeating part of modern life. It has revolutionized the
way we work, communicate, learn, and entertain ourselves. A computer system is not just a single
device but a sophisticated combination of hardware and software components that work together
to process information, solve problems, and execute a multitude of tasks.

A computer is fundamentally a digital machine because it operates based on digital data and
binary logic. A computer processes data digitally by converting input information into binary code
(0s and 1s), storing it in memory, and utilizing its central processing unit (CPU) to execute a series
of binary-based instructions. The CPU performs arithmetic, logical, and control operationson this
binary data, with the help of specialized units like the Arithmetic and Logic Unit (ALU) and control
unit. Conditional branching and looping allow the computer to make decisions and repeat tasks as
needed. Once processing is complete, the results are converted back to human-readable form
and presented to the user through output devices. This digital approach enables computers to
perform a wide range of tasks with incredible speed and accuracy.

A Digital Computer is an electronic machine as it consists of millions of electronic switches. An
electronic switch is very similar to an electric switch that is used to turn ON/OFF light. The main
difference is that it works on very low voltage. If the electronic switch is closed, electricity flows
and if it is open, electricity does not flow. Thus, switch has only two states. Binary number system
used for counting also consists of two digits, 0 and 1. Therefore, binary digits, 0 and 1, are used in
computer to represent the two states of a switch.

When current flows in a switch, it is ON and represents binary 1. When there is no current in a
switch, it is OFF and represents binary 0. A binary digit, 0 or 1 is referred to as a bit. Groups of 1s
and Os are used in computer to represent data and this is known as binary code. For example, the
binary code 1000100, may represent the letter D.

A computer must be able to recognize codes that represent numbers, letters and special
characters. These codes are known as alphanumeric codes. Alphanumeric codes include the
following characters.

€ Lower-case letters, atoz
€ Upper-case letters, Ato Z
€ Numeric digits, O to 9

€ Special characters including punctuation marks and special symbols such as %, §, &, #, +,
ete.

The American Standard Code for Information Interchange (ASCIl) is the most commonly used
alphanumeric code. It uses 7 bits or 8-bits to represent a character and the total number of
characters it represents is 128

The circuitry of a digital computer works on DC voltage. Such voltage can have only two possible




values at any time. Fig. 1.1 shows a digital

pulse that takes the values 0 Volt and +5 % Logic 1 (High Voltage)
Volts. These voltage levels are assigned the 5

binary values 0 and 1. These 0 and 1 /\
representations are called logic 0 and logic1, |5 v+

respectively. Although the logic levels in Fig.

1-1 are shown as exactly OV and +5V, in | 4y

practical systems each logic level will
represent a range of voltages. For example,
logic O might be any voltage between 0OV and
+0.8V, and logic 1 might range from +2V to
+5V. The circuits that operate on these signals

W Time

Logic O (Low Voltage)

Fig 1.1 - Digital signals

are called digital logic circuits.

'Y

Analog Signals: Analog signals are continuous
signals that vary smoothly over time. These
signals can take any value within a given range
and are represented by a continuous waveform.
Analog signals are often used in traditional
audio and video transmission, as well as in
various physical phenomena. Analog signals
shown in Fig 1.2.

Examples of Analog Signals:

1 9 Armalaag armAd
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Fig 1.2 - Analog signals

€ Analog audio signals (e.g., , analog audio cassette tapes)

© Analog videosignals (e.g., VHS tapes)
€ Humanspeech

© Analog temperature readings

€ Analog voltage signals

Digital Signals: Digital signals are discrete,
binary signals that represent information using a
series of discrete values. These values are
typically represented by Os and 1s, where 0
usually represents the absence of a signal or a
low voltage, and 1 represents the presence of a
signal or a high voltage. Digital signals are
commonly used in modern electronic devices and
communication systems. Digital signals shown in
Fig1.3.

N1101T0TTTOTTIOTT0010

10110011 1100101100010011001107 1101 101100101001001110

NT1ONTOTPTIPOTT0TT0010

1011000111001 10001000 1011011101101 1001010010011140
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Fig 1.3 - Digital signals




Examples of Digital Signals:

¢ Binarycode (Osand 1s)

€ Digital audiosignals (e.g., MP3 files)

€ Digital images (e.g., JPEGfiles)

© Digital videosignals (e.g., MP4files)

€ Digital datain computers

Differences betweenAnalog and Digital Signals:

Feature

Representation

Analog Signals

Continuous waveform

Digital Signals

Discrete values (Os and 1s)

Signal Nature

Infinite possibilities of values
within a range

Limited discrete values

Noise
Susceptibility

Susceptible to noise and
interference

More resistant to noise and
interference

Transmission

Degrades over long distances

Can be transmitted over long
distances with less degradation

Storage and
Reproduction

Prone to quality loss during
copying or storage

Can be copied and reproduced
without quality loss

Scalability

Not easily scalable

Easily scalable

Complexity of
Processing

Analog processing is often more
complex

Digital processing is typically more
straightforward

Examples

Analog audio signals, analog
temperature readings

Digital audio signals, digital
images
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1.3 Digital Logic and Logic Gates

=

Digital logic is fundamental in creating electronic devices such as calculator, computer, digital
watches, etc. Itisused to create digital circuits which consist of large number of logic gates.

Logic gates are building blocks of digital circuits. A logic gate performs a particular logical
function. Logic gate has two or more logic inputs (LOW or HIGH) and produces a single output
which may be LOW (0) or HIGH (1), determined by the logic levels present at the inputs.

1.3.1 Logic Gates and their Truth Tables

The commonly used logic gates are AND, OR, NAND, NOR, NOT, Exclusive-OR and Exclusive-NOR
which are explained below.




AND Gate

AND gate operates such that the output will be at level 1
(HIGH) only when all inputs are 1 (HIGH) as shown in Fig.1.4.
The mathematical expression for the two-input AND gate is
written as F=xy. For a three-input gate, it would be F=xyz, and
so on for more inputs. The truth table for AND gate for two
variablesis shown in Fig.1.4.

OR Gate

OR gate produces a 1 output when any input is 1 as shown in
Fig.1-5. Its mathematical expression is F=x+y, where the +
stands for the OR operation and not normal addition. For a
three-input OR gate, it would be F=x+y+z, and so on. The
truth table for OR gate for two variables is shown in Fig.1.5.

NAND Gate

NAND gate combines the AND and NOT gates, such that the
output will be 0 only when all the inputs are 1 as shown in
Fig.1.6. Its logic expression is F= xy which indicates that
inputs x and y are first ANDed and then the result is inverted.
Inversion is indicated by a bar. Thus, an AND gate always
produces an output that is the inverse (opposite) of an AND
gate. The truth table for NAND gate for two variables is shown
in Fig.1.6.

NOR Gate

NOR gate combines the OR and NOT gates, such that the
output will be 0 when any input is 1 as shown in Fig.1.7. Its
logic expression is F=x+y , which indicates that xand y are first
ORed and then the result inverted. Inversion is indicated by a
bar. ANOR gate always gives an output that is the inverse of an
OR gate.The truth table for NOR gate for two variables is
shown in Fig.1.7.

NOT Gate

NOT gate is a single input gate. It converts LOW to HIGH and
vice versa as shown in the truth table of Fig.1.8. Therefore, it
is commonly known as an inverter. Its logic expression is F=x.
The barin the expression indicates the inversion operation. In
the output of graphical symbol, the small circle indicates
inversion. The truth table for NOT gateisshownin Fig.1.8.

x yIF
- 0 00
D_F=Xyo1o
y— 1 0|0
1 1|1

Fig 1.4 - Symbel, expression and truth
table of AND gate

ﬁ
—x—xo“n

" 00
F=x+y 0 1

y 1 0
1 1)1

Fig 1.5 - Symbol, expression and truth
table of OR gate

-

F
1
1
1

x—] 0 0

F=xy 0 1

¥— 1 0
1 1|0

Fig 1.6 - Symbol, expression and truth
table of NAND gate

x y|F
« 0 01
:Do_pzmo1o
y 1 0|0

1 1|0

Fig 1.7 - Symbeol, expressicn and truth
table of NOR gate

x:

-n

1]

*1
- O
Q=T

Fig 1.8 - Symbol, expression and truth
table of NOT gate
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Exclusive-OR Gate

Exclusive-OR (XOR) gate has a graphic symbol similar to
that of OR gate, except for the additional curved line on the
input side. It produces a 1 output only when the two inputs
are at different logic levels. Its output expression is
F=xy+xy.The truth table for XOR gate for two variables is
shown in Fig.1.9.

1.

3.2 Truth Table

-

X y| F
0 0[O
__ 0 1|1
PRy g ) 1
110

Fig 1.9 - Symbel, expressicn and
truth table of XOR gate

A truth table represents a Boolean function or digital logic circuit in table form. It shows how a
logic circuit’s output or Boolean expression responds to all the possible combinations of the inputs

using logic "' for true and logic'0’ for false.

It has the following properties.

C
C

Truth table consists of rows and columns.

It shows relationship between inputs and output from a Boolean function or digital logic

circuit.

It shows output for all the possible combinations of inputs using O for LOW and 1 for HIGH.
Table 1.1 - Truth Table

All the combinations of inputs are
listed in columns on the left,
working in the middle and output
isshown in the right most column.

The input columns are
constructed in the order of binary
counting with a number of bits
equal to the number of inputs.

Example: Truth Table for the Boolean
function isshown in Table 1.1:

F=(X.y,E)+(x.y.Z)+(;-Y)

1s

3.3 Boolean ldentities

Inputs Working Outputs
X |y X | Z | xyD | ky2 | Xy | F(x0Z) + (xy.2) + (X.y)
0|0 111 0 0 0 0
0|0 110 0 0 0 0
0|1 111 0 0 1 1
0|1 110 0 0 1 1
1|0 o1 0 0 0 0
1|0 0|0 0 0 0 0
G o1 1 0 0 1
1 ||=4 0|0 0 1 0 1

Boolean identities are mathematical expressions or equations that are always true, regardless of
the values of the variables involved. In the context of Boolean algebra, which deals with binary
variables and logic operations (AND, OR, NOT), these identities are fundamental for simplifying
and analyzing logical expressions. These Boolean identities are essential for simplifying Boolean
expressions and analyzing digital circuits. Table 1.2 shows some commonly used Boolean
identities.

11




Table 1.2 - Boolean identities

Identity Type Boolean Identity

Identity Law {OR} A+0=A
Identity Law {AND) A-1=A
Domination Law {OR) A+1=1
Domination Law {AND) A-0=0
Complement Law {(OR) A+A=1
Complement Law (AND) A-A=0
Double Negation Law A=A
Idempotent Law {OR) A+A=A
Idempotent Law {AND) A-A=A

Associative Law {OR)

{A+B)+C=A+(B~+C)

Associative Law {(AND)

(A-B) C=A-(B-C)

Distributive Law {AND over OR})

A-(B+C)=(A-B)+(A Q)

Distributive Law {AND over OR})

A+{(B - C)=(A+B) - (A+C)

Absorption Law {OR) A+{(A-B)y=A
Absorption Law {(AND) A-{A+B)=A
Negation Law (De Morgan's Theorem) A+B=A-B
Negation Law (De Morgan's Theorem) A - B=A+B

1.3.4 Boolean Function and its Conversion to Logic Circuit

A Boolean function is an expression formed with _

T

binary variables, the logical operators (OR, AND and 4 ben >

NOT), parenthesis and equal sign. A binary variable
can take the value of 0 or 1. For a given value of the

variables, the function can be either O or 1.

As an example, consider the following Boolean

function.

F=x+y

The function F is equal to 0, if x=0 and y=0. For all

You can use digital circuit simulation tools
{like Logisim) to implement and test Boolean
circuits. Logisim is an open-source program
that helps you make and simulate logic
circuits.

Download Link:

the other combinations of xand y, the function will be equal to 1.

A Boolean function can be transformed from an algebraic expression into a logic circuit composed

P Y
1§ Improve your skills! } N\

\ https://sourceforge.net/projects/circuit/  J

gt




of AND, OR and NOT gates. This is explained by the following four examples.

Example 1:
Conversion of Boolean function F1=xyz to logic % prm— Flaxs
circuit To convert this function to logic circuit, a y vz

gate is also required to convert z to z , before it is
input to the AND gate as shown in Fig.1.10.

single AND gate is required for the term xyz . ANOT y Dﬁ z

Fig 1.10 - Logic circuit of Function F1

Example 2:

Conversion of Boolean function F2=x+yz
to logic circuit To create the logic circuit 7 m— yzZ

of this function, one AND gates is Y F2=x+3z
required for the termyz, one NOT gate to : | X ey

converty toy and an OR gate to perform ¥

OR operation on the terms x and yz. The Fig 1.11 - Logic circuit of Function F2

logic circuit of this function is shown in
Fig.1.11.

Example 3:

Conversion of Boolean function
F4=xy+xz to logic circuit To create the
logic circuit of this function, two AND
gates are required for the terms xy
and xz, two NOT gates to convert x to
xandy toy and an OR gate to perform |z
the OR operation on the outputs of
two AND gates asshownin Fig.1.12.

F4=xy+xz

>

Example 4:

F3=xy z+ Xy z + X y to logic
circuit. This function has three
terms. Therefore, three AND
gates are required for these
terms. Two NOT gates are — Xyz
required to obtain X and y. The | z ' F3=Xy 2-Xyx4xy
output of AND gates is to be
input into an OR gate to perform i
the OR operation between all
the three terms. The logic
circuit of this function is shown
in Fig.1.13.

? S

X
Conversion of Boolean function >C

Fig 1.13 - Logic circuit of function F3
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1.3.5 Simplification of Boolean Function using Karnaugh Map (K-Map)

Karnaugh Map (K - Map)

Karnaugh Map (K-Map) was introduced by Maurice Karnaugh in 1953. It provides a simple method
for simplifying Boolean functions. When a simplified Boolean function is converted into a logic
circuit, it requires less number of gates and hence costs less.

K-map is a pictorial form of a truth table. It consists of square boxes called cells. All the possible
combinations of variables involved in a Boolean function are written inside the cells in their
respective positions. A two-variable K-map contains 22=4 cells, three-variable 23=8 cells and so
forth.

Simplification of Two-Variable Boolean Function Using K - Map

Atwo-variable K-map for variables A and B is shown in Fig.1.14. It consists B B
of four cells having two rows and two columns. Suppose the two variables
are A and B. Each row and column is labelled with a variable and its
complement. Complement of a variable is also called prime. Each cell
contains a product term of variables A and B in its respected cell. For | A | A
example, the termAB is placed in cell that isin rowAand column B.

b |
I~
ol
T
w

AB

wl

Simplification of a two-variable Boolean function will be explained with | Fig1.14 - Two-variable
the following example. K-map

Example 1:

Simplify the Boolean function F1=AB+AB+AB using K-map.

ol
w

€ The first step to simplify the Boolean function is to B B
plot the terms of the function on the Karnaugh
map. This function has three terms, foreachterm, |A | A | AB A 1
a 1 will be placed in the corresponding cell. This is
shownin Fig.1.15. A | AB | AB A

€ The next step is grouping cells for simplification.
Grouping means combining cells in adjacent cells. | Fi8 1.15 - Placement of 1s in corresponding cells

1 1

The K-map contains a pair of 1s that is horizontally
adjacent and another pair of 1s that is vertically adjacent as shown in boxes in Fig.1.16.

€ Combine two terms by eliminating the variable that is in both normal

and complemented form. In the horizontal group, B appears in both B B
normal and complemented form. Therefore, B will be eliminated in = ;
this group and only A is left. Similarly, in the vertical group, A appears
in both normal and complemented form. Therefore, A will be
eliminated in this group and only B will is left. A 1 1
€ Finally, the result is written as the sum of variables as: Fig 1.16 - Grouping of 1s
in two-variable K-map

F1=A+B

14



The following are the rules for simplifying a two-variable Boolean function.

C

@ @ & @

For each term of the function, place 1in the corresponding cell in Kanaugh map.

Make groups of two cells that contain 1. Groups may be horizontal or vertical but not diagonal.
Groups may overlap.

Eliminate the variable that is in normal and complemented formin the group.

Write the simplified function in the form of sum of variables that were not eliminated in
groups.

If a K-map contains two 1s in diagonal cells then group cannot be formed which means the
function cannot be simplified.

Simplification of Three-Variable Boolean Function using K - Map

A three-variable K-map for variables A, B and C is shown in
Fig.1.17. It consists of eight cells having two rows and four
columns. Rows are labelled with the complement and
normal form of the variable A. Each column is labelled with
two variables, B and C, in their normal or complemented
form. Each cell contains a product term of variables A, B
and C in its respected cell. For example, the term
ABC is placed in cell thatis in rowA and column BC.

The following are the rules for simplifying a three-variable

wl
w
w

B

p |
ol
o}
I
w
o
=1
w
|

ABC

b |

'l
™
™
e

Fig 1.17 - Three-variable K-map

K-map.

For each term of the function, place 1in the corresponding cell in Karnaugh map.

e e @ » @ @

G

Form groups of four if possible otherwise groups of two.
Groups can containonly 1s.

Groups can be horizontal or vertical

Groups can overlap and wrap around the side of the K-map.
If possible include each 1 in at least one group.

Eliminate the variables that are in normal and complemented form in a group and create a
term for each group.

Write the simplified function in the form of sum of terms. If a cell containing a 1 cannot be
included in any group thenwrite the full term with threevariables.

Example 2: Simplify the Boolean function

&

F1=ABC+ABT+ABC+ABC

The first step to simplify the Boolean function is to plot all the terms of the function on the
threevariable Karnaugh map. This function has four terms, for each term, a 1 will be placed in
the corresponding cell. Thisisshownin Fig.1.18.

15



ol
ol
w
w
e/
e |
w
w

% | ABC| ABC| ABC| ABC A 1 1
A |ABT | ABC|ABC | ABT A 1 1
[2 C C C € C C @

Fig 1.18 - Placement of 1s in corresponding cells

€ Make two horizontal groups of two 1s asshownin Fig.1.19.

€ Combine two terms by eliminating the variable that is
in both normal and complemented form in a group. In
the group that is on the top, the variable C appears in
both normal and complemented form. Therefore, C
will be eliminated from this group and the combined
term becomes AB. Similarly, in the bottom group also,
C appears in both normal and complemented form. C G G C
Therefore, C will be eliminated from this group also | “¥jg 1,49 Grouping of 7s in four-variable
and the combined term becomes AB K-map

ol
on|
w
w

b |

A 1 1

© The simplified function can be written as the sum of the resulting terms after eliminating the
variable C from both groups as given. F2=AB+AB.

Example 3:
Simplify the following Boolean function
F3=ABC+ABC+ABC+ABC

The map for this function is shown in Fig.1.20. There
are four squares marked with 1s, one for each term of the
function. Two adjacent squares are combined in the third
column to give two variable term BC because Ais dropped.
The remaining two squares with 1s are also adjacent. The
map is considered to wrap around the sides to form
adjacent squares. Therefore, these two squares are
combined to give two variable term AC because here B is
dropped. Thus the simplified function becomes:

F3=BC+AC

Example 4:

oA
oA
v
o]

>

1 1

N

C € C

Fig 1.20 - K-map of function F3.

Simplify the following Boolean function
F4=AB C+AB C+ABC+ABC+ABC

The map to simplify this function is shown in Fig.1.21. The function in this example has five

16



terms, as indicated by the five squares marked with 1s. It
is simplified by combining four squares in the center to
give the single term C because Aand B are eliminated. The
remaining single square marked with a 1 is combined with
an adjacent square that has already been used once. This | , 1 1
is allowed because the combination of the two squares

gives the simplified two variable term AB. The simplified T g g il
functionis:

F4=C +AB

Example 5:

|
=2 |
w
w

>
—_
—_
—_

Fig 1.21 - K-map of function F4

Simplify the Boolean function
F5=ABC+ABT+ABT+ABC+ABT B g B B

The K-map of this function is shown in Fig.1-22. It is
simplified by combining four squares in the right and left
columns to give the single variable term € because Aand B A 1 1 1
are eliminated. The remaining single square marked with — —
a 1 is combined with the adjacent square on the left that T c c ol
has already been used once. The combination of the two
squares gives the term AB. From the map we obtain the
simplified function: F5=C+AB.

>

Fig 1.22 - K-map of function F5

1.3.7 Principle of Duality In Boolean Algebra

The Principle of Duality in Boolean algebra Table 1.3 - Some examples to illustrate the Principle
Eepremsonifunctio, = dusl gBgsion an
expression/function, a dual expression can Expression Dual
obtained by interchanging the AND (.) and OR 1=0 0=1
(+) operators while complementing (negating) 0=1 1=0
the variables. 1.0=0 0+1=1
Duality in Boolean algebra refers to a AD=0 K o siof
fundamental property where certain
5 : 0.A=0 1+A=1
operations and rules can be interchanged
while still preserving the logic and truth of A1=0 A+0=1
expressions. In other words, it highlights the 1.A=0 1+A=1
symmetry between two pairs of operations: AA=0 A ek
AND {conjunction) and OR (disjunction), as
AB=B.A A+B=B+A
wellas 0 (false) and 1 (true).
. . XAY.Z) = (X.Y).Y X+ (Y +Z)=(X+Y)+Z
Some examples to illustrate the Principle of W)= ey ( )= )
Duality are shown Table 1.3. A.(A+B)=A A+AB=A
XY +Y+ZXY=0 (X+Y).YAZ +X+Y) =1

17



1.3.8 Uses of Logic Gates

Logic gates are essential components in digital electronics and computing. They are used in
numerous applications in various fields.

The following are some important usages of logic gates.

Memory Circuits: Flip-flops and latches, which are built using logic gates, are used to store binary
data in memory circuits. Aflip-flop is a digital circuit that stores binary information and is widely
used in digital electronics for building memory elements and sequential logic circuits. A latch is
another type of digital circuit that stores binary information. Latches are often used in memory
storage elements and data path circuits.

Clock Synchronization: Logic gates help in clock synchronization and signal processing in digital
systems.

Data Encoding and Decoding: Logic gates are used to encode and decode data for transmission
and reception in communication systems.

Multiplication and Division: Complex mathematical operations like multiplication and division
can be performed using a combination of logic gates.

Digital Signal Processing (DSP): Logic gates are used in DSP circuits for filtering, modulation, and
demodulation.

Data Encryption and Decryption: Cryptographic algorithms use logic gates for data encryption
and decryption.

Calculator Circuits: Basic calculators use logic gates to perform arithmetic calculations.

Traffic Light Control: Logic gates are used in traffic light control systems to manage traffic flow.

Robotics: Logic gates play a crucial role in controlling # N

. ¥ Improve your Skills! {Advanced)
the movement and decision-making of robots. : ,
Now that you have acquired a foundational

Security Systems: Logic gates are used in security understanding of logic gates, you are well-equipped to

£ . EtEL 1 d il engage fn practical digital electronics experiments.
S¥5LEMS TO-CONLEG L ACCE SUARIHT M ana sUTVelHanes, Utilize this knowledge to conduct hands-on

Automotive Electronics: In vehicles, logic gates are | experiments with logic gates using a Breadboard and

. . various electronic components. A sample experiment
used for engine control, aWbag deployment? and has been prepared to guide you through the process. A

anti-lock brake systems (ABS). breadboard (sometimes called a plug-block) is used for
y . . building temporary circuits. It is useful to designers
Home Automation: Logu: gates are employed n because it allows components to be removed and

smart home systems to automate tasks like lighting | replaced easily.

and temperature control. 4
Breadboard

Medical Devices: Medical equipment uses logic gates
for monitoring and controlling various functions.

Aerospace Applications: Logic gates are used in
navigation systems, autopilots, and guidance
systems for aircraft and spacecraft.
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Digital Electronics Experiment

AND Gate Practical on Bread-Board

Suggested Youtube link:
https:/ /www.youtube.com/watch?v=amvgrSU2PLcklist=PLe_7x5ealgtVgVnAccCemHekNNzVbHg_&index=5

How to use Breadboard: https://www.youtube.com/shorts/05ZrbtwUzMk
Requirements:
1. Breadboard: Provides a platform for circuit assembly.
. Input Switch (Push Button or Toggle Switch): Represents the binary input state (0 or 1).

. Resistor (e.g., 10kQ}: Used for current limiting and pull-up resistor configurations.

2
3
4. LED: Indicates the output state.
5. NPN Transistor (e.g., 2N3904}: Acts as an electronic switch in the circuit.
6. Connecting Wires: Establish electrical connections between components.
7. Power Supply (e.g., 5V): Provides the necessary voltage for the circuit.
Procedure: :
1. Place Components on the Breadboard:

€  Pposition the breadboard on a stable surface.

€ Insert the input switch, resistor, LED, and NPN
transistor into the breadboard.

2. Connect Power Supply:

€  Attach the power supply to the pesitive and
negative rails of the breadboard.

3. Connect Resistor to Switch:

€ Connect one leg of the resistor to one terminal
of the input switch.

€ Connect the other leg of the resistor to the positive rail.
4. Connect Switch to Ground:

€ Connect the other terminal of the input switch to the ground rail.
5. Connect Transistor Base:

€ Connect the junction between the resistor and the input switch to the base (B} of the NPN transistor.
6. Connect Transistor Emitter:

€ Connect the emitter (E} of the NPN transistor to the ground rail.
7. Connect Transistor Collector:

€ Connect the collector (C) of the NPN transistor to the positive rail through a current-limiting resistor.
8. Connect LED:

€ Connect the cathede (shorter leg) of the LED to the collector (C) of the NPN transistor.

€ Connect the ancde (longer leg) of the LED to the positive rail.
9. Test the NOT Gate:

€  Press the input switch. The LED should light up when the switch is not pressed (logic 0}, and vice versa,
simulating the NOT gate behavior.
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1.4 Software Development Life Cycle (SDLC)

Software Development Life Cycle (SDLC) is the process of creating a new software or system. In
other words these are the models and methodologies that experts use to develop the system. In
software engineering the SDLC concept reinforces many kinds of software development
techniques. These techniques process the framework for planning and controlling the creation of
software. The software development life cycle (SDLC) is the process of planning, writing,
modifying, and maintaining software. Developers use the methodology as they design and write
modern software for computers, cloud deployment, mobile phones, video games, etc. In [T, the
term “life cycle” was first used in the 1950s to describe the stages involved in developing a new
computer system, but it is now commonly used to refer to all the stages in the production of any
type of software.

1.4.1Different Phases of SDLC

Feasibility

Study K /

Design 1

Development/|
Coding [ ¥

Testing/
Verification 1

Deployment/
Implementation | ¥

K

Maintenance/
Support

Fig 1.23 - Phases of System Development Life cycle
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The following are phases/steps in SDLC.
Defining the Problem Phase
Planning Phase

Feasibility Study Phase

Analysis Phase

Requirement Engineering Phase
Design Phase

Development/Coding Phase
Testing/Verification Phase
Deployment/Implementation Phase
Documentation Phase

Maintenance/Support Phase
. DEFINING THE PROBLEM PHASE

In this phase the problem to be solved or system to be developed is clearly defined. All the
requirements are documented and approved from the customer or the company which consists of
all the product requirements to be designed and developed during the development life cycle.

- ® & & & & ©¢ & ® & @ @

Example: Students’ Examination System Development

Defining the problem: A Students’ Examination System is needed to be developed that covers all
the aspects from Examination taking to the Students’ results generations.

2. PLANNING PHASE

In the project planning phase, the project’s goal is identified, and the necessary requirements for
product development are assessed. A thorough evaluation of resources, including personnel and
costs, is conducted, accompanied by the conceptualization of the new product. The gathered
information undergoes analysis to explore potential alternative solutions. If no feasible
alternatives are found, the data is organized into a comprehensive project plan, which is then
presented to management for approval.

Example: In the Students’ Examination System Development project planning will be made to
set the ultimate goals and an estimate of resources, such as personnel and costs, is prepared.

3. FEASIBILITY STUDY PHASE

Feasibility study is an essential aspect of project planning and decision-making in the Software
Development Life Cycle (SDLC). It involves evaluating various dimensions to determine the
viability and practicality of developing a proposed system.

Feasibility study is the analysis and evaluation of a proposed system, to determine, whether it is
technically, financially/economically, legally and operationally feasible within the estimated
cost and time. Different feasibility studies are explained as follows.
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Technical Feasibility: Technical feasibility assesses the practicality of implementing a proposed
project from a technological standpoint. It involves evaluating whether the necessary technology
(hardware,software),tools and resources are available or can be developed to support the
system.

Example: Consider the Students’ Examination System Development project

Technical Feasibility Considerations: The developing company will evaluate whether the
existing infrastructure (hardware/software) can support the proposed system.

Economic Feasibility: Economic feasibility evaluates the financial viability of a proposed system
by comparing its costs and benefits.

Operational Feasibility: Operational feasibility assesses the extent to which a proposed system
aligns with the organization's operational processes and goals.

Legal Feasibility: Legal feasibility evaluates whether a proposed system complies with
applicable laws, regulations, and standards.

Schedule Feasibility: Schedule feasibility assesses whether a system can be completed within a
specified timeframe.

4, ANALYSIS PHASE

During the analysis phase the project team determines the end-user requirements. Often this is
done with the assistance of client focus groups, which provide an explanation of their needs and
what their expectations are for the new system and how it will perform.

In this phase, the in-charge of the project team must decide whether the project should go ahead
with the available resources or not. Analysis is also looking at the existing system to see what and
how it is doing its job. The project team asks the following questions during the analysis.

€ Canthe proposed software system be developed with the available resources and budget?
€ Will this system significantly improve the organization?
€ Does the existing system even need to be replaced etc?

Example: The Students’ Examination System Development project is analyzed for development.
The project team will visit the College to study the existing system and will suggest the possible
improvements.

5. REQUIREMENT ENGINEERING PHASE

Requirement Engineering is a crucial phase in the Software Development Life Cycle (SDLC) that
focuses on gathering, analyzing, documenting, and managing requirements for the development
of the proposed system. This phase lays the foundation for the subsequent stages of development
and ensures that the software meets the needs and expectations of stakeholders (e.g. End users).
Requirement engineering consists of the following steps.

© Requirementgathering
€ Requirementvalidation
€ Requirements management
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Requirement Gathering

Requirements gathering is a pivotal stage in the Software Development Life Cycle (SDLC), aiming
to identify and document the needs and expectations of stakeholders. Various techniques are
employed for this purpose, and they can be broadly classified into different types. Below are
some typical types of requirement gathering types with examples.

i. Interviews: It involves direct conversations with stakeholders to gather information about
their needs, expectations, and preferences.

Example: In the Students’ Examination System Development project the business analyst
conducts interviews with key users and managers to understand their requirements for a new
customer relationship management (CRM) system.

ii. Surveys and Questionnaires: This method involves distributing surveys or questionnaires to
collect information from a large number of stakeholders.

Example: In the context of developing a Students’ Examination System for a college, surveys
or questionnaires could be distributed to gather information from students, faculty, and
administrators. For example, the IT team might send out a survey to students and faculty
members to collect feedback on the user interface and functionality of the proposed examination
system.

iii. Observation: This technigue involves observing users in their natural work environment to
understand how they currently perform tasks and identify areas for improvement.

Example: In the context of developing a Students’ Examination System for a college, the
observation method involves actively watching and understanding how students, faculty, and
administrators currently handle examination-related tasks in their work environments. For
instance, designers could observe students during examination times, noting how they submit
papers, how faculty members manage grading, and how administrators oversee the overall
process. This direct observation allows the project team to identify weak areas, inefficiencies, or
areas for improvement in the existing examination system.

iv. Document Analysis: This approach includes reviewing existing documentation, reports, and
manuals to extract relevant information about the current system or processes.

Example: For the Students’ Examination System Development project, the development
team could analyze academic policies, grading criteria, and any previous reports on examination
processes to extract relevant information.

Requirements Validation

Requirement validation focuses on scrutinizing the gathered requirements to ensure they align
with the stakeholders’ intentions. This process distinguishes itself from verification, which takes
place after requirements have been accepted. During requirements validation, a thorough
review is conducted to verify the completeness and accuracy of the elicited requirements.

Example: In the context of the Students’ Examination System development project, once the
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initial requirements for the examination system are compiled, the project team engages in
requirement validation by carefully examining each specification. This ensures that the proposed
features and functionalities accurately reflect the expectations of students, faculty, and
administrators involved in the examination process.

Requirements Management

Requirements management is a continual process aimed at guaranteeing that the software
consistently fulfills the expectations of both the acquirer and users. It involves the collection of
new requirements that may emerge due to evolving expectations, changing regulations, or other
sources of modification.

Example: In the context of the Students’ Examination System development project, as the
Students’ Examination System evolves, requirements management becomes essential. This
involves actively seeking and incorporating new requirements that may arise from feedback
sessions with users, changes in academic policies, or advancements in examination
methodologies. Continuous requirements management ensures that the examination system
adapts to the dynamic needs of the educationalenvironment.

6. DESIGN PHASE

The design phase in the Software Development Life Cycle (SDLC) is a crucial step where the
system architecture is planned and detailed specifications are created based on the requirements
gathered during the analysis phase. Unified Modeling Language (UML) and various Design
patterns play significant roles in this phase. Unified Modeling Language (UML) is a standardized
visual modeling language widely used in software engineering and system design. It plays a crucial
role in the Software Development Life Cycle (SDLC) by providing a common notation that allows
developers, analysts, and stakeholders to communicate and visualize the different aspects of a
system. Design patterns play a pivotal role in the SDLC by offering reusable solutions, promoting
best practices, enhancing communication among team members, and contributing to the
creation of maintainable and scalable software systems. They are valuable tools for software
engineers striving to build high-quality, robust, and efficient software solutions.

The design phase normally consists of two simple structures. These are:
€ Algorithms
€ Flowchart

I. Algorithms

Algorithms are precise and systematic procedures designed to guide the step-by-step solution of a
problem. They provide a structured and detailed set of instructions for solving a particular
problem or performing a specific task.

Example: In the Students’ Examination System Development project the following algorithms
will find the result of a student using percentage marks.
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Algorithm to find the Percentage Marks  Algorithm to find the Student’s Result

1, Start 1, Start

2. Read Total Marks, TM 2, Read Percentage Marks, PM

+ Read Qbtained Marks. OM 3. If PM >=40 Then Print “ Pass” Else Print
4. Percentage Marks{PM) = OM / TM X 100 “Fail”

5. Print “Percentage Marks”, PM 4, End

6. End

Fig 1.24 - Algorithms

ii.Flowcharts

A flowchart is a diagrammatic representation used to illustrate an algorithm or a process. It
visually presents the sequence of steps in the algorithm through special shapes (symbols) and
connects them with arrows to depict their sequence. This graphical representation offers a
systematic, step-by-step solution to a specified problem.

Some most commonly used flowchart symbols are shown in Fig 1.25.

Symbol Name Function

Oval Indicates the starting or ending

@ Terminal of the program, process, or

interrupt program

Parallellogram Used for any Input/Cutput({l/0)
operation, Indicates that the

E input/output computer fs to obtain data or

output results
Diamend Used to ask a question that can
Decision be answered in a binary format
{Yes/No, True/False)
ge for Arith i i
Pricais Used for Arithmetic operations

]

Arrows
|| Flow Lines ShShows direction of flow

Circle

Used to connect one part of
Q SamEsI, the flowchart to the other

and data manipulations

Fig 1.25 - Flowchart

Example:

In the Students’ Examination System Development project, the Flowchart for the above
algorithms will be as follows.
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Flowchart to find the Student’s Result

Read Percentage
Marks PM

Yes
/ Print “PASS” /
/ No
/) printpass” f°

Flowchart to find the Percentage Marks

Read Total Marks, TM
Read obt.Marks, OM

|Percentage Marlks (PM)=

OM/TMX100

¥

Print “Percentage
Marks”, PM

v

ok

Fig 1.26 - Flowchart

7. DEVELOPMENT/CODING PHASE

In the development/coding phase, developers translate the plans formulated in the design phase
into actions. They develop the database structures, design codes for the data flow processes, and
design the tangible user interface screens. This stage involves the preparation and iterative
processing of test data to enhance the precision and efficiency of the written code. The actual
coding is carried out using programming languages, a process commonly referred to as Computer
programming.

Example: In the Students’ Examination System development project, developers create the
database structure, specifying how the system will store and retrieve exam-related data. They
write code for the flow of
information within the system,

Fig 1.27 - Development / Coding Phase

1. #include<iostream>

ensuring seamless Processes |2 int main()
from question generation to |3. {

Ginaa e 4. int cs;
result f:omp1lat10n. Additionally, 5. float total, per:
user interface screens are |6. cout << "Please Enter subject marks of Computer Science: in";
precisely designed to provide a g- E::a?CSS;O{ / taking values from user

P i . = '

user-friendly environment for |9 per = cs/total*100; // calculating percentage
students, faculty, and |[10. cout<< '\nTotalAf\arks:” << total;
administrators interacting with 1; Ifgtulf r;«b.\nMams inRercentage = sopre £

- - 4 !
the examination system. |13.

Throughout this phase, rigorous

testing using prepared test data

'f'P'I.'ease Enter subject marks of Cbmputer Science: 34 |
| Total Marks = 50

|Marks in Percentage = 68% G
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is performed to identify and rectify any issues, contributing to the creation of a robust and
efficient examination system.

The Figure 1.27 displays example of programming code with output, created in the C++

programming language to calculate students' percentage marks in a subject for the Students’
Examination System Development project.

8. TESTING/VERIFICATION PHASE

In the testing/verification phase, all aspects of the system are tested for functionality and
performance. Testing involves the execution of programming modules to detect errors,
commonly known as bugs. The primary goal of testing is to assess specific attributes or
capabilities of a program or system, ensuring that they are aligned with the required
specifications. It involves checking items for consistency by comparing results against
predetermined requirements. Software testers employ various technigues, including black box
and white box testing, to identify and eliminate all identified bugs or errors before the final
product is released. The process of error identification and removal is referred to as debugging.

Black Box Testing: Black Box Testing is a software testing method where the internal workings or
logic of a system are not known to the tester. The focusis on evaluating the system's outputs based
on specified inputs without considering its internal code structure.

Example: Login Functionality of a WebApplication
Scenario: Testing the login functionality of a web application.

Tester's Perspective: The tester does not have access to the source code or knowledge of the
internal implementation details.

Test Cases:
€ Input: Valid username and password, Expected Output: Successful login.
€ Input: Incorrect password, Expected Qutput: Login failure.
€ Input: Invalid username, Expected OQutput: Login failure.
€ Input: Empty username and password, Expected Qutput: Login failure.

White Box Testing: White Box Testing is a testing approach where the tester has knowledge of the
internal code, logic, and architecture of the system being tested. It involves evaluating the
system's internal structures, code paths, and overall code quality.

Example: In the Students’ Examination System Development project the above programming
module is tested for errors using White box testing.

Scenario: Testing a specific function within a software application. Here the students’ correct
percentage marks and the result is being tested.

Tester's Perspective: The tester has access to the source code and understands the internal logic
of the function being tested.

27



Test Cases:
€ Testeach statement within the program code.
© Verify thatvariables are correctly initialized and updated.
€ Checkforthe errorsand debug, if needed.
€ Evaluate the code's performance under various conditions by providing values.

The test result of the program code is given as follows.

Test of Code to find the Percentage Marks Test of Code to find the Student's Result

Test 1: Test 1:
Enter Total marks of the student=1100 Enter Percentage of the student
Enter Obt. marks of the student=990 90.00
Percentage Marks = 90.00 Pass
Test 2: Test 2:
Enter Total marks of the student=1100 Enter Percentage of the student
Enter Obt. marks of the student=340 30.90
Percentage Marks = 30.90 Fail
Fig 1.28 - TESTING/VERIFICATION PHASE

9. DEPLOYMENT /IMPLEMENTATION PHASE

The Deployment/Implementation Phase involves a series of activities aimed at making the
software/system accessible for use. During this phase, the finalized software is handed over to
users, making the transition from development to utilization.

The main activities that are involved during deployment/implementation phase are:
€ [nstallation and activation of the hardware and software.

€ In some cases the users and the computer operation personals are trained on the developed
software system.

€ Conversion: The process of changing from the old system to the new one is called conversion.
Deployment/Implementation Methods

The deployment or implementation of a system can be executed through various methods, as
illustrated in Figure 1.29.

i.Direct: In this method, the old system is entirely replaced by the new system simultaneously.
The transition is abrupt, and once implemented, the old system becomes obsolete.
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ii.Parallel: The parallel method involves running both the old and new systems concurrently for a
certain period. This approach allows for the identification and rectification of major issues with
the new system without risking data loss.

iii.Phased: The phased implementation method facilitates a gradual transition from the old
system to the new one. It involves the incremental introduction of the new system while
progressively phasing out the old system.

iv.Pilot: In the Pilot method, the new system is initially deployed for a small user group. These
users engage with, assess, and provide feedback on the new system. Once the system is deemed
satisfactory, itis then rolled out for use by all users.

Old System il Direct
Old System
| Parallel
Old System b ~ New System Phased
Old System New Syst Pilot
Fig 1.29 - Deployment/Implementation Methods

10. DOCUMENTATION PHASE

In SDLC, developing good user documentation is an important part of the implementation
process. Documentation serves as a method of communication among the people responsible for
developing, implementing, and maintaining the newly developed system. Installing and
operating a newly designed system or modifying an established application requires a detailed
record of that system's design. Documentation is extremely important in diagnosing errors and
making changes, especially if the systems analysts who developed a system are no longer with the
organization.

11. MAINTENANCE/SUPPORT PHASE

In SDLC, the system maintenance is an ongoing process. The system is monitored continually for
performance in accordance with user requirements and needed system modifications are
incorporated. When modifications are identified, the system may reenter the planning phase.
This process continues until a complete solution is provided to the customer. Maintenance can be
either be repairing or modification or some enhancement in the existing system.
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@E Case Study: Development of a Library Management System (LMS)

1. Defining the Problem Phase: The library of XYZ Elementary School faces challenges in efficiently
managing its book inventory, tracking borrowed books, and providing an organized system for library
staff. There is a need for a comprehensive Library Management System (LMS) to address these issues
and enhance the overalllibrary experience.

2. Planning Phase: A project team is formed, including representatives from the school
administration, librarians, and IT professionals. The team establishes project goals, scope, budget,
and a timeline for the development of the LMS. Key milestones and deliverables are identified.

3. Feasibility Study Phase: Afeasibility study is conducted to assess the technical, operational, and
econcmic viability of implementing the LMS. The study concludes that the benefits of the system,
including improved efficiency and user satisfaction, cutweigh the costs.

4. Analysis Phase: Detailed analysis is performed to understand the current library processes, identify
user needs, and document system requirements. The team conducts interviews with librarians and
observes day-to-day operations to gather essential information.

5. Requirement Engineering Phase: Based on the analysis, a detailed list of functional and non-
functional requirements for the LMS is compiled. This includes features such as book cataleging, user
management, check-in/check-out functionality, and reporting capabilities.

6. Design Phase: The system architecture and database design are created. User interface prototypes
are developed to visualize how the LMS will look and function. The design phase also includes planning
for data security, system scalability, and user accessibility.

7. Development/Coding Phase: The actual coding of the LMS begins, adhering to the design
specifications. The development team uses appropriate programming languages and tools to
implement the various modules of the system, ensuring that it meets the specified requirements.

8. Testing/Verification Phase: Comprehensive testing is conducted to identify and rectify any bugs or
issues. The LMS undergoes unit testing, integration testing, and system testing to ensure its
functionality, reliability, and performance meet the desired standards.

9. Deployment/Implementation Phase: The LMS is deployed and integrated into the school's library
infrastructure. Training sessions are conducted for library staff to familiarize them with the new
system. Datamigration from the old system, if applicable, is executed seamlessly.

10. Documentation Phase: Comprehensive documentation, including user manuals, system
architecture, and code documentation, is created. This documentation serves as a reference for users
and future developers, ensuring the system's maintainability.

11. Maintenance/Support Phase: Post-implementation support and maintenance are provided to
address any issues that may arise. Regular updates and improvements are made to the system based on
user feedback and changing requirements, ensuring its continued effectiveness.
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1.4.2 Software Development Models

Software Development Models refer to the fundamental activities and approaches used in
software development to plan, design, build, test, implement, and maintain software systems.
These processes provide a structured framework for managing software projects. Many software
development models are available in the market. Each has its own advantages and disadvantages.
The following are the two common models.

€ Waterfall Model

€ Agile Model
Waterfall model
The waterfall model is a sequential or linear development approach, in which development is
seen as flowing steadily downwards (like a waterfall) through several phases. It is the most
popular process models in software development. Developers use this approach when the
requirements for a product are well-defined and resources are available. This model has five
phases:

€ Reguirements Requirements

€ Design 3

€ Development Design
€@ Testing

€ Deployment

€ Maintenance

These steps always follow in this order
and do not overlap. The developer must
complete every phase before the next _
phase begins. This model is named L
"Waterfall Model”, because its et
diagrammatic representation resembles
a flow of waterfalls as shownin Fig 1.30.

Fig 1.30 - Waterfall Medel

1. Requirements:

In this phase the development team works on the feasibility of developing a software product.
The aim of this phase is to understand the exact requirements of the customer and to document
them properly. Both the customer and the software developer work together so as to document
all the functions, performance, and interfacing requirement of the software. This takes place in
the two following steps:

€ Requirements Gathering and Analysis: The development team collects the essential
requirements from all the possible stakeholders and analyzes them. During the analysis,
they eliminate incomplete and inconsistent requirements.

€ Requirements Specification: After requirements analysis, the development team documents
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them in a Software Requirement Specification (SRS) document. It contains both functional
and non-functional requirements of the software.
2. Design:
In this step the development team transforms requirements into a format that can be easily
converted into the code in chosen programming language. Further, it involves creating design
documents specifying the different modules/components of the system, their interfacing, data
flow, etc. All the data collected is stored in a software Design Document (SDD) document. This
document helps to establish the software's architecture.

3. Development:

The Development phase involves the actual coding of the software based on the design
specifications. During this phase, design is implemented. If the SDD is complete, the coding phase
proceeds smoothly, because all the information needed by software developers is contained in
the SDD. Developers use the detailed design documentation to write the necessary code, turning
the conceptualized system into a functioning software product.

4, Testing:

During testing, the code is thoroughly tested for bugs and debugged or modified if required. After
this the Implementation (also called deployment) phase involves making the software in use in
the real environment after it undergoes multiple rigorous tests. This phase is highly important as
the guality of the end product is determined by the effectiveness of the testing carried out. The
better output will lead to satisfied customers, lower maintenance costs, and accurate results.

5. Deployment:

The Deployment phase involves making the software available in the intended environment for
end-users. This includes activities such as installation, configuration, and data migration to
ensure a smooth transition from the development environment to live production. It marks the
point at which the software is ready for use.

6. Maintenance phase:

Over a period of time, a software product may require some updates to remain functional in the
real-world environment. The maintenance phase takes care of this activity by timely tuning the
software as per the requirement.

It is very important phase of waterfall development model. Even if the software is live and end
usersuse it, itis essential to update it regularly.

There are two main types of maintenances:

€ Corrective Maintenance: It involves correcting errors left undiscovered during the
development and testing stages.

€ Perfective Maintenance: This entails enhancing the functionality of the software product as
and when required keeping in mind the future trends and customers demand.

Advantages of the Waterfall Model:

€ |tis perfectly suitable for projects where all the requirements are predefined and understood
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clearly. Requirements do not change throughout development.

e e @ & ©

It is easy tounderstand and implement.

All the activities to be performed in each phase are clearly defined.

The release date and the final cost are already estimated before the development begins.
It is easier to assign tasks to different team members.

All processes, actions, and results are well documented.

Disadvantages of the Waterfall Model:

€ Inflexibility to changes is a significant drawback, making mid-project adjustments
challenging.

€ Longdelivery times areinherent as the entire project must be completed before delivery.

€ Highrisk of project failure due to late client visibility and potential dissatisfaction.

€ Late defect detection isa concern as testing is performed toward the end of development.
Agile Model

The Agile model is a software development process that
is based on the iterative and incremental approach,
emphasizing flexibility, collaboration, and customer
feedback. The Agile model is a type of incremental
model where software is developed in a rapid
incremental cycle as shown in Fig. 1.31. This method
breaks tasks into smaller iterations, or parts and does
not directly involve long term planning. The project
scope and requirements are laid down at the beginning
of the development process. This model has six phases:

C

C

@ @ ® @ ®

Requirements |
gathering

Requirements gathering

Planning Fig 1.31 - Agile Model

Design
Implementation
Testing
Deployment

Maintenance

Requirements Gathering:

In the Agile software development model, the "Requirements Gathering” phase is characterized
by continuous collaboration and dynamic responsiveness. Rather than relying on a comprehensive
upfront documentation, Agile teams engage in ongoing discussions with stakeholders. Through
workshops, meetings, and iterative feedback sessions, the team identifies and prioritizes user
stories, capturing requirements in a flexible and evolving manner. The emphasis is on
adaptability, allowing for adjustments and refinements as the project progresses.
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Planning:

Agile planning is iterative and done in short cycles called sprints. The team, including developers
and stakeholders, collaboratively plans the work for the upcoming sprint. Priorities are set, and
tasks are pulled from the product backlog into the sprint backlog based on their importance and
feasibility. Planning sessions are dynamic, allowing adjustments based on changing
requirements.

Design:

The design phase in Agile Model is a collaborative process that adapts to changing requirements
and emerging insights. Unlike traditional approaches, Agile design activities are ongoing and
occur at various levels throughout the development lifecycle. Cross-functional teams collaborate
to design and refine features incrementally, ensuring that design decisions align with evolving
project needs. This iterative approach allows for flexibility, facilitating the incorporation of
feedback from stakeholders and team members.

Implementation:

Theimplementation phase in Agile Model involves developing the features identified in the design
phase. Agile development occurs incrementally in short cycles known as sprints. During the
"Development” phase, cross-functional teams implement prioritized user stories based on the
sprint backlog. The focus is on delivering small, functional increments regularly, promoting
adaptability to changing requirements. Collaboration within the team is crucial, fostering
communication and shared understanding. Agile development principles prioritize customer
satisfaction through the continuous delivery of tangible and valuable software.

Testing:

In the Agile context, testing is an integral and continuous activity that happens in parallel with
development. The "Testing” phase involves both automated and manual testing, ensuring that
each increment is thoroughly validated. Testers collaborate closely with developers to identify
and address issues promptly. The iterative nature of Agile allows for the early detection and
resolution of defects, contributing to the overall quality of the product.

Deployment:

The Deployment phase in Agile enables incremental and continuous delivery of product
increments. Completed features are deployed/implemented to a staging environment for
validation before being released to production. The emphasis is on ensuring a smooth and
continuous delivery process that aligns with customer needs.

Maintenance:

Maintenance in Agile involves addressing any issues identified after deployment. Regular review
and feedback sessions characterize the "Maintenance” phase in Agile. At the end of each iteration,
a sprint review is conducted to showcase completed features to stakeholders. This session
provides an opportunity to gather feedback, assess the achieved goals, and discuss potential
improvements. The iterative feedback loop ensures that the product evolves based on real-world
usage and stakeholder insights, contributing to continuous improvement.
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Advantages of the Agile Model;

€ Agile model offers flexibility and adaptability, allowing adjustments for evolving
requirements.

In this model continuous client involvement ensures higher satisfaction.
It enables early and incremental delivery of a functional product.
Continuous improvement is facilitated through regular demonstrations.

@ ® ® @

Improved communication is emphasized, fostering collaboration.

Disadvantages of the Agile Model:

€ Dependencyoncustomer availability poses a challenge.

The potential for scope creep exists with the flexibility to accommodate changes.
Coordination challenges emerge with larger team sizes.

Limited emphasis on documentation can be a drawback.

® 6 & &

Not ideal for projects with stable and well-defined requirements.
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1.5 Network Topology

Network topology is a systematic arrangement of computers and other devices in a network. It is
an important concept when building or managing a computer network. It is the backbone of any
networking application. It defines how computers, servers, switches, routers, storage devices,
and other network-related devices are connected with each other and set up to effectively share
data and resources across the system in an organized manner. Network devices are called
“Nodes”. In network topology all nodes on a network are physically or logically arranged in
relation to each other. There are several ways to arrange a network. Each has advantages and
disadvantages and depending on the needs of the company or organization. Some common
topologies are shown in the Fig.1.32 as follows.

Fig 1.32 - Network topology
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There are two approaches to network topology: Physical and Logical. Physical network topology,
as the name suggests, refers to the physical connections and interconnections between nodes and
the network—the wires, cables, and so forth. Logical network topology is a little more abstract
and strategic, referring to the conceptual understanding of how and why the network is arranged
the way it is, and how data moves through it.

1.5.1Types of Network Topologies

Various network topologies are available for configuring a network. The most commonly used
topologies include bus, star, ring, mesh, tree and hybrid. Each topology comes with its own set of
advantages and disadvantages. The selection of the most suitable topology for a particular
organization or company depend on its specific needs and requirements.

Bus Topology

Bus topology is a network topology in which devices
are connected to one cable or line running through the
entire network. It is one of the most cost-effective
and efficient ways to connect computers, printers,
and other devices. With bus topology, all the data
travels along a single cable, making it easy to install
and maintain.

Ethernet is commonly used in bus topologies. It
defines the hardware (such as cables and connectors)
and communication protocols for devices in the network. Ethernet operates using the CSMA/CD
(Carrier Sense Multiple Access with Collision Detection) protocol to manage access to the shared
communication medium.

Fig 1.33- Bus topology

Advantages of Bus Topology:

€ The main advantage of bus topology is that it is easy to install and maintain. All the nodes are
connected to one cable, eliminating the need for complex wiring, and this makes it a great
choice for smaller networks.

© Bus topology is very cost-effective because all the nodes are connected to one cable. Users
don't have to buy multiple cables or network switches, making it a great choice for thoseon a
budget.

€ Bus topology has a fast data transmission rate because all the nodes are connected to one
cable, making it ideal for applications requiring high-speed data transfer.

€ Bus topology is relatively easy to expand by simply connecting additional nodes to the existing
cable. This makes it a great choice for larger networks that require scalability.

Disadvantages of Bus Topology:

€ In bus topology all nodes share the same bandwidth. This can lead to network congestion and
slow down transmission speeds.
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€ Inthis topology if one node goes down, it can cause a network failure because there is only one
cable. In addition, the entire network will be affected if the main cable is damaged or cut.

Applications of Bus Topology:

€ Bus topology is a great choice for small office networks because of its cost-effectiveness and
ease of installation.

€ Bustopology can also be used in home networks due to its low cost and ease of use.

Star Topology

In a star topology, every device is linked to a central hub
or switch. This configuration is widely employed and
popular due to its flexibility, scalability, and ease of
installation.

In a star topology, devices are typically categorized as

clients or end-user devices. Clients include computers,
laptops, smartphones, and other devices that connect __«;‘,‘ = ;-‘:%

to the network to access services or resources offered by
a Server. Aserver is a powerful computer or device that
provides services, resources, or data to other devices in
the network. Servers are often connected to the central hub in a star topology, allowing multiple
clients to access their services.

Fig 1.34 - Star topology

Advantages of Star Topology:

€ Star topology is relatively easy to install, as all nodes are connected directly to the hub or
switch. This eliminates the need for complex wiring and makes it an excellent choice for
more extensive networks.

€ Startopologyisveryreliable because it has no single point of failure. If one node goes down,
the rest of the network will still be operational.

€ Star topology has a high-performance rate due to its dedicated links between nodes and the
hub, making it ideal for applications requiring fast data transfer.

Disadvantages of Star Topology:

€ Startopology can be more expensive than other types of networks because of the additional
cost of hubs or switches required to connect all devices together.

€ Star topology is more prone to failure than other types of networks, as all nodes are
connected to one hub or switch. If the hub or switch fails, the entire network will be
affected.

Applications of Star Topology:

Star topology is often used in large office buildings and campus networks due to its scalability and
reliability. It is also a great choice for home networks as it is easy toinstall and maintain.
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Mesh Topology

Mesh topology is a network configuration where
every node establishes connections with all other
nodes within the network. This type of topology is
particularly advantageous for larger networks,
offering a significant level of redundancy and
reliability.

Fig 1.35 - Mesh topology

Advantages of Mesh Topology:

€ Mesh topology provides a high level of redundancy as each node is connected to all other
nodes in the network. This ensures continuous data transmission even if one or more nodes
experience failure.

€ Mesh topology is very reliable due to its redundant connections. The redundant connections
in mesh topology contribute to its exceptional reliability. If one node experiences a failure,
the remaining network nodes continue to operate seamlessly.

€ Mesh topology demonstrates high flexibility and can be easily scaled to accommodate the
requirements of larger networks.

Disadvantages of Mesh Topology:

€ The implementation of mesh topology can be costly due to the requirement for multiple
links between nodes, increasing expenses related to hardware and installation.

€ Setting up a mesh topology network can be complex due to the multiple connections
required between nodes.

Applications of Mesh Topology:

Mesh topology is often used in corporate networks and military applications due to its high
redundancy and reliability. It is a great choice for wireless applications as well due to its
flexible and scalable network structure.

Tree Topology

Tree topology (or hierarchical topology) is a
network topology that utilizes a hierarchical or
tree-like layout of interconnected nodes. It is
similar to the star topology but with multiple hubs
or switches instead of one, allowing for more
efficient data transmission and scalability. This
structure exhibits a hierarchy of nodes, with a
central or top-level node commonly referred to as
the "Root node”.

. e

Fig 1.36 - Tree topology

Advantages of Tree Topology:

€ Tree topology is more scalable than other types of networks as it allows for the addition and
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removal of nodes without disrupting the entire network. This makes it ideal for those
networks that require frequent changes or expansion.

€ Tree topology provides a high level of reliability due to its redundant connections between
nodes. If one node fails, the rest of the network will still be operational.

€ Tree topology is cost-effective as it eliminates the need for complex wiring and allows for
more efficient data transmission.

Disadvantages of Tree Topology:

¢ Installing a tree topology network can be complex due to the multiple connections required
between nodes.

© Troubleshooting a tree topology network can be difficult as there are multiple paths for data
transmission.

Applications of Tree Topology:

Tree topology is well-suited for large corporate environments where departments or divisions can
be organized in a hierarchical fashion, and the network can be easily scaled to meet evolving
connectivity requirements.

Ring Topology

Ring topology is a network topology in which all
devices are connected to one another in a
circular loop. Data travels around the ring in
one direction, passing through each device
until it reaches its destination. Ring topology is
often used Fiber Distributed Data Interface g

(FDDI) networks, also called dual ring network. " o
Fig 1.37 - Ring topology

In a Ring Topology, the key term associated
with the communication protocol is "Token Ring”. Token Ring is a network protocol that controls
access to the network by passing a special data packet, known as a “token,” around the network.
Only the device holding the token is allowed to transmit data. The token circulates continuously
around the ring.

Dual Ring topology: Ring topology often use Fiber Distributed Data Interface (FDDI) networks,
also called dual ring network. In a dual ring topology, two separate rings are connected to form
one large loop. This provides greater security and efficiency as data can travel in both directions
around the loopin a clockwise or counterclockwise direction.

Advantages of Ring Topology:

€ Ring topology provides a high level of reliability as each device has an alternate route in
case of failure.

© Ring topology is cost-effective as it eliminates the need for complex wiring and allows for
more efficient data transmission.
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Disadvantages of Ring Topology:

© Ring topology faces the challenge of limited bandwidth since each device on the ring must
share the same communication path. This sharing can result in bottlenecks and affect the

data transmission speed.

€ The ring topology rely on a continuous circular connection between all nodes. If this
connection is disrupted or broken at any point, the entire network may become

unavailable.

€ Thetroubleshooting process for a ring topology network is difficult and can be challenging.

Applications of Ring Topology:

Ring topology is often used in Local Area Networks (LANs) due to its scalability and reliability. Dual
ring topology is also used in fiber-optic networks as it provides more efficient data transmission

than other topologies.
Hybrid Topology

Hybrid Topology integrates different network
configurations to establish a more efficient and
dependable network. Due to its scalability and
reliability, it is often used in large-scale
networks such as corporate networks, military
applications, and wireless networks. Hybrid
topology combines elements from star, tree,
ring, and bus topologies to create an
interconnected network with multiple
pathways for data transmission.

Advantages of Hybrid Topology:
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Fig 1.38 - Hybrid topology

€ Hybrid topology is flexible and easily adaptable to changes in the network.

€ with multiple pathways for data transmission, hybrid topology offers higher reliability.

€ The configuration of hybrid topology facilitates high scalability, accommodating
modifications or expansionsin the network.

€ By merging two or more basic networks, hybrid topology reduces the overall cost of a
network by reducing the amount of hardware and wiring needed.

€ Hybrid topology enhances security by providing multiple layers of protection, making
unauthorized access to the network more challenging.

Disadvantages of Hybrid Topology:

€ Hybrid topology can be more complex to set up and maintain, as it requires the merging of

different types of topologies.

€ Troubleshooting a hybrid topology network is more challenging as there are multiple

pathways for data transmission.
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Applications of Hybrid Topology:

Hybrid topology is often used in large-scale applications and industrial applications such as
process control systems, as it provides a reliable connection between nodes in complex
environments.

1.5.2 Scalability and Reliability of Network Topologies

Scalability and reliability are two important aspects of networking systems. These can be
influenced by the choice of network topology. Network topology refers to the physical or logical
layout of devices and connections within a network. Different topologies have different
implications for scalability and reliability.

Scalability and Reliability in Star Topology

€ Scalability: Star topology is moderately scalable. Adding more devices is possible by
connecting them to the central hub or switch. However, the capacity of the central hub can
become a bottleneck as the network grows.

@ Reliability: Star topology is relatively reliable. If a device or cable fails, it typically only
affects that specific device's connectivity, not the entire network.

Example: In a corporate office network using a star topology, as the company expands, new
employees' computers can be added by connecting them to the central switch. However, if the
central switch fails, all connected devices lose connectivity.

Scalability and Reliability in Bus Topology

€ Scalability: Bus topology is not highly scalable. Adding more devices can lead to signal
degradation, as electrical signals must travel the entire length of the bus. Extending the bus
often requires signal repeaters or switches.

¢ Reliability: Bus topology is less reliable because a single break in the main cable can disrupt
the entire network.

Example: Older Ethernet networks used bus topology. If there is a cable break in the main bus, it
can disable communication for all devices on the network segment. An Ethernet network is a
widely used local area network (LAN) technology that enables devices within a specific
geographical area, such as a home, office, or campus, to communicate with each other. [t employs
a protocol known as Ethernet for data transmission over a wired connection.

Scalability and Reliability in Ring Topology

¢ Scalability: Ring topology is moderately scalable. Adding more devices to the ring is possible,
but it can become complex to manage as the number of devices increases.

€ Reliability: Ring topology can be highly reliable. Data can travel in both directions, reducing
the risk of a single point of failure. However, if one device or cable segment fails, it can disrupt
the entirering.

Example: A token ring network, used in some legacy LANs, forms a ring topology. If one device
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fails, it does not disrupt the entire network, but the failed device cannot participate in
communication.

Scalability and Reliability in Mesh Topology

€ Scalability: Mesh topology offers high scalability. Devices can be added with ease, and each
device has multiple paths to communicate with others, reducing congestion.

€ Reliability: Mesh topology is highly reliable. The redundancy of multiple paths ensures that if
one path or device fails, data can take an alternative route, minimizing downtime.

Example: Large data centers and cloud networks often use mesh topologies to ensure scalability
and redundancy. Adding servers to such networks does not require a significant overhaul.

Scalability and Reliability in Hybrid Topology

€ Scalability: Hybrid topologies can be highly scalable, depending on the combination used. It
allows for combining the strengths of multiple topologies.

€ Reliability: Reliability in hybrid topologies varies based on the components used. Redundancy
from mesh components can enhance reliability.

Example: A large enterprise network may use a hybrid topology, combining a star topology for
ease of management in office branches with a mesh topology for redundancy in data centers.

1.5.3 Testing the Scalability and Reliability of a Network system

Testing the scalability and reliability of a network system is essential to ensure that it can handle
increasing workloads and maintain high availability under various conditions.

Testing Scalability

€ Load Testing: Conduct load testing to evaluate the network’s performance under heavy traffic
conditions. Tools like Apache, JMeter, LoadRunner, or locust.io can simulate a large number of
users or devices accessing the network simultaneously.

© Stress Testing: Stress testing involves pushing the network beyond its capacity to identify
breaking points. Gradually increase the load or traffic until the network performance starts to
experience significant latency or fail.

€ Scalability Testing: Perform scalability testing by adding resources (e.g., servers, switches, or
routers) to the network and measuring its ability to handle increased demand. Test horizontal
scalability (adding more instances) and vertical scalability (upgrading existing instances).

€ Benchmarking: Compare network performance against industry standards or competitors to
assess how well it scales.

€ Realistic Scenarios: Use real-world usage scenarios to test scalability, considering peak traffic
times and growth projections.

¢ Performance Monitoring: Implement performance monitoring tools to continuously monitor
the network’s scalability in production environments.

42



Testing Reliability

€ Availability Testing: Test the network’s availability by simulating various failure scenarios,
including hardware failures, network congestion, and server crashes. Measure the time it
takes to recover from failures.

€ Redundancy Testing: Evaluate the effectiveness of redundancy mechanisms, such as load
balancing, failover, and backup systems. Simulate the failure of redundant components to
ensure seamless failover.

€ Disaster Recovery Testing: Test disaster recovery plans to ensure data and services can be
restored in the event of disastrous failures or data breaches.

¢ Fault Tolerance Testing: Verify the network's ability to continue functioning even when
individual components fail. Intentionally inject faults or errors into the network and observe
how it responds.

€ Security Testing: Security is a key aspect of reliability. Perform penetration testing and
vulnerability assessments to identify and address security weaknesses.

€ Load Balancing Testing: Verify that load balancing mechanisms evenly distribute traffic across
servers or resources to prevent overloading and maintain reliability.

@ Continuous Monitoring: Implement continuous monitoring tools to detect anomalies and
potential issues in real-time, allowing for preemptive maintenance and improvements.

€ Documentation and Reporting: Maintain thorough documentation of tests performed and
their results. Provide detailed reports to stakeholders.

1.5.4 Cloud Computing

Cloud computing is a technology model that provides access to computing resources and services
over the internet, rather than owning and maintaining physical hardware and infrastructure. Ina
cloud computing environment, users can access and use computing resources such as servers,
storage, databases, networking, software, and analytics through the internet.

Cloud computing has become a fundamental technology for
businesses and individuals, offering scalability, cost-
effectiveness, and the ability to innovate rapidly without
the burden of managing physical infrastructure.

Key characteristics of cloud computing include:

€ On-Demand Self-Service: Users can provision and o
manage computing resources as needed, without N
requiring human intervention from service providers. ~ v

© Broad Network Access:; Services and resources are v
accessible over the network and can be accessed by
various devices with internet connectivity. Fig 1.39 - Cloud Computing

43



€ Resource Pooling: Computing resources are shared and pooled to serve multiple customers.
Resources dynamically adjust to meet demand.

¢ Rapid Elasticity: Resources can be quickly scaled up or down to accommodate changes in
demand, providing flexibility and cost efficiency.

€ Measured Service: Usage of computing resources is monitored, controlled, and billed based
onthe actualusage.

€ Security: Cloud providers implement robust security measures to protect data and resources.
This includes encryption, identity and access management, and compliance with industry
standards and regulations.

Cloud computing is typically categorized into three service models and four deployment models:
Service Models:

i) Infrastructure as a Service (laaS): This model delivers virtualized computing resources,
including virtual machines, storage, and networks, via the internet.

ii) Platform as a Service (PaaS): It offers a platform that includes tools, services, and
frameworks for application development, without the complexity of managing underlying
infrastructure.

iii) Software as a Service (SaaS): SaaS delivers software applications through the internet on a
subscription basis, eliminating the need for users to locally install, maintain, or update
software.

Deployment Models:

1) Public Cloud: In this model cloud resources are owned and operated by a third-party cloud
service provider and are made available to the general public.

ii) Private Cloud: In this model cloud resources are used exclusively by a single organization,
providing more control and customization over the infrastructure.

iii) Hybrid Cloud: It combines elements of both public and private clouds, allowing data and
applications to be shared between them.

Iv) Community Cloud: In this the cloud infrastructure is shared by several organizations with
common interests, such as regulatory requirements or industry standards.

Examples of Cloud Computing Services:

€ Amazon Web Services (AWS): Offers a wide range of cloud services, including computing
power, storage, databases, machine learning, and more.

€ Microsoft Azure: Provides cloud services for computing, analytics, storage, and
networking, along with tools for building, deploying, and managing applications.

€ Google Cloud Platform (GCP): Offers cloud services for computing, storage, machine
learning, and data analytics, along with various development tools.

€ IBM Cloud: Provides a range of cloud computing services, including laa$S, Paa$, Saa$, and
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hybrid cloud solutions.

1.5.6 Scalability and Reliability in Cloud computing

Scalability and reliability are two important characteristics of cloud computing, each serving a
distinct but interconnected purpose in ensuring that cloud services meet the demands of users
and applications effectively.

Scalability in Cloud Computing

Scalability in cloud computing refers to the ability of a cloud system or service to handle
increasing workloads, either by expanding resources (scaling out) or upgrading existing ones
(scaling up). Scalability ensures that as the demand for computing resources grows, the cloud
infrastructure can accommodate it without causing a drop in performance or service quality.
There are two main types of scalability in cloud computing:

€ Horizontal Scalability (Scaling Out): Horizontal
scaling means increasing the number of servers
that run the application, and distributing the
workload among them. This can enhance the
scalability and availability of the application to
users, as it can handle more requests and
tolerate failures or outages of individual servers.
However, horizontal scaling also has some
challenges and trade-offs. It needs to design the
application to support distributed architecture,
and use techniques such as load balancing, Fig 1.40 - Horizontal Cloud Scalability
replication, sharing, caching, or micro services
to manage the communication and coordination among multiple servers. Also it needs to deal
with the complexity and overhead of managing more servers, and ensure the consistency and
security of the data and code.

X
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®

Horizontal scaling is primarily useful for organizations that need high availability and near-
zero downtime for their online services. Compared to vertical scaling, horizontal scaling is
quicker and easier to accomplish.

€ Vertical Scalability (Scaling Up): Vertical scaling A
means increasing the capacity of a single server by
adding more resources, such as CPU, RAM, disk
space, or network bandwidth. This can improve
the performance and reliability of the application,
as it can handle more requests and process them
faster. However, vertical scaling also has some
limitations and drawbacks. First, there is a A 4
physical limit to how much a single server can be

Fig 1.41- Vertical Cloud Scalability
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upgraded, and eventually more powerful machines needs to be replaced. Second, vertical
scaling can be costly and time-consuming, and deals with potential downtime and
compatibility issues.

Reliability in Cloud Computing

Reliability in cloud computing relates to the ability of a cloud service or infrastructure to
consistently deliver its intended functionality and maintain uptime, often referred to as "high
availability.” Reliability ensures that applications and services hosted in the cloud are accessible
and perform as expected, minimizing downtime and disruptions.

Key components of reliability in cloud computing include redundancy, fault tolerance, disaster
recovery, and failover mechanisms. Cloud providers invest in robust infrastructure, data centers,
and networking to maintain high levels of reliability.

Example of Reliability in Cloud Computing: Consider a financial institution that uses cloud-
based storage for critical customer data. To ensure data reliability and availability, the cloud
provider may employ redundancy by storing data in multiple data centers across different
geographical regions. If one data center experiences an outage due to unforeseen circumstances,
the data is still accessible from other locations, ensuring that customer transactions can continue
without significant interruptions.

1.6 Cybersecurity

Cybersecurity is the protection of internet-connected systems such as computers, servers,
mobile devices, electronic systems, networks, and data from malicious attacks. It is also known
as information technology security or electronic information security. The practice is used by
individuals and enterprises to protect against unauthorized access to data centers and other
computerized systems.

1.6.1 Importance of Cybersecurity

Cybersecurity is vital in any organization, no matter
how big or small the organization is. This is due to
increasing technology and increasing software
needs across various areas like government,
education, hospitals, etc. Attackers target small
and large companies and obtain their essential
documents and information. Cybersecurity is
becoming increasingly important in today's
interconnected world. As more and more data is
stored and transmitted electronically, the risk of
cyber-attacks has also increased.

Fig 1.42 - Cybersecurity

The following points further elaborate the need for
cybersecurity.
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a) Protecting Sensitive Data

With the increase in digitalization, data is becoming more and more valuable. Cybersecurity
helps protect sensitive data such as personal information, financial data, and intellectual
property from unauthorized access and theft.

b) Prevention of Cyber Attacks

Cyber-attacks, such as Malware infections, Ransomware, Phishing, and Distributed Denial of
Service (DDo$S) attacks, can cause significant disruptions to businesses and individuals. Effective
cybersecurity measures help prevent these attacks, reducing the risk of data breaches, financial
losses, and operational disruptions.

c) Safeguarding Critical Infrastructure

Critical infrastructure, including power grids, transportation systems, healthcare systems, and
communication networks, heavily relies on interconnected computer systems. Protecting these
systems from cyber threats is crucial to ensure the smooth functioning of essential services and
prevent potential disruptions that could impact public safety and national security.

d) Maintaining Business Continuity

Cyber-attacks can cause significant disruption to businesses, resulting in lost revenue, damage to
reputation, and in some cases, even shutting down the business. Cybersecurity helps ensure
business continuity by preventing or minimizing the impact of cyber-attacks.

e) Compliance with Regulations

Many industries are subject to strict regulations that require organizations to protect sensitive
data. Failure to comply with these regulations can result in significant fines and legal action.
Cybersecurity helps ensure compliance with these regulations.

f) Protecting National Security

Cyber-attacks can be used to compromise national security by targeting critical infrastructure,
government systems, and military installations. Cybersecurity is critical for protecting national
security and preventing cyber warfare.

g) Preserving Privacy

In an era where personal information is increasingly collected, stored, and shared digitally,
cybersecurity is crucial for preserving privacy. Protecting personal data from unauthorized
access, surveillance, and misuse helps maintain individuals' privacy rights and promotes trust in
digital services.
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1.6.2 Cybersecurity Threats

Cybersecurity threats are harmful acts performed by
individuals or groups with destructive intent that aims to
gain unauthorized access, damage, disrupt, or steal an
information technology asset, computer network,
intellectual property, or any other form of sensitive data.

The following are some common types of cybersecurity
threats.

Fig 1.43 - Cybersecurity threats

Malware (Malicious Software)

Malware is a broad category of software specifically designed to harm or exploit computer
systems, steal data, or gain unauthorized access. Malware can take many forms and often
disguises itself as legitimate software. Some common types of malware includes:

€ Viruses: Malicious code that attaches itself to legitimate programs and spreads when the
infected program is executed.

€ Worms: Self-replicating malware that spreads across networks without user intervention.

© Trojans: Software that appears legitimate but hides malicious functions, such as remote
control or data theft.

€ Ransomware: Encrypts files or entire systems and demands a ransom for decryption keys.

¢ Spyware: Collects user information without their knowledge, often for advertising or
surveillance purposes.

Phishing

Phishing is a social engineering attack where cybercriminals impersonate trusted entities to

deceive users into revealing sensitive information, such as login credentials, credit card details,
or personal information.

€ Spear Phishing: Targeted phishing attacks directed at specific individuals or organizations,
oftenusing personalized information.

€ Email Phishing: Cybercriminals send deceptive emails that appear to be from legitimate
sources, encouraging recipients to click on malicious links or download infected attachments.

Denial of Service (DoS) and Distributed Denial of Service (DDoS) Attacks

DoS and DDoS attacks aim to overwhelm a target system or network with an excessive amount of
traffic, rendering it inaccessible to legitimate users.

€ DoS: Asingle attacker floods the target with traffic, often using multiple devices.

¢ DDoS: Multiple compromised devices coordinate to flood the target, making it more
challenging to mitigate.
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Ransomware

Ransomware encrypts a victim's data and demands a ransom
for the decryption key. Payment does not guarantee data
recovery, and victims may lose access to critical
information. Ransomware can lead to data loss, financial
losses (including ransom payments), and operational

disruptions.

Fig 1.45 - Insider threats

Fig 1.44 - Ransomware

Insider Threats

Insider threats involve individuals within an organization
(employees, contractors, or business partners) who misuse
their access to systems and data for malicious purposes, for
example sharing sensitive information with external
parties. This can lead to data breaches, financial losses,
and reputational damage.

Cloud security threats

Cloud security threats are potential risks and vulnerabilities
that can compromise the security of data, applications, and
infrastructure hosted in cloud environments. As
organizations increasingly adopt cloud computing services,
it is important to be aware of these threats and take
measures to shrink them. With businesses moving to cloud
resources daily, many environments are growing more
complex. This is particularly true in the case of hybrid and

Fig 1.46 - Cloud security threats

multi-cloud environments, which require extensive monitoring and integration.

1.6.3 Protection against Cyber-Threats

Protecting computer systems against cyberattacks is crucial in today's digital age. Various
methods and techniques are used to safeguard systems from different types of cyber threats.

The following are different methods and techniques for the
protection of systems against cyberattacks.

Use strong passwords

Strong password security is an important aspect of
cybersecurity. A strong password helps protect users'
accounts and sensitive information from unauthorized
access.

] ZiteEs$hai#n

Fig 1.47 - Strong password
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Characteristics of a Strong Password:

Astrong password typically possesses the following characteristics.

€ Length: Astrong password should be long, usually at least 12 characters. Longer passwords are

harder to crack.

€ Complexity: It should contain a mix of uppercase and lowercase letters, numbers, and special

characters(e.g., !, ®,#, 5, %).

€ Unpredictability: Avoid using easily guessable information like names, birthdays, or common

phrases.

€ Uniqueness: Use different passwords for different accounts. Reusing passwords increases the

risk if one account is compromised.

Examples of Strong Passwords: These password includes a mix of uppercase letters, lowercase
letters, numbers, and special characters, making it complex and unpredictable.

P@sswOrdS$Secur3!, Gr33nHOlid@ySROck!, Op!lf@8@2002aug, 8@Qn&Sv%KpLw3l@z

Keep your software up to date

“Keeping the softwareup to date”is a fundamental practice
in cybersecurity. It involves regularly updating software,
including operating systems, applications, and security
tools, to patch known vulnerabilities and protect against
security threats. Software updates may also introduce new
security features and improvements to better defend
against emerging threats. Outdated software can be an easy
target for malware. Updates help safeguard your system
against malware attacks, such as ransomware and viruses.

Fig 1.48 - Keeping the software up to date

2FA (Two-Factor Authentication)

Fig 1.49 - Two-Factor Authentication

Authentication is the process of verifying the identity of a
user or system trying to access a resource. It ensures that
the entity is who it claims to be. 2FA is an authentication
method that requires users to provide two different forms
of verification before granting access. Typically, it involves
something the user knows (password) and something they
have e.g. an OTP {(one-time password) from a mobile app.

Example: Logging into an online banking account with a password and a unique code, OTP (one-
time password) sent to the user's smartphone.

Be wary of suspicious emails

Be cautious of unsolicited emails, particularly those that ask for personal or financial information
or contain suspicious links or attachments.
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Educate yourself

Stay informed about the latest cybersecurity threats and best
practices by reading cybersecurity blogs and attending

cybersecurity training programs.

Fig 1.51 - Firewalls

Antivirus and Anti-malware Software

Antivirus and anti-malware software are designed to detect,

quarantine, and remove malicious
Trojans, and spyware, from a

provide real-time scanning of files and applications, ensuring
that known malware is not allowed to execute on the system.

Plaintext Cliphertext

Fig 1.53 - Encryption

Backup and Disaster Recovery

Regular data backups and disaster recovery plans ensure that
in case of a cyberattack or data breach, critical data can be
restored, minimizing downtime and data loss. Backup and
recovery strategies help organizations recover from cyber
incidents and ransomware attacks without paying ransoms.

Fig 1.50 - Educate yourself

Firewalls

Firewalls are network security devices or software that
monitor and control incoming and outgoing network traffic.
They establish a barrier between a trusted internal network
and untrusted external networks (e.g., the internet) to filter
and block malicious traffic.

Example: Blocking incoming requests from unknown or
suspicious IP addresses to protect a corporate network.

software, such as viruses,
system. These software

Fig 1.52 - Antivirus and anti-malware
software

Encryption

Encryption transforms data (plaintext) into a coded format
(cipher text) that can only be deciphered with the
appropriate decryption key. It ensures the confidentiality and
integrity of sensitive data. Encryption protects data when it is
transmitted over networks, making it unreadable to
unauthorized people even if they gain access to it.

Fig 1.54 - Backup and Disaster Recovery
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Cryptography

Cryptography is a scientific approach of securing information
by transforming it into an unreadable format using
mathematical algorithms. It ensures data confidentiality,
integrity, and authentication.

, . . CRYPTOGRAPHY
Example: Encrypting a message with a key to protect it from

unauthorized access during transmission. Fig 1.55 - Cryptography

1.6.4 Encryption

Data encryption is a process of converting plaintext data into an unreadable format called cipher
text using encryption algorithms and keys. The primary purpose of data encryption is to protect
sensitive information from unauthorized access, ensuring that even if someone gains access to
the encrypted data, they cannot decipher it without the appropriate decryption key. Encryption
primarily aims to achieve data confidentiality, ensuring that only authorized parties with the
decryption key canread the protected data.

Data encryption plays a fundamental role in modern cybersecurity, and its importance continues
to grow as digital threats and privacy concerns evolve. It provides a strong layer of defense
against unauthorized access and data breaches, helping individuals and organizations keep their
information confidential and secure.

How dataencryption works:

Plaintext Ciphertext Plaintext

- @ =
W 4
0| o

Encrypt Decrypt

Fig 1.56 - Data encryption

€ Plaintext: This is the original, human-readable form of the data that you want to protect. It
can be any type of digital information, such as text, files, or communication messages.

€ Encryption Algorithm: An encryption algorithm is a mathematical formula or process that
transforms plaintext into cipher text. Different encryption algorithms have varying levels of
complexity and security.

€ Encryption Key: Akey is a piece of information used by the encryption algorithm to control the
transformation of plaintext into cipher text and vice versa. The key can be a numeric value, a
passphrase, or a combination of characters. The security of the encryption depends on the
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strength of the key.

The encryption process involves applying the encryption algorithm to the plaintext using the
encryption key to produce the cipher text. Thiscipher textis a scrambled and unreadable version
of the original data. To decrypt the data back into its original plaintext form, the recipient needs
to possess the decryption key, which is used with the decryption algorithm to reverse the process.
The whole encryption process is shown in the following Figure.

Cryptography and Encryption are related concepts in the field of information security, but
they are not synonymous. Cryptography is the science of concealing messages with a secret code.
Encryption is the way to encrypt and decrypt data. The first is about studying methods to keep a
message secret between two parties (like symmetric and asymmetric keys), and the second is
about the process itself.

There are two types of encryption algorithms:
€ Symmetric

€ Asymmetric

Symmetric Encryption

Symmetric encryption is a fundamental data protection technique, relying on a single
cryptographic key for both encrypting plaintext and decrypting cipher text. The process is shown
in the following Figure.

Secret Key

-

Secret Key

-

Secure Channel

Plaintext

™ _
©

Sender

-

Encryption Server

Ciphertext

 —

b

i

Plaintext

—=

-~
s

; Receiver
Decryption Server

Fig 1.57 - Symmetric encryption

Symmetric encryption is one of the most widely used encryption techniques. The objective of
symmetric encryption is to secure sensitive information. It is used in many major industries,
including defense, aerospace, banking, health care, and other industries in which securing a
person’s, business’, or organization's sensitive data is of the utmost importance.

Advantages of Symmetric Encryption:

€ Speed and Efficiency: Symmetric encryption is generally faster and more computationally
efficient than asymmetric encryption. It is well-suited for encrypting large amounts of data in
real-time, such as data transmission or disk encryption.
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© Strong Security: When used with strong, randomly generated keys, symmetric encryption
provides a high level of security. The encryption and decryption processes are highly secure as
long as the key remains secret.

© Simplicity: Symmetric encryption is simpler to implement and faster to execute because it
involves a single key for both encryption and decryption.

Disadvantages of Symmetric Encryption:

© Key Distribution: One of the major challenges with symmetric encryption is securely

distributing and managing the secret keys. If a key is compromised, all encrypted data
becomes vulnerable.

€ Limited Use for Secure Communication: Symmetric encryption isn't suitable for secure
communication between parties who have never met before or don't share a pre-established
key.

Asymmetric Encryption
Asymmetric encryption uses two separate keys: a public key and a private key. Often a public
key isused to encrypt the data while a private key is required to decrypt the data. The private key

is only given to users with authorized access. As a result, asymmetric encryption can be more
effective, but it is more costly. The process is shown in the following Figure.

Public Key Private Key
Secure Channel
>
A Ciphertext < A
Plaintext : -.'L 3 ‘ Plaintext
W= 2" B= @
L o o
Recei
acssler Encryption Server Decryption Server SREHER
Fig 1.58 - Asymmetric encryption

Advantages of Asymmetric Encryption:

© Key Distribution: The use of asymmetric encryption eliminates the necessity for a secure key
distribution mechanism. Each user or entity possesses a unique pair of keys, public and

private, where public keys can be openly shared. This approach simplifies the complexities
associated with key management.

€ Non-refutation: Asymmetric encryption provides non-refutation, which means thesenderof a
message cannot deny sending it because only their private key can decrypt the message.

¢ Secure Communication with Untrusted Parties: Asymmetric encryption is ideal for secure
communication between parties who have never met before or don't share a secret key. It
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enables secure key exchange for subsequent symmetric encryption.

Disadvantages of Asymmetric Encryption:

&

Computational Complexity: Asymmetric encryption algorithms are computationally intensive
compared to symmetric encryption, which can lead to slower performance, especially when
encrypting or decrypting large volumes of data.

Key Length: Longer key lengths are needed to achieve the same level of security as shorter
symmetric keys, which can increase the size of data and messages.

Contrast between Symmetric and Asymmetric data transmissions

The contrast highlights the key differences between symmetric and asymmetric encryption,
including their mechanisms, use cases, key distribution challenges, and computational
characteristics.

Symmetric Encryption

Asymmetric Encryption

. It uses a single shared key for both

encryption and decryption.

. It uses a pair of public and private keys for

encryption and decryption.

speed and efficiency.

2. In this, the same key is used by both the | Z. In this, Public key is used for encryption,
sender and the receiver. and private key is used for decryption.
3. It is well-suited for encrypting large 3. It is generally slower, and suitable for
amounts of data. smaller amounts of data or secure key
exchange.
4. It requires a safe channel to transmit the |4. It enables secure key exchange over
secret key for key distribution. insecure channels without requiring a pre-
established secure channel.
5. It is computationally less complex 5. It Involves more complicated
compared to asymmetric encryption. mathematical operations, making it
computationally more complex.
6. It provides better performance in terms of | 6. It is slower due to the complexity of

mathematical operations involved.

performance and efficiency are critical.

7. It is suitable for scenarios where a secure | 7. It is more suited for scenarios where
key distribution channel is established. secure key exchange over insecure
channels is required.
8. It is often used in situations where 8. It is commonly used for secure data

transmission, digital signatures, and
securing communication channels.
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I A Computer System Overview:

© A computer system is a fundamental and pervasive part of modern life, revolutionizing
work, communication, learning, and entertainment.

© It encompasses a combination of hardware and software components working together
for various tasks.

Digital Operation of Computers:
¢ Computers aredigital machines operating on binary data and binary logic.

© Datais processed digitally by converting input information into binary code (0s and 1s),
storage in memory, and execution by the CPU.

CPU and Binary Logic:
© The CPU performs arithmetic, logical, and control operations on binary data.

¢ Specialized units like the Arithmetic and Logic Unit (ALU) and control unit assist in
processing.

¢ Conditional branching and looping enable decision-making and task repetition.
Input and Output in Digital Computers:

© Results are converted back to human-readable form and presented through output
devices.

© Digital approach enables computers to perform tasks with high speed and accuracy.
Data Representation in Digital Computers:
Binary digits (0 and 1) and alphanumeric codes are used for data representation.

The American Standard Code for Information Interchange (ASCIl) is a common
alphanumeric code.

ASCll uses 7 bits to represent 128 characters, including lowercase and uppercase letters,
numeric digits, and special characters.

Digital Logic and Logic Gates:

¢ Digital logic is fundamental for creating electronic devices like calculators, computers,
and digital watches.

Logic gates are building blocks of digital circuits, with inputs and outputs represented as
LOW (0) or HIGH (1).

Basic logic gates include AND, OR, and NOT gates, each with specific logic operations.

Digital circuits operate using logic 0 and logic 1 to represent specific voltage levels.
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,;;""T"karn augh Maps :
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Karnaugh Maps (K-Maps) are used to simplify Boolean functions and reduce logic circuit
complexity.

K-Maps help group ones {1s)in a truth table, facilitating simplification.

Principle of Duality in Boolean Algebra:

[ &

The principle of duality allows interchange of AND and OR operators while
complementing variables, maintaining logical equivalence.

Uses of Logic Gates:

L &)

Logic gates have numerous applications in memory circuits, clock synchronization, data
encoding/decoding, mathematical operations, digital signal processing,
encryption/decryption, calculators, traffic light control, robotics, security systems,
automotive electronics, home automation, medical devices, and aerospace
applications, etc.

Software Development Life Cycle (SDLC):

&)

c

SDLC: is the process of creating new software products and involves various
phases/steps.

Defining the Problem Phase: Clearly defining the problem or system to be developed,
documenting requirements.

Planning Phase: Determining project objectives, estimating resources, and preparing
project plans.

Feasibility Study Phase: Assessing technical, economic, operational, legal, and schedule
feasibility.

Analysis Phase: Determining end-user requirements and evaluating the need for system
replacement.

Requirement Engineering Phase: Identifying and validating user expectations, including
functional and non-functional requirements.

Design Phase: Creating architectural and user interface designs, often using algorithms
and flowcharts.

Development/Coding Phase: Writing and coding the software based on design
specifications.

Testing/Verification Phase: Evaluating the software’s functionality and performance,
identifying and fixing defects.

Deployment/Implementation Phase: Making the software available for use through
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c.

C

installation and training.

Documentation Phase: Creating detailed documentation for communication and system
maintenance.

Maintenance/Support Phase: Continuously monitoring, maintaining, and enhancing the
software.

Software Development Models:

C.

@

Waterfall Model: A sequential design process with phases that do not overlap, including
Requirements Analysis and Specification, Design, Implementation and Unit Testing,
Integration and System Testing, and Operation and Maintenance.

Agile Model: An iterative development approach with phases including Requirements
Gathering, Design, Development, Testing, Deployment, and Review. It emphasizes
flexibility and adaptation.

Network Topology:

@ ¢ ¢ ® & ® © @

C

Network topology refers to the arrangement of devices in a computer network.
Common network topologies include bus, star, ring, mesh, tree, and hybrid.
Each topology has its own advantages and disadvantages.

Bus topology is cost-effective but can lead to congestion.

Star topology is easy to install and reliable.

Ring topology provides redundancy but has limited bandwidth.

Mesh topology is highly redundant but can be expensive.

Tree topology combines hierarchy and scalability.

Hybrid topology combines multiple topologies for flexibility.

Scalability and Reliability Testing;

C
€
C
C

C

Scalability testing assesses a network’s ability to handle increasing workloads.
Load testing, stress testing, and benchmarking are used for scalability testing.
Reliability testing ensures consistent performance and uptime.

Availability, redundancy, fault tolerance, and security testing are part of reliability
testing.

Continuous monitoring and documentation are essential for both aspects.

Cloud Computing:

C

Scalability in cloud computing involves expanding resources horizontally (scaling out) or
vertically (scaling up) to meet demand.
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Horizontal scalability adds more identical instances to distribute workloads.
Vertical scalability involves upgrading existing resources within instances.
Reliability in cloud computing ensures high availability and minimal downtime.

Redundancy, fault tolerance, disaster recovery, and failover mechanisms enhance
reliability.

Cloud providersinvest in robust infrastructure and data centers.

Cybersecurity:

C

c

Cybersecurity involves protecting internet-connected systems, networks, and data from
malicious attacks.

It is essential for individuals and organizations to safeguard against unauthorized access
to computerized systems.

Importance of Cybersecurity:

c

[ 9]

Cybersecurity is crucial for organizations of all sizes due to increasing technology usage
and software needs.

It protects sensitive data, prevents cyber attacks, safeguards critical infrastructure,
ensures business continuity, and ensures compliance with regulations.

It also plays a vital role in protecting national security, preserving privacy, and
maintaining trust in digital services.

Cybersecurity Threats:

C

Cybersecurity threats include various types of malicious activities, such as malware
(viruses, worms, Trojans, ransomware, spyware), phishing attacks, denial of service
(DoS) and distributed denial of service (DDoS) attacks, insider threats, and cloud
security threats.

Protection Against Cyber Threats:

&
C
C

Strong Passwords: Use long, complex, and unique passwords to enhance security.
Keep Software Updated: Regularly update software to patch vulnerabilities.

Two-Factor Authentication (2FA): Require users to provide two forms of verification for
access.

Be Wary of Suspicious Emails: Avoid clicking on suspicious links or downloading
attachments from unsolicited emails.

Educate Yourself: Stay informed about cybersecurity threats and best practices.
Firewalls: Use firewalls to filter and block malicious network traffic.

Antivirus and Anti-malware Software: Employ software to detect and remove maliciou’s;.-‘?""

¢
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software.

Encryption: Protect data confidentiality by transforming it into unreadable cipher text.
Backup and Disaster Recovery: Regularly back up data and have recovery plans in place.
Cryptography: Use mathematical algorithms to secure information.

Differentiate between Cryptography and Encryption: Cryptography is the science of
securing messages, while encryption is the process of encrypting and decrypting data.

Encryption:

€ Encryption involves converting plaintext data into unreadable cipher text using
encryption algorithms and keys.

Encryption provides data confidentiality and requires decryption keys for data recovery.

€ There are two types of encryption algorithms: symmetric (uses a single secret key) and
asymmetric (uses a public-private key pair).

Symmetricencryption is faster and simpler but requires secure key distribution.

. © Asymmetric encryption uses a public-private key pair, simplifying key distribution and }
% enabling secure communication with untrusted parties.

'ﬁj Teacher’s Guide

Implement diverse assessment strategies, including practical exercise, quizzes and projects to

judge students' understanding of cybersecurity concepts.

Gﬂ Activity 1: Encryption and Decryptio§

7 ™
Objective: To demonstrate the principles of encryption and decryption.

¢ Explain the difference between symmetric and asymmetric encryption.

€ Provide sample plaintext and encryption algorithms (e.g., Caesar cipher) for students to practice
encrypting and decrypting messages.

€ Create a challenge where students must decrypt a message without knowing the encryption method
or key.

€ Demonstrate the use of encryption software or tools for secure communication.

Discuss real-world applications of encryption, such as secure email and data protection.

o
\
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Exercise

Select the best answer for the following Multiple-Choice Questions (MCQs).

What are the two fundamental digits used in binary code?

a) Oand2 b) 1and3

c) Oand1 d) AandB

How many bits does the ASCII code use to represent a character?

a) 8 bits b) 16 bits

c) 32 bits d) 64bits

In a digital computer, what do logic levels "0" and "1" represent in terms of voltage?
a) OV for"0"and 5V for™" b) OV for™"and 5V for "0"

c) OVforboth"0"and"1" d) 5V forboth"0"and™”

Which of the following logic gates produces a HIGH (1) output only when all of its inputs
areHIGH (1)?

a) AND gate b) ORgate
c) NOT gate d) XOR gate

Which principle in Boolean algebra involves interchanging AND and OR operators while
complementing variables?

a) Absorption Law b) Identity Law
c) Principle of Duality d) Distributive Law

Which principle of Boolean algebra allows interchanging the AND and OR operators
while negating the variables?

a) Complement principle b) Dual principle
c) Inversion principle d) Identity principle

Which phase of SDLC involves assessing whether the proposed software/system is feasible
in terms of resources and budget?

a) Design Phase b) Analysis Phase
c) Feasibility Study Phase d) CodingPhase

Which phase of SDLC focuses on understanding user expectations and identifying software
requirements?

a) Maintenance/Support Phase b) Deployment/Implementation Phase

c) Requirement Engineering Phase d) Testing/Verification Phase
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1.

12.

13.

14,

15.

16.

17.

18.

Which Agile model phase involves evaluating the software to identify and fix defects?
a) Design b) Testing
c) Deployment d) Requirements Gathering

Which software development model is characterized by iterative development and
frequent updates throughout the project’s lifecycle?

a) Waterfall Model b) Agile Model

c) Feasibility Model d) DesignModel

Which type of topology is known for its high redundancy and reliability?
a) BusTopology b) StarTopology

c) MeshTopology d) Ring Topology

What is the main disadvantage of Ring Topology?

a) Limited bandwidth b) High cost

c) Complexinstallation d) SPronetofailure

What type of topology combines elements from multiple topologies to create a more
efficient network?

a) StarTopology b) BusTopology
c) MeshTopology d) Hybrid Topology

What type of scalability involves adding more identical virtual machines or instances in
cloud computing?

a) Horizontal Scalability b) Vertical Scalability
c) Linear Scalability d) Elastic Scalability
Which of the following is NOT a common type of malware?

a) Viruses b) Worms

C) Spyware d) Firewall

What is the main advantage of asymmetric encryption over symmetric encryption?
a) Faster encryptionand decryption b) Simplified key distribution
c) Non-repudiation d) Lower computational complexity

What type of attack involves cybercriminals impersonating trusted entities to deceive
usersinto revealing sensitive information?

a) Malware attack b) Denial of Service attack

c) Phishing attack d) Insider threat

What type of encryption uses a single, secret key for both encryption and decryption?
a) Asymmetric encryption b) Public-key encryption

c) Symmetric encryption d) Triple DES encryption
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What does ZFA (Two-Factor Authentication) require for user access?

a) Two different passwords b) Twodifferent encryption keys

c) Twodifferentauthentication methods d) Two differentuser accounts methods
What is the primary purpose of a firewall in cybersecurity?

a) Encrypting data b) Monitoring network traffic

c) Blocking malicious traffic d) Generating strong passwords

Give short answers to the following Short Response Questions (SRQs).
What is the principle of duality in Boolean algebra, and why is it important in digital logic?
How memory circuits use logic gates? Give their significance in digital systems.
Provide two examples of data encoding and decoding applications that involve logic gates.
Give three uses of logic gates.
What is the primary purpose of the Software Development Life Cycle (SDLC)?
Name the different phases of SDLC.
Why feasibility study is importantin the SDLC? Give three reasons.
How does the design phase contribute to the development of a software system?

What is the significance of testing/verification in SDLC?

. Give three advantages and 2 disadvantages of Bus Topology in networking?

. How does Mesh Topology provide redundancy in network communication?

. Compare and contrast Horizontal Scalability and Vertical Scalability in cloud computing.
. Define cybersecurity. Also give its significance in today's interconnected world.

. Name three common types of cybersecurity threats.

. What is the role of encryption in cybersecurity, and how does it protect sensitive data?

. Differentiate between symmetric and asymmetric encryption methods.

. Why is it essential for individuals and organizations to keep their software up to date in terms

of cybersecurity?
What is ZFA (Two-Factor Authentication)? Give its importance in securing user accounts.
What is the primary purpose of a firewall in network security, and how does it work?

What are the characteristics of a strong password? Give two examples.
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-pm  Oive long answers to the following Extended Response Questions (ERQs).

j);

1. Design logic circuits for the following Boolean functions.

i) E1=(A+B).(A+B)

i) E2=(A.B)+(A+B). ()

iii) E3=(A.B+C) +A.(C+B)
iv) E4=(A+B).B+(A+()

V) EB=XYZ+XYZ+XYZ+XyZ
vi) E6=XZ+XYy

Draw Truth tables for the Boolean functionsin Q1.

Simplify the following Boolean functions using K-Maps method.
i)  E1=(A.B)+(A.B)+(A.B)

i) E2=(A.B.C)+(A.B.C)+(A.B.C)+(A.B.
iii) E3=(A.B.C)+(A.B.C)+(A.B.C)+(A.B.
iv) E4=(A.B.C)+(A.B.C)+(A.B.C)+(A.B.

V) EB=XYZ+XYZ+XYZ+XyZ

+

vi) E6=XxZ+Xy

Compare and contrast the Waterfall model and Agile model in software development. Which
one do you think is more suitable for modern software development, and why?

Discuss the role of requirements engineering in SDLC. What are the challenges and benefits of
gathering and managing requirements effectively?

Outline the various methods of system deployment/implementation mentioned in the text
(Direct, Parallel, Phased, Pilot). Provide real-world scenarios where each deployment method
would be most suitable.

Explain Bus, Star and Ring network topologies. Give their advantages and disadvantages.

In the context of cloud computing, elaborate on the concepts of scalability and reliability.
How do these concepts contribute to the effectiveness of cloud services? Provide a real-world
example.

Explain Symmetric and Asymmetric encryption methods in the context of cybersecurity.

. Imagine you are responsible for the cybersecurity of a large organization. Describe a

comprehensive cybersecurity strategy that includes multiple layers of defense against various
threats.
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T E Activity 2: Logic Gatesr_.

1 : Logic Gates Simulation:

€ Use digital logic simulator software (e.g., Logisim https://sourceforge.net/projects/circuit,
Digital Works https://download.freedownloadmanager.org/Windows-PC/Digital-Works/FREE-
3.0.4.38.html) to create logic gate circuits.

€ Assign students various logic gate combinations and ask them to simulate and observe the outputs
for different input combinations.

¢ Challenge them to design specific logic gate circuits to perform basic functions like addition,
subtraction, or even a simple calculator.

2: Truth Table Construction:

¢ Provide students with Boolean expressions and ask them to construct truth tables for those
expressions.

¢ Include expressionsinvolving AND, OR, NOT, NAND, and NOR gates tocovera variety of scenarios.

3: Karnaugh Map Practice:

¢ Givestudents Boolean functions and ask them to simplify them using Karnaugh Maps.

¢ Provide various examples with different numbers of variables to challenge their simplification skills.
4: Logic Gate Applications:

¢ Present real-world scenarios where logic gates are used, such as traffic light control or elevator
systems.

© Ask students to design logic circuits to simulate these scenarios using digital logic simulator
software.

5: Hands-On Hardware Activity:

¢ If available, conduct a hands-on activity where students build simple logic gate circuits using
breadboards, LEDs, and logic gate ICs.

: € This will give them a tangible understanding of how logic gates work in hardware.

(1 [Activity 3: spLc )
start witha presenﬁétidn dr discussion on what SDLC is, its importance in software development, and it.s'
various phases.
Use visual aids and diagrams to illustrate the different phases of SDLC.
1: Phases of SDLC:
€ Createaworksheet or handout with a list of SDLC phases and brief descriptions.
€ Askstudents to match each phase with its description.
€ Discuss the correct answers as a class.
2: Case Study Analysis:
€ Provideareal-world case study or scenario related to software development.

& Askstudentsto identify which phase of the SDLC each part of the scenario corresponds to.
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Encourage students to discuss their answers and reasoning.

Feasibility Study Exercise:

Divide students into groups.

C
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Provide each group with a different software project idea.

Ask them to conduct a feasibility study for their assigned project, considering technical, economic,
operational, legal, and schedule feasibility.

Have each group present their findings to the class.

: Requirement Gathering Practice:

Give students asimple problem or task (e.g., creating amobile app for a specific purpose).

In pairs or small groups, have them brainstorm and document functional and non-functional
requirements for the software.

Share and discuss their requirements with the class.

: Coding Practice:

Depending on the programming languages students are familiar with, assign coding exercises related
toa specific phase of the SDLC.

For example, you can provide a coding task related to the development phase, where students write
code to solve a problem.

: Testing and Debugging:

Present abuggy code snippet to the class.
Ask students to work individually or in pairs to identify and fix the errors (bugs) in the code.

Discuss common debugging techniques and strategies.

: Deployment Strategies:

Explain the four deployment/implementation methods mentioned in the text (Direct
Implementation, Parallel, Phased, and Pilot).

Discuss scenarios in which each method might be appropriate.

Have students analyze and choose the most suitable deployment method for a given project
scenario.

: Documentation and Maintenance:

Provide students with a sample software documentation template.

Ask them to create documentation for a hypothetical software project, including user manuals,
system architecture diagrams, and maintenance plans.

Encourage them to discuss the importance of documentation in the maintenance phase.

: Comparison of SDLC Models:

Discuss the two common SDLC models mentioned in the text: Waterfall and Agile.
Divide students into two groups, with one group focusing on Waterfall and the other on Agile.

Have each group prepare a presentation comparing the advantages and disadvantages of their

assigned model.
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i ﬁ Activity 4: Network Topology Exploratlon

i Ob]ectwe To introduce students to different network topologies and their advantages and
disadvantages.

€ Provide students with the text on network topology.
€ Divide students into groups and assign each group one type of network topology (e.g., bus, star, ring,
mesh, tree, hybrid).
€ Have each group create a presentation or poster that includes:
€ Anexplanation of their assigned topology.
€ Advantagesand disadvantages of the topology.
€ Real-world applications of the topology.
€ Each group presents their findings to the class.

¢ Engage in a class discussion about which topology might be suitable for different scenarios {e.g., a
small office, a large corporation, a data center). '

i ﬁ Activity 5: Testing Network Scalability and Rellablllty

Ob]ectwe To demonstrate how to test the scalability and rellablllty of a network system.
€ Introduce the concept of network testing as discussed in the text.

€ Provide students with a simulated network envirenment (virtual machines, switches, routers, etc.)
using network simulation software.

€ Instruct students to perform the following tests on the simulated network:
€ Load testing: Simulate heavy traffic to assess network performance.
€ Stress testing: Push the network beyond its capacity to identify limitations.

€ Scalability testing: Add resources to the network and observe its ability to handle increased
demand.

€ Redundancy testing: Test failover mechanisms and redundancy.
€ Havestudents document the results and any issues encountered during testing.

| € Discuss the importance of these tests in real-world network maintenance and troubleshooting.

T & Activity 6: Phishing Awareness
Objective: To raise awareness about phishing attacks and teach students how to identify phishing
attempts.

€ Show examples of phishing emails to students and discuss the common elements and red flags.

€ Create a quiz or scenario-based exercise where students must identify phishing emails from

legitimate ones.

€ Provide tips on how to verify the authenticity of emails and websites.

67



€ Demonstrate how to check email headers to identify phishing attempts.

€ Discuss the consequences of falling for phishing scams and how to report them.

r ﬂ | Activity 7: Firewall Configuration |

Objective: Tointroduce students to firewall concepts and how to configure a software firewall.

C
C.
C

?E | Activity 8: Cybersecurity Threat Analysis

Install a software firewall on the lab computers (if not already installed).

Explain the basics of how firewalls work, including inbound and cutbound traffic filtering.

Guide students through the process of configuring firewall rules to allow or block specific applications
or ports.

Provide scenarios where students must create firewall rules based on security requirements.

Discuss the importance of keeping firewalls up to date and monitoring firewall logs for suspicious
activity.

V,
i ——

[ Objective: To explore common cybersecurity threats and discuss preventive measures.

&

C

Present various cybersecurity threat scenarios, such as malware infections, phishing attacks, and
DDoS attacks.

Ask students to analyze each scenario, identify potential vulnerabilities, and propose preventive
measures.

Provide case studies of real cyberattacks and discuss lessons learned.

Organize group discussions or debates on cybersecurity topics, allowing students to present their
findings and solutions.

Encourage students to stay updated on cybersecurity news and trends and share relevant articles or
reports in class.
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Algorithms

=

Computational Thinking and

¢ plan, develop, systematically test, and refine computational artifacts for problem
solving.

€ apply common search, and sort algorithms.

Abstraction Decomposition }

Algorithm ' (f Pattern _
Design -\Recognition/ :
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| UNIT INTRODUCTION |

|Computer systems are used to solve real word problems relevant to any topic or aspect of our life.
For example education, healthcare, Transportation, economics. A problem is a challenge or
ituation for which a solution is required. The process of analyzing that situation and accordingl

|handling itis referred as problem solving. |

| Computational thinking is a thought process that helps us to understand the problem and solve it
in a way that computers do. Computational thinking equires understanding the capabilities of
computers. For example, computers process the input in a faster and reliable way and it works byt
following the input-process-output model. |

| To solve problems in any field including computer science, we can apply computational thin king.|
The solution of a problem where computational thinking is applied uses the following properties: |

Fig 2.1 Computational Thinking Steps

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|Abstraction: |
Eimplifying a problem or system by focusing on the most relevant aspects while ignoring|
nnecessary details. It is about looking at the big picture without getting lost in the tiny details. |

|(Zonsider the task of Creating a website :
bstraction is to focus on the main design and functionality without getting into the codingg
details. Think about the layout, colour scheme, and user interaction, rather than every line o

code.

|Decomposition:

| 7 |



Consider the task of Developing a mobile app |
Decomposition is to break the task into smaller parts like designing the user interface, coding
specific features (e.g., login, navigation), and handling data storage. Each part becomes al
manageable sub-task. |
Pattern Recognition:

|Identifying patterns or trends within data, problems, or solutions.

|(Zonsider the task where we need to analysing user behaviour on a website,

Pattern Recognition is to identify trends, such as which pages users visit the most or common
paths they take. This helps in making improvements based on observed patterns.

rAlgorith mic Design:

Developing a step-by-step solution to solve a problem.

|

: 2.1 Computational Artifacts

Fomputational artifacts refer to human made objects and systems using computational thin king.|
n artifact is a byproduct of software. Particularly in computer science, the computationa

artifacts could include programs, websites, videos, simulations, databases, digital animations,|

|software systems, e-commerce platforms, and mobile applications.

|
2.1.1 Computational Artifacts in Software Development |

In software development, the artifact could be an object that helps to describe the architecture,|
design, and function of software. There are a range of different artifacts generated during theg
lifecycle of software development as shown in the Fig 2.2. The artifacts are considered important
|l::-e(:ause they make the process of developing software easy. |

f

Prototypes

Images

Diagrams Software
documentation

[

|

| \
| ! . {""\:-,_.':_{f_.‘:‘ﬂ“:;.'-" .
| Meeting notes/ | | | 1) Source code
| N\

|

|

|

|

Fig 2.2 - Computational Artifacts in Software Development Lifecycle




| The artifacts generated during computational thinking in the software development process arel
the objects to be used before starting the coding phase. Artifacts define the behavior of a|
software with the help of some control sequences. By using these artifacts, software developers,
can easily understand how software works without requiring going into coding complexities.
2.1.2 Computational Solution Design

bu ring the computational thinking, following are the commonly used computational artifacts.

|
|
|
:a. Design Methods :
F Algorithms |
e Flowcharts |
€ Pseudocode |

Algorithms, pseudocodes, and flowcharts serve as a structured and systematic representation of]
a computational process. |

Wlgorithms: While solving a problem using a computer, the first step is to think about thef
algorithm. An algorithm is a step-by-step set of instructions that defines how a specific problem|
should be solved. It is a high-level description of the solution without worrying about thg
|implementation details such as specific programming language. Algorithms are normally written|
|in natural language.

Example
Let's consider a simpler example and write algorithm to add two numbers.
Algorithm: Add Two Numbers

1. Input two numbers, let's call them num1 and
numz2.

|

|

| 2. Add num1and num2 together.

| 3. Storetheresultinavariable, let's call it sum.
: 4. QOutput the value of sum.

Flowchart: Flowchart is another tool used in the process
of algorithm design. This provides a visual representation
of flow and logic using defined symbols. Flowcharts are
|mostly helpful in explaining complex loops and decision-
|making processes.

|E)(almple

:F lowchart: Add Two Numbers

_i_ Fig 2.3 - Flowchart: add twe numbers

| - |
| |
| |



|Pseud0c0de is an intermediate step between the algorithm and actual programming code. It's 3
more structured and semi-formal way of representing the algorithm using a combination of
natural language and simplified programming constructs. Pseudocode helps in explaining the
logic and structure of the algorithm before starting programming. It can be thought of as a
|detailed plan of how the algorithm should be implemented.

|E)(almple
Pseudocode: Add Two Numbers
// Step 1: Input two numbers
Input "Enter the first number: " into num1
Input "Enter the second number: " into num2
// Step 2: Add the two numbers and store result in sum
sum <- num1 +num2
// Step 3: Output the result

A A
";'-.»%
i )
~—

Fig 2.4 - Computational Artifacts in Software Development Lifecycle

|
|
|
|
|
|
|
|
|
|
: |
Output "The sum of two numbers is: " sum |
|
|
|
|
|
|
|
|
|
|

However, itis important to note that the above sequence can vary depending on the complexity of,
|the problem and your personal preference. Some programmers may skip flowcharts and g0
directly from algorithms to pseudocode or even from algorithms to writing code; especially for

simpler tasks.

|algorithm, pseudocode and also draw its flowchart.

r&lgorithm: Check Even or Odd

|
Let's consider another example to check whether a given number is even or odd and write|

|
|
1. Inputa number, let'scall it num. |
| 2. Checkif numis divisible by 2. |
| 3. If the remainder is 0, output "The number is even.” |
L 4. Iftheremainderisnot0, output Thenumberisodd.”— — — — — — — — _ _ _ |

| - |
| |
| |



Pseudocode: Check Even or Odd
| 7/ Step1: Input a number
| Input "Enter a number: " into num
// Step 2: Checkif the number is even or odd
ifnum% 2 =0then
// Step 3: OQutput result for even number
Output " numberiseven.”
else
// Step 4: OQutput result for odd number
Output " numberisodd.”
end if
Flowchart: Check Even or Odd

| Fig 2.5 - Flowchart: Check Even or Odd

b. Algorithm Design

|
The primary goal of pseudocode is to convey the algorithm's logic in a clear and understandable

: ; - A g |
way, irrespective of specific programming language conventions. |

Pseudocode writing is not standardized and there isn't a universal set of rules for its formatting.
However, certain conventions are commonly used. Below is a set of guidelines that are often

ollowed, but keep in mind that these are not strict rules, and you can adapt them based on you
|prc:_'fc:_'n:_'n(:c:_'s or the requirements of a specific solution:

. Eee ol o e am g pmcomy Sm SR ey R S, e W S G STy S S Eaepe |
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Font, Size, Style:

Font: It is typically written ina plain, easy-to-read font.

Kize: Use a standard font size that is easy to read, often around 10-12 points.

Etyle: Italicizing or bolding keywords is sometimes done for emphasis, but it's not a strict rule.
|Inde ntation:

Use consistent indentation to visually represent the structure of your code. Commonly, 2-4 spaces,
or a tab character is used for each level of indentation. |

|

Fase: |
While pseudocode is not case-sensitive, using uppercase for keywords and lowercase for variables,
can enhance readability. For example, FOR1FROM 1 TO n or if condition then. |
Line Numbers: |

Including line numbers is optional and depends on personal preference or the requirements of al
specific project. Line numbers can aid in discussions about the algorithm. |

Comments: |

Comments are essential for explaining the logic. They are often denoted by symbols like // forl
single-line comments or /**/ for multiline comments. |

Data Type Keywords: |

Some pseudocode styles use data type keywords like INTEGER, STRING, etc., toindicate the type|
of avariable. However, this is optional. |

LVarial::-lc:_wéussign ments & Declarations:

LVarial::-les can be declared using DECLARE or simply by mentioning them. Assignments are often
|denoted using or:=.

Common Operators:

Use standard operatorssuchas+, -, *, /, =, <, », <=, »=, |=torepresent common operations.

|
|Key Commands:

Key commands like INPUT, OUTPUT, FOR, IF, WHILE can be used to represent specific actions or
Fontrol structures.

|
2.1.3 Planning and Developing a Computational Artifact |
The following steps are used for planning and development of an artifact. |
:a. Define the problem: State the problem you are trying to solve in clear and concise terms. :

P. List the inputs (information needed to solve the problem) and the expected outputs (what|
| the algorithm will produce as a result) |

c. Plan: |
1 1) Qutline_the logic: For this purpose, breakdown the problem into smaller problems and _ _ _

| - |



consider how to solve each one.

€ repeat one or more program statements. This is done by using loops.

Those control structures are selected that are most appropriate for over solution.

. Test the algorithm: choose data sets and verify that your algorithm.

2

List inputs
and
outputs

Define
problem

Planning and

Developinga.

Computational
Test . Atifact

algorithm

Outline
the logic

Choose
Development Data

Structures

Choose

4 Control

Structures

Fig 2.6 - Computational Artifacts in Software Development Lifecycle

Tosolve this example, we need to have some domain knowledge first about the problem.

ii) Choose Data Structures: Adata structure is a storage to save and organize the data. We havel
different types of data structures such as array, stack, queue, etc. The choice of datal
structures is determined by considering the merits and drawbacks associated with each
specific data structure.

iii) Choose Control Structures: enables to determine the order of program execution. Thel
sequential order of execution is disturbed in two aspects:

€ skip some program statements. This is usually done with the help of conditional statements.|

. Development: Describe the steps needed to convert or manipulate the inputs to produce|
the outputs. Start at a high level first and keep refining the steps until they are effectivel
computable operations. Keep the process simplified and remember that the number of steps|
should be finite.

| Jeroo is a Kangaroo like animal. A Jeroo can pick flowers from a location and can plant them t01

ome other. The Jeroo moves by hopping in the four directions e.g. forward, backward, right and

left. As the Jeroo hop; it must avoid water, nets, and other of it kind.




Problem Definition |

| Consider the given diagram, where the field is divided into 5x5 matrix and a Jeroo is available at!
position (0, 0) facing East. The flower is located at (3, 0). Write an algorithm where the Jeroo
ppicks the flower and plant it to another location (3, 2). After its plantation, the Jeroo should movef
one hop East and stop there. Assume there are no other Jeroos, flowers or nets available in the
field. Top left corner of matrix is (0,0) values of x increases horizontally and y downwards.

Start Finish
(a) ﬁf o ol ‘;‘?—;— = s (b) PR e R S S N
L :,-.., S el F L e ,_'_-.—,w';-..“‘;,-_.,':z.., w/ .
. - - - - - - - = - ; & - - . . i S
Fig 2.7 - Jerco flower picking problem
:List of inputs & OQutputs
| Inputs: Outputs
|
| flower current location (3, 0) Jeroo should stop one hop East

Plan:

| Breakdown the problem:

| Pick flower

| Put flower

| Move East

|Development:
Pick Flower

Hop 3 times
take the flower

|

|

|

| Put Flower
| Turnright
|

Hop Z times
B Bl G . el B G M T S e BT B . et . G TR S O By

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
. |
Jeroo starts location (0, 0) flower new location (3, 2) |
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

| - |
| |
| |



Plant the flower

Move East

|

|

| Turn left
| Hop 1time

}After the development of the algorithm, try to refine it by asking yourself the following questions:
f. Does the developed algorithm solve some specific problem or could it may be generalized.

| Forexample:

| The algorithm that finds the area of a circle having radius of 3 meters (formula A=m3’) solves a

| specific problem, but it could be made generalized by using the formula A=Trr’
€ Canthe developed algorithm be made simplified?
| ForExample:
The formula for calculating perimeter of square is:
Perimeter of square =side + side + side + side

Asimple formula would be:

Perimeter of square =4 x side

2.1.4 Testing Computational Artifacts

| The computational artifacts should be tested by
Eonsidering potential logical errors. For example, you should
think what would happen if a user enters invalid or a certain
out of range input. Testing and accordingly refinement of
solution is the iterative process of a computational artifact.

Fig 2.8 - Computational Artifacts in
| Software Development Lifecycle

@) Tracing an Algorithm |
|

LI'ra(:ing of algorithm is also known as a "desk check or dry-run”. The programmers convert the
|algorithms to code that is ultimately handed over to computer for compilation and execution. But
before going to write code for an algorithm, we manually verify that the algorithm works
correctly. For this purpose, trace method is used that hand simulate the execution of your
algorithm, keep change track of variable values and flow of logic control. |

Tracing of Algorithm involves the following: |

la. Understand the Algorithm: Before tracing is started, thoroughly understand the algorith m's
| logic flow. |

b. Choose Test Input: To trace the algorithm it requires input; a complete set of input is there-
| fore chosen at this point. |




c. Initialization: Initialize the variables and data structures. This helps in setting up the
| algorithminitsinitial state, where the algorithm has never run before. |

d. Trace Each Step: hand execute the algorithm step-by-step, tracking the flow of control. For
each step of algorithm, do the following: |

C
C

|
|
|
|
| e
|
|
|
|

Track record Inputs: write the input values and variable values relevant to that step. |

Perform processing: Do computation / perform the operation specified in that step of
algorithm. |

Update Variables: keep an eye on the changes in the variable values and data structu res
in response to performing operation. |

Go by Control Flow: Normally, the steps of algorithms are followed sequentially but
sometime this sequence is broken by loops, conditional statements, and function calls.
Therefore, we need to track how an algorithm decides which step to execute next. |

of algorithm. |

e. Repeat Until Completion: Tracing the algorithm continues step by step until we reach the end
|
f

. Verify Output: At the end, evaluate the final output and ensure that it matches our
expectations based on the given set of inputs. |

Let's take example of Jeroo that we solved in previous topicand apply algorithm tracing.

d.

b.
e
d.

©

Understand the Algorithm: What we need to do, from where we need to pick flowers and
to which location, we need to plant flower.

Choose test Input: In the example flower pickup location e.g. (3,0) serves asinput
Initialization: Initial position of Jeroo and Initial position of flower

Trace each step:

Processing: Taking moves, taking turns, picking flower, putting flower are the action thatl
require processing. |

Update variables: Jeroo's location and flower's location will be updated after each sted
movement of jeroo and flower pick /put action respectively. |

€ Gobycontrol flow: followthealgorithm e.g. sequentially. |

e.

= Eaymol o

Repeat until Completion: take moves and turns until the jeroo is reached its destination
and flower is placed at the designated location. |

Verify output: verify whether the completion done in above step is same as desired in the

|
|
|
|
|
|
|
|
|
|
| € Trackrecord input: Jeroo's location, flower's location are the input variables.
|
|
|
|
|
|
|
|
| problem statement.

|
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Trace Tables: The dry run of an algorithm can be done with a technique known as Trace Tables.|
These tables show the variables change at each stage in the algorithm. The trace tables generate
the output on a given set of input data to test if algorithm is giving expected output. It also helps,
to check that our logic is correct and find logical errors, if any. |

Example: Consider the following the pseudocode and accordingly its trace table. |

: Trace Table |
| Pseudocode ::::Sd““e Number i Cutput |
| 1. number = 3 ; _ 3 I
| 2. PRINT number 3 ; i
| 3. FOR from 1 to 3: 4 P |
| 4. number = number +5 5 8 !
| 5. PRINT number 3 2 !
| 4 13 |
| 5 13 |
| 3 3 |
| 4 18 |
| 5 18 |
| — 6 |
| |
| N Pseudocode |
| Consiger the same example, we discussed ;_I, g;atr(t:=1 |
| in the chapter above. 3 Read n |
| 4. m=n*c |
| 5. print m |
| 6. c=c+1 |
7. Repeal steps 4 to 6
| while (c<=10) |
| 8. End |
| |
| |
| |

gj’ Teacher’s Guide

"CS Unplugged: Computational Thinking Activities”

https: / /www.csunplugged.org/

This resource provides a series of activities designed to familiarize students with computational
thinking principles such as problem decomposition, algorithms, and testing. These activities serve as

an excellent introduction to the fundamental aspects of creating computational artifacts, all without
the requirement of computers.
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Table 2.1- Trace table for the given pseudocode

Psendocode ¢ Input m Output Algorithm ¢ Input m Output

Step n Step n

1
1
1
1

|
|
|
10 -
12 S |
12 12 |
12 - |
12 Z
14 Z |
14 14 |
14 - |
14 C |
16
16 16 |
|
|
|
|
|
|
|
|
|
|

[a—y

1o -
1o -
18 -
18 18
18 -
18 -
20 -
20 20
20 -
20 -
20

10
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b) Algorithms Evaluation Parameters |

Algorithms are evaluated using a variety of criteria and methods to assess their performance,|
efficiency, and correctness for specific tasks. The evaluation process determines whether an|
algorithm meets its intended objectives. The following are some common ways to evaluatg
algorithms, however atadvanced level there are many other ways also. |

Correctness: |

Correctness is considered the most fundamental evaluation parameter. An algorithm must
produce the desired output for all possible valid inputs. Therefore, various inputs are tried during
evaluation of algorithm. |

Efficiency: |
Efficiency of an algorithm deals with time and space (amount of memory) complexity. The timg

complexity refers to the amount of time taken by an algorithm to run and space complexity refers|
to the amount of memory required to run that algorithm. |

Clarity: |

This refers to how easily the algorithm's logic and steps can be understood by humans involved in

- peame ol am mm g omoenn am m G ooy D S EueSe i G S e des S D e um am Eeege .
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the software development lifecycle. |
Reliability: |

|Reliability refers to the ability to always produce correct and accurate results when the algorithm|
is given a set of inputs. A reliable algorithm should always perform the required task with a high
degree of accuracy and consistency. |

| e B 7 o RGN TR SRR 1 W
L.L LOMMOoN COMPUTtINg AlLS(

o
1ithms

|Di1"'|’en:_'nt problems require different types of algorithmic
techniques to solve the problems. Similarly, different
programmers prefer to use different algorithms to solve the
same problem. There are many algorithms that have been
|pre-developed because they are considered fundamental
and commonly used in solving daily life problems. Few of
them are discussed in the below sections. Sorted output &

2.2.1Sorting Algorithms: |

The sorting algorithms are used to arrange data in a useful manner (Such as ascending or|
descending order). Various methods of sorting are used for example Insertion sort algorithms,
Bubble sort algorithms, etc.

:a) Insertion sort algorithm

In Insertion sort, we compare adjacent elements and sort them if they are not in correct order.
KNhile comparison, the smallest element is selected and swapped with the element that is placed
|at first location. This is the first iteration, and we will continue until all elements are sorted. At
Lthe end, we have an array of sorted elements.

|i. Working of insertion sort algorithm
|Fonsider the following array of unsorted elements which need to be sorted in ascending order.
For ease let's use four colors to represent four different things in the givenarray

€ Yellow color for unsorted array.

€ Blue color for elements to be compared in the unsorted array.

|

|

| @ Green color for sorted array.

e Red color for elements that are not correct in the sorted part of array.
|
|

rf\t thestart, all elements are colored yellow

| 12 | 31 | 25 | 8 | 32 | 17

Assuming first element (12) is already sorted.

| 42 | 31 | 25| 8 | 32 | 17
e Y mm s e om Zm e S e e M e e o Gm mmi g o om | GE Eea
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We pick the second element (31) and compare with the adjacent element with sorted array.

|
|
Because 31is larger than 12. It means that first elementis already in correct order. |
|
|

| Hs-l 25 | 8 |32 | 17

|Now, move to the next element (25) and compare it with adjacent element in the sorted array

(25 with31). |
|

Here, 25 is smaller as compared to 31. It means, 31 is not at its correct position, therefore, swaH
both the elements 25 with 31. |

| ey | |
long with swapping, we also need to check and compare it with all elements in the sorted array.

|

|Till now, the sorted array contains one element (12). So, 25 will be compared with 12. Here, 25 is.I

greater than12. So, the sorted array remains same. |

|We now move forward to next element that is 8 and compare it with its adjacent elementin thq
Forted array (31).

Here, 31is greater than 8, so swap them.
| 12 | 25 | 31 | 8 | 32 | 17

i

After the above swapping, you will note that elements 25 and 8 are not inits correct order.

go, accordingly swap them.

|
The elements 12 and 8 are also not inits correct order.

o, accordingly swap them.

Now we move to the next elements that is 32 and compare it with adjacent element in sorted
array that is 31. |

32 | 17

32 | 17

similarly 32 will be comapared with previous element in the sorted array there will be no change
bacause they are aleady sorted.

|N0 swapping is required because they are already sorted.

| 83 |
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Here we will take the next element that is 17 and compare it with its adjacent element in sorted|
array that is 32.

32is greater than 17. So, swap them

LI'his swapping will make 31 and 17 unsorted.
| o I

Fo, swap them too.

|
|
|
|
|
|
|
|
| |
Now, this will make 25 and 17 unsorted. |
|
|
|
|
|
|
|
|

So, swapping them again.

|
|Now, the sorting process is complete as the array isin correct order.

|ii) Insertion Sort in context of Computational Thinking

:Let's solve the Insertion sort by applying the computational thinking properties.
Abstraction:

Organize a collection of items by repeatedly picking up each item and inserting it into

fits correct position relative to the items already sorted. This will gradually build a sorted
collection by inserting items in the right order.

Decomposition:

Sub-Processes:
Pick and Insert: For each item, pickitup and insert it into the sorted collection.
Correct Position Logic: Determine the correct position for each item in the sorted

collection.

|
|
|
|
|
|
|
|
Repetition: The process involves repeating the steps for each item. |
Building Order: The algorithm focuses on building a sorted collection incrementally. |

Ordered Comparison: It employs comparisons to determine the correct position of eachl

|
|
|
|
|Palttern Recognition:
|
|
|
| item. |

Algorithmic Deign |

| 1.Start with the second element:




2. Pick the current element:

Pick the current element and remember it.

Compare the current element with the elements in the "sorted” part of the array.

|
|
3. Compare with sorted elements: |
|
4. Shift larger elements to the right: :

If the current element is smaller than the elements in the "sorted” part, shift those large
elements to the right to create space.

5. Insert the current element:
Insert the current element into its correct position in the "sorted” part.
6. Repeatforeach element:

Repeat these steps for each element in the array, gradually expanding the "sorted” part.

b) Bubble sort algorithm

{
|
|
|
|
|
|
|I n Bubble Sort algorithm, we repeatedly compare and swap the adjacent elements if they are noé|

Lin correct order.

If we need to sort the array in ascending order, then bubble sort algorithm starts by taking first
Element of the array and compare it with the second element first iteration. Suppose if the firs
element is greater than the second then it will swap these elements, and then move forward to
compare the second element with the third element, and it continues until the largest element
reaches the last place in the array.

We need to repeat this process (iteration) until the complete list is sorted.

1. Working of Bubble SortAlgorithm

|
|
|
|Consider the following array of elements:

e o

13 [32 | 26 | 35 | 10

|
|First lteration

Take the first element and compare it with its adjacent element

Here, the first element (31) is small than the second element (32), soitis already sorted.

Now, the second element and compare it with next adjacent element (e.g. 32 with 26).

Here, 32 is greater than 26. So, we need to swap them both. After the swapping, array will look
like this:
| 13 | 26 | 32 | 35 | 10
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Now, take third element and compare it with its next adjacent (e.g. 32 with 35). No swapping ig
required because 35 is greater than 32

13

26

Now, we will compare 35 with 10.

13

26

32

Here, 35is greater than 10 and need swapping.

:

10

The element 35 has reached at the last place of the array. At the end of first iteration, the arra))
will look like this:

|Now, its time for second iteration.

gecond Ilteration

|In second iteration, we will follow the same process.

13 | 26 | 32 | 10 | 35

13

26

Here, 32 is greater than 10. So, perform swapping operation.

13

26

13

26

Similarly, next iteration will be done.
Third Iteration

In third iteration, we will follow the same process again.

Here, 26 is greater than 10. So, perform the swapping again.

13 | 10 | 26 | 32 | 35

Now, move to nextiteration.

Fourth lteration

Again follow the same process the array is completely sorted now.

10

13

26

32

35
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ii. Bubble Sortin context of Computational Thinking |
Let's solve the Bubble sort by applying the computational thinking properties. |
Abstraction: |

Organize a collection of items by repeatedly comparing and swapping adjacent items until the

entire collection is sorted. It will perform iterative comparison and swapping to achieve order. |
Decomposition: |
Sub-Processes: |
g Adjacent Comparison: Compare each pair of adjacent items. |
Il 2 Swap Logic: If a pair is out of order, swap them. |
| 3. teration: Repeat the process until the collectionis sorted. |
|Palttern Recognition: |
Pairwise Comparison: The algorithm focuses on comparing and adjusting adjacent pairs. :

|

|
: Iterative Process: The sorting process is achieved through multiple iterations.
| Repeating Patterns: The comparison and swapping steps are repeated until the entire

collection isin order. |
Igorithmic Design |
1. Start from the first element of the array. |
2. Compare the first element with the adjacent element. :
€ If the first element is greater than the adjacent element, swap them. |

€ If the first element is smaller or equal, do nothing and move to the next pair 0f|
elements. |

3. Move to the next pair of elements and repeat the comparison and swapping process. |
€ Continue this process until you reach the end of the array for the first Iteration. |
4. After the first Iteration, the largest element is guaranteed to be at the end of the array. |

€ Youdon't need to consider this element in the subsequent passes since it is already
inits correct position. |

5. Repeat the above steps for the remaining elements (excluding the ones that are alreadyI
sorted). |

€ |n each Iteration, the next largest unsorted element will be placed in its correcq
position. |
6. Continue this process until the entire array is sorted. |

€ The number of Iterations required is one less than the total number of elements iq
thearray. |

|Both Insertion Sort and Bubble Sort are basic sorting algorithms. The choice of sorting algorithn‘q

|A
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
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|sorting algorithms available that you would probably study in your higher class.

| Table 2.2- Insertion Vs. Bubble Sort

Insertion Sort Bubble Sort

|

|

|

|

Use for a small number of | Use for a small number of |
items items |
|

|

|

|

|

When to use
nearly sorted data nearly sorted data

Practical applications Educational purposes
Educational purposes

| Example

|Sorl:ing a Shelf of Books: Imagine you have a shelf of books that you want to arrange 1IL|
| alphabetical order. Compare different methods: |

| € Insertion Sort: Pick up each book one by one. Insert each book into its correct position 0}1
| the shelf relative to the books you're already holding. |

| © Bubble Sort: Compare each pair of adjacent books from left to right. If a pair is out of
lorder, swap their positions. Continue this process, moving from left to right, until the entire shelf
lis sorted. |

| Algorithm Evaluation -> Efficiency: The time it takes and the number of movements represent the
| efficiency of the sorting algorithm.

12.2.2 SearchingAlgorithms:

|The searching algorithms are used to search desired element
that is available in some group of elements. Like sorting,
| various searching methods are available for example Binary
| + + + 7 :

Searchalgorithms and Linear Search algorithms. Shriod oot 1l2|2]a E

Input

| a) Binary Search algorithm
| This search method works on sorted lists. It follows the divide and conquer approach in which thé
|sorted list is divided into two parts. The item to be searched is then compared with the middle
| element of the list. If it matches then, the location of the middle element is returned. Otherwise),
lwe search into one of the divided parts depending upon the result produced in the lask
| comparison. |
|i. Working of Binary Search |
| Consider the following sorted array of nine elements and we need to find a number 56. |
| c 1 2 3 4 © 6 7 8 |
|
|

| 10 | 12 | 24 | 29 | 38 | 40 | 51 | 56 | 6%
e meagrme s M ey evoan Em e T o SR S et G Sm e s Ex D gisccmg m SE Eeeed
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Divide the array in to two parts, the middle element is 39.

|
| 6 1 2 3 4 0 6 7 8 |
| 10 | 12 | 24 | 29 | 39 | 40 | 51 | 56 | 69 |

|

| il

The item to be searched (56) is compared with the middle value (e.g. 39). we came to know that
56 is greater than 39, therefore the item is surely in the right side of the array (because the array
fis sorted).

Here we get right part of the array.

|

|

| 40 | 51 | 56 | 69 |
It will again be divided into two parts. |
|

|

|

| 5 6 7 8
| 40 | 51 | 56 | 69

konsidering 51 the middle element, we will compare the item (56) with this, because56 is greatelJ
than 51 therefore, we will again take right side of the array.

| 7 8

|

|

| 56 | 69 |
|Di\/ide the array again into two parts. |
| 7 8 |
56 | 69 |

|

|

|
|
|
Considering 56 as the middle element, we will compare it with the item to be searched (e.g. 56)

I

Now, the required item is found, So we will provide output of the algorithm that is location 7.
he required item is not found the algorithm returns NULL.

ii) Binary Search in context of Computational Thinking
Let's solve the Binary Search by applying the computational thinking properties.

9
|
|
|
|

bstraction:

earch for a specific item in a sorted collection by repeatedly dividing the search space in half|
until the target item is found or the search space is empty. It efficiently narrow down the search
space by half in each iteration.

| -
|Decomposmon:
Sub-Processes:

1. Middle Item Check: Examine the middle item to determine if it matches the target.
2. Search Space Division: Divide the search space based on the comparison result.
3. Recursive Process: Repeat the process on the narrowed down search space.
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Pattern Recognition:
Halving the Search Space: The core concept is repeatedly reducing the search space by half.
Algorithmic Design
// Assume target value is the element that needs to be searched
1. Start with the entire sorted array.
2. Check the middle element of the array.

€ Ifit's less than the target value, ignore the left half.
3. Repeat the process on the remaining half.

|

|

|

|

: € |Ifit'sgreater than the target value, ignore the right half.

|

: 4. Continue until you find the target value, or the array becomes empty.
|

|
|
|
|
|
|
€ Ifit'sequaltothe target value, you're done. |
|
|
|
|
|
|
|

P) Linear Search algorithm

| This is a simple search algorithm; we go through the complete list and match the elements oney
by-one until the required item is found. If the item is found, then the location of that element i
returned, otherwise a NULL is returned. This search is also called as sequential search algorithm
However, there is no compulsion that the array should be sorted.

|I) Working of Linear Search
Consider the given unsorted array and we need to find location of item 41.

| 6 1 2 3 4 ©0 6 7 8
| 70 | 40 | 30 | 11 | 57 | 41 | 25 | 14 | 56
|

1

We will start from first element.
4 1 P 3 4 4 6 7 8

| -40 30 | 11 | 57 | 41 | 25 | 14 | 56
|
| fi

The required item (41) is compared with the first element. Both don't match, we will go to next

plement. |
3 4 4 6 7 8

H 1 2
| |
70 30 | 11 | 57 | 41 | 25 | 14 | 56
| [ ] |
| fi |
We will again compare the send element (e.g. 40) with required item (e.g. 41), both don't match|

So will continue the process.

|
| 6 1 2 3 4 0 6 7 8 |
| 70 | 40 19 | 57 | 41 | 25 | 14 | 56 |
|
|
|

|
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___________ ¢t 1T~z 3 4 0 & T 8 — - 7 =
70 | 40 | 30 57 | 41 | 25 | 14 | 56

¢ 1 2 3 4 0 6 7 8

| |
| |
| |
| |
| 70 |40 [ 30 [ 11 G 41 [ 25 | 14 | 56 |
| fi |
| |
| |
| |
|

6o 1 2 3 4 0 6 7 8
70 | 40 | 30 | 11 57-25 14 | 56

fi

We found the element at location 5 so output of this algorithm would be 5. In these type otl
|algorithms, if the required item is found we provide the output or if item is not found and w
reach at the end of array then a NULL is given in output.

|
ILet's solve the Linear search by applying the computational thinking properties. |
|Abstral(:tion: |

|

|Sear(:h for a specific item in a collection by checking each item in order until the target item is

lfound or the end of the collection is reached. It sequentially inspects each item until a match is

found.

|Dec0mpositi0n:

'Sub-Processes:

| 1. Starting Point: Begin searching from the first item.

| 2. Item Checking: Inspect each item to see if it matches the target.

| 3. Stopping Condition: Stop when the target is found or the end of the collectionis reached.

|Palttern Recognition:

| © Sequential Nature: The process involves moving through the collection oneitemat a time.
© Linear Progression: The search progresses linearly through the collection.

€ Termination Condition: The search stops when the target is found or the entire collection is.|
checked.
Algorithmic Design
// Assume target value is the element that needs to be searched
1. Start from the beginning of the array.

|
|
|
|
2. Checkif thecurrent elementis equal to the target value. |

€ Ifitis, you'vefound the target value. |

€ Ifit's not, move to the next element in the sequence. |
3. Repeat step 2 until the target value is found or you reach the end of the array. |

|

|

|

|

|

|

| 4. If you reach the end of the array without finding the target value, the target value is not inl
= g o TR o om g o sy o o pem oy o mn e s o mw = my m el ey jmx =
|
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The choice of searching algorithm depends on the specific requirements of your problem]|
However, following are some generic guidelines that could be helpful while selecting any
searching algorithm:

Table 2.3- Linear Vs Binary Search

Linear Search Binary Search

When the list is not When the list is sorted

sorted

Suitable for a smaller |lIdeal for larger number
number of elements of elements

|
|
|
|
| When to use
|
|
|

|E)(ample

|Movie Streaming: Choosing a movie towatch from a list:

€ Linear Search: Start from the top and scroll down until you find the movie.
€ Binary Search: Divide the list in half, quickly narrowing down the options.

Algorithm Evaluation -» Efficiency: The time it takes to find a movie reflects the efficiency of th
search algorithm.

i
-,

eﬁ' Teacher’s Guide

|
|
|
|
|
|
|
|
|
|
|
|
|
|
e
|
|
|
|

"CodeCombat: Learn to Code by Playing a Game"
https://codecombat.com/
This rescurce transforms the learning experience into a game, where students can grasp proegramming

concepts through an entertaining role-playing adventure. The game effectively introduces
fundamental coding logic, which can be applied to comprehend search and sort algorithms.
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solution.

Algorithm is a step-by-step set of instructions that define how a specific problem should
be solved.

Algorithm Design: This is actual designing of solution. This involves creating step-by-step
plan of the problem solution.

Algorithm Evaluation assess the algorithm performance, efficiency, and correctness for
specific tasks.

Algorithm Tracing is used to hand simulate the execution of your algorithm, keep change
track of variable values and flow of logic control.

Binary Search: Sorted list is divided into two parts. The item to be searched is then
compared with the middle element of the list. If it matches then, the location of the
middle element is returned. Otherwise, we search into one of the divided parts
depending upon the result produced in the last comparison.

Bubble Sort: we repeatedly compare and swap the adjacent elements if they are not in
correct order. Bubble sort algorithm starts by taking first element of the array and
compare it with the second element. Suppose if the first element is greater than the
second then it will swap these elements, and then move forward to compare the second
element with the third element, and it continues until the largest element reaches the
last placeinthe array.

Computational Artifacts refer to human made objects and systems using computational
thinking.

Computational Thinking is a thought process that helps us to understand the problem
and solve it in a way that computersdo.

Decomposition: Breaking down the larger problems into smaller/ manageable ones and
working on them one by one. These smaller problems are referred to as sub-problems.
This way we simplify the problem and solve it easily.

Development describes the steps needed to convert or manipulate the inputs to produce
the outputs.

Flowchart provides a visual representation of flow and logic using defined symbols.

Insertion sort, we compare adjacent elements and sort them if they are not in correct
order. While comparison, the smallest element is selected and swapped with the
element that is placed at first location.

Linear Search: we go through the complete list and match the elements one-by-one until /i
the required item is found. If the item is found, then the location of that element 1;.;5:3?""

r

b : ‘}}:ﬁ
Abstraction: Identifying essential information and removal of the unnecessary details to

93



returned, otherwise a NULL is returned. This search is also called as sequential search
algorithm. However, there is no compulsion that the array should be sorted.

Pattern Recognition: Examine the problem for a pattern or similarities between
previously solved problems.

Pseudocode is an intermediate step between the algorithm and actual programming
code.

Searching algorithms are used to search desired element that is available in some group
of elements.

Sorting Algorithms are used to arrange data in a useful manner (Such as ascending or
descending order).

Trace Tables: The dry run of an algorithm can be done with a technique known as Trace
Tables.




Exercise

Select the best answer for the following Multiple-Chaoice Questions (MCQs).

Acomplexity of algorithm depends upon

c) BothTime and Space d) None of above
An algorithm: can be represented through R
a) Flow charts b) Pseudo-codes

c) Instructions in common language d) All of the mentioned above

There are two algorithms suppose Atakes 1.41 milliseconds while B takes 0.9 milliseconds,
which one of them is better considering all other things the same?

a) Ais better than B b) Bis better than A

|
|
|
|
|
a) Time Only b) SpaceOnly |
|
|
|
|
|
|

c) Both areequally good d) None of the mentioned

|

|

Lk . ; : |

Considering an array has 10 elements and the searching element is at array index 6. AW
starting element is present at index zero. How many comparisons are required to searc

and elementusing linear search?

h|

a) 5 b) 6 |
c) 7 d) 8 |
In computer science, the computational artifacts could include R |
a) Programs :
b) Simulations |
C) Videos |
d) Programs, Simulations and videos |
In the planning phase of computational artifact development following is included in |
a) Logic b) DataStructures |
c) Control Structures d) Logic, Data and Control Structures |
trace method isused to |
a) Take input b) Hand simulate the execution algorithm. |
c) Take a print d) Align margins |
|

Trace Tables areused to |
a) dryrunalgorithm b) testif algorithm is giving expected 0utput|
c) show thevariables change d) a,bandc |




p. Algorithms are evaluated using

a) Correctness b) Efficiency
c) aandb d) None of above

™ Give short answers to the following Short Response Questions (SRQs).

|1 . Differentiate between

| i Clarityvs. Efficiency

| il Abstractionvs. Pattern Recognition

| iii Pseudocode vs. Flowcharts

| iv Data Structures vs. Control Structures
p Y Algorithmvs. Pseudocode

Write a note on working of Bubble Sort.
Write names of commonly used computational artifacts made during computational thinking.
Where we prefer to use binary search algorithm rather than linear search algorithm?
What are the advantages of using flowcharts?

g
Determine the properties involved in computational thinking.

v

Give long answers to the following Extended Response Questions (ERQs).

Sketch an algorithm that inputs length ininches and prints it in centimetres.
Implement an algorithm to print multiplication table of a number in reverse order.
Examine the uses of Flowcharts.

g. Anewly developedAlgorithm needs to be tested. Argue about the reasons.

— —

| Tﬂ Activity 1: Complete the given trace table using the following algorithm snippet.

—

f 1. Start
| 2.x=2 Line No. |x total output
| 3.total=0
[, 4. REPEAT Step 5 Three TIMES
| 5. total = total +x
| 6. Print (total)
| End
L y
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Activity 2: Insertion sort algorithm

Sort the following array using insertion sort

10

4 5 8 6 4 2

(f#

k]

Activity 3: Bubble sort algorithnD

Sort the following array using bubble sort

3

1 7 8 2 5 6 4 o

Activity 4: Binary Search algorithnD

4 5 6 8 g | 10

der the following sorted array of seven elements and we need to find a number 9.

Activity 5: Linear Search algorithn)

Consi

58

25 |38 (78 |12 | 8 | 79 | 80

derthe following array of eight elements and we need to find anumber 9.




PROGRAMMING FUNDAMENTALS

% After completing this lesson, you will
F* be able to:

€ understand the importance of computer programming and applications

€ write and execute simple programs in Python.

€ draw shapes using Turtle Graphics functions in Python

¢ understand the need for libraries and learn the use of some simple libraries in Python.
€ translate simple algorithms that use sequence and repetition in Python.

© decompose a problem into sub-problems and implement those sub-problems using
functions in Python

€ determine ways of debugging their code in Python
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A set of well-defined instructions which a computer can execute to solve a problem is called a
computer program. The program interacts with the user for some input, then executes one
instruction at a time from set of instructions (called code) and delivers the result. In its simplest
form, the program requires one algorithm to build but large programs can contain multiple
algorithms for various tasks in a single program. When the program is executed, the program is
loaded into main memory from where one instruction at a time is fetched and provided to the
processor which executes it, as shown in Fig 3.1. Keep in mind that the program itself and the data
it operates upon both are kept in the main memory for faster execution

Sub-program

1. instruction

2. instruction

3. instruction

4, !nstruct!on
5. instruction

6. instruction ..

: Program is a Set of
Disk Memory Instructions Stored in the Processor CPU

Main Memory RAM

Fig.3.1 - A systematic diagram showing how instruction stored on disk is forwarded to
processor for execution.

Generally, computer programs are categorized into interactive and batch programs. The former,
accepts some input which is either from a user or some other program, like a web browser.
Whereas the latter can be executed by user or an interactive program, where multiple commands
are bunched together which are processed sequentially and then halts. For example print jobs on
a printer lines up in a queue, processed one after the other and halts when no more jobs are in
queue, as shownin Fig 3.2.

Computer Programs are developed in =
programming languages which provide the i%
development environment via set of rules and : &
keywords to use. With the help of keywords, ' %
you can create set of instructions (called code) iQ) -

&

which need to follow the rules of syntax of the %‘

said programming language. Thereafter, when Pﬁnisemr

you compile your code the compiler checks ,J

whether the syntax is as per the rules and &

converts your code into an object file, which it

comprises of binary data and is called machine Fig.3.2 - Print jobs queued up in a print server
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language, as shown in Fig 3.3. The machine
language is understandable to the processor ahoievd y \ e
and executes your code. Examples of such Program ) g Program
programming languages which use compiler
are C++, Java, Assembly Language, Fortran
etc. Apart from compiler, languages like
Python, JavaScript and Ruby use interpreter
which are more flexible in a sense that the
code written in high level language is
converted into machine language line-by-
line, as the code executes.

Fig.3.3 - Translation of High-level program te Low-level
program

One of the most popular and widely used programming languages today is Python. Python is used
for data analytics, machine learning, and software development. Python is a high-level, object-
oriented (data-driven), and human-friendly (easier to grasp) computer language. It was first
introduced in 1992 and is designed to be reasonably simple to write and comprehend. As a result,
it is the perfect coding language for individuals looking for rapid development. Python's
widespread use is due to a variety of factors, including:

€ Python may be a great starting point for individuals who are unfamiliar with the art of
programming, due toit's simplicity.

€ Python's syntax is quite similar to that of English, making it very simple to read and
comprehend. You can determine what each line of code does just by looking at it.

€ Python is an open-source programming language, meaning anybody can use it and help is
available on different sites and platforms, as developers around the world share their
experiences.

Python allows you to program a wide range of applications. Data scientists frequently use Python,
which has a large number of machine learning and artificial intelligence tools and packages.
Python programming is used in the quickly evolving field of data analytics. People who can gather,
manage, and arrange information are needed at a time when we are producing higher quantities
of data like never before. Python is excellent for web development, mainly because there are
several Python website development frameworks available, like Django, Pyramid, and Flask.
Python may be used to create apps for graphic design as well, as show in Fig 3.4.

Python is also employed extensively in the creation of online educational materials and
programs. For novices, learning this programming language is simple since it has an English-like
syntax. |t makes the learning process easier by providing a beginner with a standard library and a
number of resources to comprehend the language. This is probably the main reason that Python is
considered by novices as first choice to enter the programming paradigm. Last but not the least,
Python programming language may be used to make small games, making it a helpful tool for
quickly creating a prototype.
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Fig.3.4 - Example of Python based Applications.

3.3 Python Integrated Development Environments

Python Integrated Development Environment (IDE) can be downloaded as IDLE from
https://www. python.org/downloads. It has a simple command line interface with an interactive
console. This means you can give commands on the console prompt as well as write your whole
codein the form of a block, saveina file and run it.

Besides this, there are online IDEs available through which you can write and run your code,
without installing it on your computer. One of them is Replit, which also provides an interactive
console and easy to use environment, which are feasible for small blocks of code, especially for
beginners. You just create your login or you may use your Gmail account to log in. Create a REPL
(Read-Eval-Print-Loop) by pressing the 'Create Repl’ button. Create a new project and assign a
name toit, else Replit will provide one by default.

|Project nameL |File name | /I Run Buttonl

I v PlaywithSmrings » & ! [ v J a 3"' @ Deploy | O .
Search I Output iri define_string.pviv B | +
v Files @ &E @ define string.py
1 # string variables
i cefine strings.py 2 9 :
3 var_pame = “pyLhon”
Packager files 4 print [var_name)
5
leck i 2 b
o et 6 msg = “python, am | daing great?.
& pyproject,toml 7 printimsg)

Lr 1, Coll History @
. A

* Tools

[h_ Console ~ = | +
s U RAM SN e ;
- - 0 Mik Python i
{Python, am | doing great?.;
? Help ] A ——— o

*
Y
|output of the program|

Fig 3.5 - Replit interface with sample code and output in console window

You can write code in the code area and then press the green button which runs the program. The
corresponding output is displayed in console area.

Asample code of two variables are assigned string data type values and printed in Replit out, as
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shown in Fig 3.5. The filename is 'define_strings.py’ and respective project is titled
'PlaywithStrings'. Assigning such meaningful names to files, folders and projects is a good
practice. This way, even without opening the file, you will recall what the code in the file is all
about.

The turtle graphics is installed with Python and we have just to invoke it and use it. No need to
install anything to use it. It provides functions which can be easily used even from the shell
prompt. Through these functions we can design basic drawings and two dimensional geometrical
shapes. It is easy to use and provide interactive session and motivation for the novice.
Nevertheless, turtle provides advanced features which are quite useful for the development of
animations, simulations and computer games.

On the Shell, first statement needs to be “Import turtle”. This command will invoke the turtle
library and all the functions of the said library can now be used. The very next line as shown in
figure is “turtle.Screen”, which loads the canvas of the turtle graphics. As soon as, a white
canvas loads, you will be able to see a ">’ which is the pen that will draw our lines and shapes. This
peniscalled turtle and correspondingly the name turtle graphics arose.

As line 3 highlights that we can resize the canvas and it's color. Keep in mind that all
measurements that are used in turtle graphics are in terms of pixel. To emphasize this, we printa
dot of blue color of size 10 pixels in line 4. Another important point to remember that every
instruction is executed from the point where the pen is currently located. Line 5, reflects that by
default the pen color is “Black”, as the circle () function is used and the circumference of the
circle is drawn in black. Additionally, the circle() function takes radius as input and draws the
resultant circle. To distinguish, we next change the pen color to “Blue” and draw another circle,
whose resulting circumference is of blue color, asshownin Fig 3.6.

& Python Turtle Grephics

Import turtie

turtle.Screan()
turtle.screansize(200,150,"coral”)
turtle.dot{10,”Blus”)
turtle.circla{50)
turtle.pencolor{"Blue”)
turtle.clrcla{-50)

NOOaAEN S

Fig 3.6 - Drawing of 2 circles by changing color of the pen.

To draw a triangle, you need to play with angles. The drawing of first line with forward() function
is easy, as earlier. Thereafter, depending upon what type of triangle you want to draw, you will set
the angle and length of line accordingly. This way, you will be thankful to your school teachers
who taught you all the trigonometric formulae and the resultant shape of the triangle is visible on
screen, as shownin Fig 3.7.
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1. turtle.reset()

2. turtle.forward(140)
3. turtle.left{135)

4, turtle.forward{100)
5

6

7

. turtle,.left{90) )
. turtle.forward(100)
. turtle.left{45)

8. turtle.left(90)

Fig 3.7 - Example of another linear shape drawing

To clear up the canvas, “turtle.reset()” is used and now you may have your next drawing. This
time, let's use the most basic line drawing functions of forward() and back(). These functions
take distance in pixels that how far you want to draw a line and in which direction. By now, it
should be obvious enough that forward() will draw in the direction of the pen and back() will draw
in the reverse direction of the pen. So, as the code shows, the forward() function with 100 pixels
is called which draws a line and thereafter, left() function is called which changes the direction of
pen. The functions left() and right() take input in terms of angles. Though, the standard of angles
is radian, but since degrees are the more frequent in use, therefore Python by default uses
degrees, but also provides the provision for radians. Hence, moving forward and rotating at 90
degree angles, we have created a basic layout of a car. To provide the car with tyres, let'suse the
above example scenario and adjust the size of circle accordingly. After, the first tyre is drawn,
let’s use the penup() function and relocate your pen. Next, pendown() function is called and the
penisagain ready to draw the second circle, as shown in Fig 3.8.

1. turtle.forward(100) 18.turtle.left(30)

2. turtle, left{90) 19, turtle forward(25)

3. turtle.forward(25) 20.turtle.pendown()

4, turtle, left{90) 21, turtle.cirele(-10)

5. turtle.forward(25) 22.turtle.penup(}

6. turtle.right(%0) 23, turtle.right(90)

7. turtle.forward(25) 24.turtle.forward(10)

8. turtle, left{90) 25, turtle.dot(5, "Blue”)

9. turtle.forward(50) 26.turtle.back(10)

10.turtle, left(90) 27 turtle.left(90)

11.turtle.forward{25) 28.turtle.forward(50)

12.turtle, right(50) 29.turtle, pendown()

13.turtle.forward(25) 30.turtle.circle{-10) @
14.turtle, left(90) 31, turtle.penup()

15.turtle.forward(25) 32.turtle.right{90)

16.turtle.pencolor(”Blue®) 33,turtle.forward{10) Fig 3.8 - Drawing a shape, like a car,
17.turtle.penup() 34.turtle.dot(5, "Blue”) by lifting the pen in between.

Turtle graphics is easy to learn and simple to use. Later in the chapter, when we will explore
Selection and Iterations, using which you will be able to use better and complex shapes with
comparatively lesser number of lines of code.
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2 85 lihrariac
.2 Lipraries

wd & - i RS

A set of code which are meant for a particular task more proficient, is called library. We can
produce result, with just one line of code via using a library, rather than writing our own tens of
lines of code. For example, as discussed earlier, the Turtle library is already available in Python,
which provides already written and tested functions that we can use. We simply have to import
library and use from the available functions, with the right set of arguments. For any additional
library, it can be downloaded and imported similarly.

By default date is not the type of data supported by Python, but 'datetime’ library can be
downloaded and imported. This way, date and time in different formats can be accommodated.

Rather than manually installing a package and trace for missing dependencies by going through all
the required files one by one and later install them as well, package managers are quite useful.
Pip is a package manager for installing Python packages which is simple to use and assures that all
dependencies of the said package are also installed.

For example, if you want to install "datetime” package to avail various options to display date in
Python, simply type in command prompt:

>pip install datetime

So, let's consider the first example which displays the current date and time. The date returns
year, month, day of the week along with the time till millisecond as shown in Fig 3.9 (a).

i t datetime (a) import datetime (b) import datetime (C)F
|x = datetime.datetime.now()| |x = datetime.datetime.now(2018,6,1)] |x = datetime.datetime.now()
print(x) print{x.strftime("%B") print(x.year)
print{x.strftime(”%A™)
2023-09-13 2023
‘ Output 11:31:46. 409063 F Output June Output Wednesday

1
d &

Fig 3.9 - Sample outputs of datetime library. (2} standard sutput (b) Month only (c) Year and the day

Second example in Fig 3.9 (b) shows how to extract Table -3.1- Sample list of arguments
year from the date, in line 3. Line 4 is of special available for use in the library
Argumant Description Example

consideration, which uses ‘strftime()’ function and

formats according to the argument. The strftime() A vyl version i
function takes the previous example's output and i B LD il e
unc 19” a ) p‘ P P %C | Century 19
treats it as a string. This way, based on the argument, %d | Day of month 01-31 >
the functionis able to extract the particular cutput. In T (FETE——— 18
the Fig 3.9 (c) argument %A’ returns the day. Similarly, % Hour 00-12 o3
%B’ argument returns the name of the month, only. %S | Second 00-59 48
The most common arguments used for date-time %Y | Year, full version 2023

format, are listed in Table 3.1.
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A variable stores some information which when allocated in the program, can be used later on.
Forexample, rather than solving the same equation which is used multiple times in a program, we
just store the resultant in a variable, and use it without recalculating the formula. A good
programing practice is to keep meaningful variable name.

The name of avariable:

€ can be alphanumeric i.e. combination of alphabets and numbers, but cannot start with a
number.

€ are Case Sensitive, i.e. 'Num' and 'num'’ are treated as two separate variables.

cannot contain spaces, so a good technique is to use underscore ("_"), like Temp_var’' which
reflects a meaningful message that the value assigned to this variable is temporary.

Generally, instructions are written in the order they are supposed to execute, in all
programming language. This way, it is easier to apply the logic which is meant to be implemented
via those instructions. So, if for some reason, the sequence of instructions changes, it may result
inundesirable results. And when you look again at your code the syntax of the code seems all right
but the instructions are not behaving according to your expectations. Such a scenario is called
Logical Bug or Bug. Bug is hard to detect just by looking at the code and this capability comes with
experience. But the simplest method is to Dry-Run your code.

Let's write a code to swap the values of two variables, namely X' and 'y, with the help of a
temporary variable ‘temp’, as shown in Fig 3. 10.For some reason, if the sequence changes like as
follows, then the corresponding output will change too. Hence, both x and y will have same
values. In other words, if the sequence of instructions are not carefully structured and placed,
the desired output is not likely to happen and data may be lost.

A variable needs to be defined as what type of data it can hold and thus programming language

needs to define support for various data types.
Python also provides support for different data types || 1. x=5
by default. Numbers are stored in numeric data Z.y=3
; A 3. temp=0
types, like int, float. Sequence of characters are L R -
; : 4. print {(*Values of x: ",x,‘and y: ",y )
handled by string data type. To maoeuvre aseries of || ¢ print (“Lets’s Swap the value of x & y")
similar values, list can be used represented by | 6. temp =x
"L,_]". Tuple is identical to list, but are immutable, | 7. x=y¥
i.e. once defined the values in a tuple cannot be g s ';e"‘“\li’a[ e
changed. Atuple holds the valuesin"(_,_)". . RS C VeSO 3 T e ) )
;o; -~ ] ; .-v:"\i,s
T ﬂ Activity 1 ) Outout Values of x: 5and y: 3
P Let’s Swap thevalues of x & v
In context of Fig 3.10, rewrite code to swap Values of x:3and y: 5
the values of 2 variables without using L i
temporary variable. Fig 3.10 - Code to swap the values of 2 variables
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print (*Values of x: ', x,‘and y: ",y )

1. x=5

2. y=3

3. temp=0

4. print {(*Values of x: *,x,‘and y: ",y )

5. print (“Lets’s Swap the value of x & y”)
6. temp =x

7. y=temp <[

8. x=vy

o

Output

Values of x: 5and y: 3
Let’s Swap the valuesof x & y

Values of x:@and y:@

Fig 3.11 - Sample code having a bug

So, let's try to fix the code of Fig 3.11 by Dry-Run, as shown in
Table 3.2. Dry-Run is where you execute your program on
paper, and keep track of the variables. Initially, we break down
our code. First 3 lines are variable initialization. Line 4 and 5
are print commands and so is the last line. Thus, we are left
with lines 6-8 which need to be focused on and examined.

Inview of that before executing line 6, the values of the three
variables are the same as initialized. In line 6, value of temp
gets updated to 5. As soon as, we check line 7, we are able to

Table 3.2 -Table showing the values
of variables during a Dry-Run

Variables

Line

Before 6

highlight that value of y updates to 5, which though is the
desired one but all other variables have the same values, as well. Hence, value of 3" is lost and

cannot be assigned to x.

As a result, we now know where the problem lies, and we can fix it.

3.7 Python Input/Output (1/0)

The Python Shell is interactive and accepts
commands. So, result of arithmetic operations
and desired output using the print function can
be used. Parenthesis followed by print, i.e.
print() function instructs Python to output
whatever is inside the parenthesis, within
quotes. Following are 3 outputs shown to
emphasize that even if a space is entered
before or after the sentence within the quotes,
it will be displayed as it is; asshown in Fig 3.12.

Computer Programs are meant to be processed
while taking some input and generating

1. »»> print{'l Love Pakistan!!!"}

2. | Love Pakistan!!! +—— Output

3. s>

4, ==

5. =»> print("l Love Pakistan 111"}

6. | Love Pakistan 11! +—— Output

J. mms

B, e

9. =»>print(" | Love Pakistan!l!") Output

10. | Love Pakistan!l! —

Fig 3.12 - 3 Commands to print from the console and
corresponding outputs
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corresponding output. User can enter data through input() function, via which data will be stored
in a variable. This way, the same input does not need to enter again and again by the user and
whenever the data is required, the corresponding variable is used. In the following example, a
variable named ‘country’ takes the input in the form of character-string and the same variable is
displayed using the print() function, in the next line. Steps are show in Fig 3.13.

1. country = input { ‘Enter the name of your country: ’) SRR

2. print ( ‘I love *, country) Enter the name of your country : Pakistan
| love Pakistan

Fig 3.13 - Command to take input from the console and respective output

Python provides basic variable types as char, integer, float, boolean, etc. The input() function
treats the entered data as a set of characters. Hence, if a numeral is entered, it needs to be
converted to number, explicitly using the eval() function and can be used in conjunction with
input(). Fig 3.14 highlights the importance of eval() function while dealing with numbers. In
Python, eval() function evaluates expressions which are generally mathematical in nature.
However, it also assesses strings/ set of characters and responds with an integral value, as
highlighted in Fig 3.14 where with eval() the input is treated as integer. Note that the first output
shows that when two variables are added, while the values are characters the add function joins
the values rather than adding them up. The respective terminology is ‘concatenation’ of two
strings or characters to merge themup.

num = input (“Enter a Number: ™) Output
print { “Double of the said number is”,num-+num)

Enter a Number: 123
Double of the said number is: 123123

num=eval (input{*Enter a number:”))

I M =

print (“Double of the said number is”,num-+num)

Enter a Number: 123
Double of the said number is: 246

Fig 3.14 - Code highlighting how Python treats input

(‘]‘ﬂ Activity §

Take three inputs as day, month & year, e.d. your date of birth, store in three variables and print in
the form of:

€ 13-09-2023

€ 09-13-2023

¢ 2023-09-13
-

=
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3.8.1Arithmetic Operators

Other than the assignment operator (=) and normal
arithmetic operators i.e. addition (+), subtraction

(-), multiplication({*) and division (/); as shown in Multiplicatio
Fig 3.15, Python provides the option of:

Subtracti iati
€ Modulo operator (%) which returns remainder of HeRe m@ ExPonentlatmn
adivision. e.g. 5/4=1.25 but result of 5%4=1.
Addition .

Floor division

{) |Division

Modulus
€ Integer division (//), e.g. 5//4 will return 1,

only integral value and will discard the decimal
portion.

Fig.3.15 Arithmetic Operators

© ™, whichisused for exponentiation.

Python considers operator precedence in the sequence of: *,/,//,%,+,-. Operators having same
precedence are evaluated from left to right. However, parentheses have the highest precedence
and will be evaluated first.

The assignment operator can be used in Python with arithmetic operators, as well. e.g. i=i+1 can
also be written asi+=1, i=i-2 as i-=2, i=i*3 as i*=3, etc.
3.8.2 Bitwise Operators

Python provides operators for bitwise operations, which are used for comparison purposes of
binary numbers. An overview of these is already discussed in chapter 1, under the heading of
'‘Basic Logic Gates'.

€ AND (&) - Bit is fixed to 1 if both comparing bits are found as 1.

€ OR(])-Bitisfixedto1 if at least one of the comparing bits is found as 1.
€ XOR (") -Bitisfixed to 1if only one of the comparing bits is found as 1.
C

NOT (-) - Flips all the bits, i.e. Os are flipped to 1s and vice versa. It is a single operand
operator.

© Left Shift (<<) - Shifts all the bits one place to the left, while the left most bit is discarded and
right most bitissettoa0.

€ Right Shift (»>) - Shifts all the bits one place to the right, while the right most bit is discarded
and left most bitissettoa 0.
3.8.3 Membership Operators

Membership operators in Python are used to check whether a specified value either exists in an
Object or not. The operators are 'in' and 'not in" and return true if a value is present and not
present, respectively.
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3.8.4 Comparison Operators Table 3.3 - List of Comparison Operators

Consider the scenario, where you need to log in to your kel L Example
system/ cell phone and you enter password. If the R |[ega =y
password matches, you will be logged in else it will ask I | noteqal =y
you to re-enter the password. Similar is the case with > Granter'than x>y
the programs, we develop. Ina normal execution of the < |Lessthan X<y
program, the instructions are executed one-by-one in »m_ |Greater than or aqual to x>=y
a top-down manner and the program should terminate <= {kensthanarmqual <=y

properly. But, there may be scenarios where the program has to make a selection based on some
conditions. For someone reason, if the program is unable to execute the next instruction, the
program will reach state of 'hang’' and will not terminate properly.

In the system log in scenario, if you have setup the password as 1234 but while logging in a typing
error occurs and the password you entered is 1123. So, what should the log-in program do?
Obviously it should compare the typed-in password with that of saved ene, if it does not matches
it should ask the user to re-enter the password. Alternatively, it should allow the user to log-in
anyways. What do you think?

3.8.5 Logical Operators

The flow of the program is controlled via conditional statements which rely mainly on the
comparison statements, the result of which either positive or negative will glide the program in
respective direction. However, there are scenarios where more than one comparisons needs to be
placed in a single conditional statement. For example, checking of a value for lower and upper
limits, like mathematical constraint of (1<x<10) can be incorporated in a program code like (x>1)
and (x<10).50, to incorporate such multiple constraints in a single conditional statement, logical
operators areused. Python provides the support of 3 types of logical operators, as:

€ and - all conditions needs to be met, for a true outcome.
€ or-anyone condition needs to be met, for a true outcome.
€ not - negates the outcome, i.e. opposite of the outcome will be the result.

The code in Fig 3.16 initializes three variables and in the following lines checks each of the
variables whether their respective conditions are met in terms of the three logical operators. This
way, the use of operator and corresponding outputs are highlighted for better understanding.

a =C 0 () Teacher's Guide
: B fz Output For quick reference or checking output of
z = -5@8 a code-block, online Python interpreters
True Sl
print(x » 1 and x < 1@) True can be used, like:
print(y » 1 or y < 18) .
seRAL Lot 3 5 3) True * www.online-python.com
& www.onecompiler.com/python
|Fig' 3.16 - Use of logical operators and outputs o www.pythononlinecompiler.com
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3.8.6 Conditional Statements

Let us consider another example, where we take a number, input from the user and we have to
determine whether the entered number is even or odd. So, we apply comparison with the help of
if' statement and based on the result of the condition/ comparison, we will display our result to
the user. For such comparisons, Python provides us with the six comparison operators, as shown
intable 3-3.

Now, we can write a program as shown in Fig 3.17, to determine whether a number is even or odd.

1. num=eval (input(“Enter a Number: "))| Run-1 Run-2
2. if{num%2==0):
3:  print(*Entered Number Is Even. ™)
4. if{num%2==1):
5. print{*Entered Number Is Odd. ™)

Cutput Output

Enter a Number : 7 Entetr a Number: 4

Entered a Number is Odd.| |Entered a Number is Even.

Fig 3.17 - multiple 'if' statements.

The first line of program is same, as the last example program. Next, we put an 'if condition’
where we compare two values, i.e. if remainder of the number when divided by two is zero, then
it is an even number. Remember to put a “:” after the condition, in an 'if statement. Then we
repeat the same process to check whether the number is odd. Let's run the program twice and by
entering an even and odd number, check whether the conditions are working. This way, we know
now that both if conditions are working. Additionally, we also learnt that if the condition does not
matches, the corresponding 'if statement’ is not executed.

IF-ELSE 1. num=eval {input{*“Enter a Number: ™))
Instead 4 dhdteat el dei 2. if{num%2==0):

nstead, a.goad cholce Lo WrTte Reg saij' FO e‘ 5 ETS 3:  print(“Entered Number Is Even. ™)
follows, where we check for a condition in 'if 4, else:

statement’ and the alternate condition is handled by
an ‘'else:' statement, which handles any other
possible outcomes, as shown in Fig 3.18.

IF-ELIF-ELSE

Let's take a step ahead. Some people treat Zero
neither as even nor odd. It means, now we have 3
possibilities. The last program will treat zero as
even integer. 5o, let's change it by incorporating
‘elif which is short of ‘else-if statement. We
changed the above program and tried to
incorporate all possible outcomes of the program Enter a Number: 0

cep s - Output .
by using 'if-elif-else’, as shown in Fig 3.19. Entered Number is Even.

5. print{*Entered Number Is Odd. ")
Fig 3.18 - 'if-else’ statement.

1. num=eval (input{“Enter a Number: ™))
2. if{num%2==0):
3:  print{(*Entered Number Is Zero. ™)
4, elif{num%2==1):
5. print{*Entered Number Is Odd. ™)
6. else:

7.  print{("Entered Number Is Even. ™)

Fig 3.19 - 'if-elif-else’ statement,
which does not provide the desired result.
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However, it did not work, and the following outcome was displayed. What could have gone
wrong? Let's discuss. We checked the condition if remainder is 0, then it is even. But since our
number is zero, so is its remainder. And hence, this highlights that in ‘if-elif-else’' statement. If all
other fail, only then the last part executes. Let's change our program accordingly where we check
first if the input from user is zero, else-if the remainder is 1 for odd, otherwise it will be an even
number; as shown in Fig.3.20.Corresponding output after running the program thrice, to check
for all possible answers:

. num=eval (input{“Enter a Number: ")) | Output

. 1f{num==0):

print{“Entered Number Is Zero. ™) Eneer 2 Number: 0

. elif(num%2==1): ENCErSd NUNTEET 1S SNy

print{*Entered Number Is Odd. ) Entera Number:
ey Entered Number is Even.

e R L

Enter a Number: 7
Entered Number is Odd.

b = A T ¥ R SO PV R

print{“Entered Number Is Even. ™)

Fig 3.20 - Code represts 'if-elif-else’ staternent, after tuning.

Alternate method is to use logical operators '&&’ (and) '| | (or) and 'l=" (not), to combine multiple
conditions in if-else’ statement. This we leave as an activity for practice.

3.9 Iteration and Loop

Computer programs are the most useful in daily life where same task is to be executed in
iterative fashion. Rather than write code for every part of same iteration, incorporate iterations
in the programming language, to write small code for iterations and execute effectively. The
most commonly used is the ‘for loop’.

In ‘for loop’, we need to assign the starting point and the terminating condition, and the loop will
execute the instruction(s) for the defined range. For example, you want to display your name five
times. So, rather than writing the print() function with a subject name five times, better
alternative is to place the print() function once within the for loop and define the range to be
five; asshown in Fig 3.21.

Output 0 - - Computer Science ! ! !

1 - - Computer Science ! !'!

. 2 - - Computer Science ! !'!

; T:ar:ml:i (:arjtg;-eCt(j'lliauter Science ! 1 ") il s,
’ e 4 - - Computer Science ! !

Fig 3.21 - A sample for-loop
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The output reflects that by default, the index (i) of the for loop starts with 0 with step of 1.
Alternatively, we can define the starting point and terminating condition along with the step-size
for a 'for loop' . Here another important aspect to note is the indentation of the code, which not
only provides better readability and visibility of the code as the lines of code increases but also
helps in outline the composition of the code and ultimately the overall program. It is quite critical
to follow the 'indentation rules'in Python, as the line/ lines of code if not correctly indented can
result in logical bugs and unforeseen outcome of the program. The ':" after the for loop statement
shows that the lines of code that follow are to be executed in the loop; and hence need to be
indented for the understanding of Python interpreter.

The program in Fig 3.22 starts the loop index from 11, terminating value is provided to be 15 with
astep-size of 1.

Output
1. foriin range {11,15,1): 11 - - Computer Science ! ! !
2. print (i, ‘--Computer Science ! | I’ ) 12 - - Computer Science ! ! !

13 - - Computer Science ! ! !
14 - - Computer Science ! ! !

Fig 3.22 - Adjusting 'range’ values in for-loop

When the terminating condition in a loop met, the

loop stop. In other words, the value we provide for 1. foriin range (10,20,2):

terminating condition of the loop is not inclusive. As | |2. print (i, *--Computer Science ! ! 1" )
far as the step-size is concerned, we can provide any

non-zero value, according to which the index value | guput |10 - - Computer Science ! ! |
will update itself. Fig 3.23 shows a for loop with 12 - - Computer Science ! ! |
step-size 2. 14 - - Computer Science | | |
For the sake of practice, you may explore for-loops 16 - - Computer Science ! ! |
further, by assigning a negative value to step-size, in 18 - - Computer Science ! ! |

range function. Thus, for any series and sequence,

’ Fig 3.23 - Adjusting step-size in for-loop
the value of range can be set accordingly.

After understanding the syntax and corresponding outputs, let's explore in what other ways, we
canutilize ‘for loop’.

1.sum =0
i Output
2. foriin range (10);
3. sum = sum-+{i+1) The sum of first ten positive numbers
4. print{‘The sum of first positive number is:’, sum)| |is: 55

Fig 3.24 - Sum of first 10 numbers using for-loop

112



In the Fig 3.24, first, we initialized a variable namely 'sum’ to 0. Next, we set the range of the for-
loop and with a single statement; we were able to sum-up the first 10 positive integers. Just,
change the range value to 100 and the same program of 4 lines of code, will calculate the sum of
first 100 positive integers.

To emphasize, how to use index effectively, programs in Fig 3.25 & 3.26 use a character which is
displayed, based on the index number in iterations. The range value defines the height of the
trianglesin both these figures which will execute 5 times. Since, the index starts with 0, therefore
index is incremented before multiplying with character to be displayed as ‘i+1'. Otherwise, the
first line would have been blank as index value of 0 multiplied by anything will result in nothing.
Consequently, the same print statement reflects an additional characterin each line, specially in
first and last line while using descending index. So, in the latter, ‘i+1'is not required.

e

[1-fortinranges): [+ || |[1- for tin rangets,0,1x:|[,..s || { 5P L['.Activity 3)
|2, print {(i+1) * <] |t 2. print (i) * +") - "
L . s [ | Activity: Take input from
Output | | Output | ** || | the user which determines
i i |+ ||| the height of the diamond
Fig 3.25 - Printing characters Fig 3.26 - Printing characters an d prints a hollow
using for-loop with ascending using for-loop with descending diamond ().
index index

2?2 10 List
S. 10U LIST

Now that we have a pretty good idea about variables and how to use them for /0, let's take things
to the next level. Assuming that in a class of 25 students, the teacher takes a test and marks are
entered in a computer program. So 25 variables are required to store the numbers of each student
in the program. In case of increase in number of students, additional variables need to be created
and rememberd. Though, it is correct but now effective specially how many variable names can
we create and keep track of? Python provides a data type of ‘List’, which is alterable and can
contain many values.

Alist is defined with a name assigned with []’, later we can assign the values. Alternatively, itis
a good idea to initialize the list at the time of creation; if user input is not desired to run the
program. Forexample,
Sngl_Dgt_Odd_Nums=[1,3,5,7,9]

Printing the list is simply straight forward, we have to pass the name of the list to print() and the
whole list will be displayed. However, if a particular value needs to be accessed or displayed, the
corresponding index of the list can be directly accessed and needs to be assigned like:

Print{Sngl_Dgt_Odd_Nums[2])
and the output will be '5’, which is the value on 2nd index where index value starts from O.

Another aspect of using list is that it provides some basic functions via which handling and
manipulating a list is fun to learn and use. The len() function provides with the total number of

113



elements in a list. The min() and max() functions can be used to extract the smallest and largest
element of the list, respectively. While sum() function when applied to the list, sums up all the
elements of the list and result is displayed as shown in Fig 3.27.

List element number
. Sngl_Dgt_0Odd_Nums =[1,3,5,7,9]

. foriin range {len (Sngl_Dgt_Odd_Nums)):

. print{‘List element number’,i+1, “:’,5ngl_Dgt_Odd_Nums[i])

. print{*Sum of all element of List: *,sum{Sngl_Dgt_Odd_Nums))
. print{*Smallest number in the List ’,min{5ngl_Dgt_Odd_Nums))
. print{‘Largest number in the List: ’,max({5ngl_Dgt_Odd_Nums))

List element number
List element number

[
= o -

List element number
List element number 5: 9
Sum of all elements of List: 25

N b o =

Smallest number in the List: 1
Largest number in the List: 9

Fig 3.27 - List Function Utilization

Another useful function isinsert(), which inserts an element in the list, as shown in Fig 3.28.

1. Sngl_Dgt_0Odd_Nums = [1,3,5,7,9] Output
2. Sngl_Dgt_Odd_Nums.insert (2,5)

3. print{‘List: ",5ngl_Dgt_0Odd_Nums)

4. print{*First 5 is found on index: *, 5ngl_Dgt_0Odd_Nums.index(5))

Listy [1,3,5,7.9]
First 5 is found on index: 2

Fig 3.28 - Inserting of a number in a list

Alist can have duplicate values, too. |If we insert another value of 5, other than the one at index
number 2, let’s say at the end of the list; the list will now hold more than one values of 5, i.e. on
index numbers 2 and 5. In Fig 3.28 the index() function on the last line returns the position of a
number in the list. In case of multiple occurrences of the said number, the placement of first
match is returned.

Next, let's introduce some dynamicity in our code by introducing random numbers, as shown in
the first line of the following code. Among the modules that Python provides for convenience, is
the random module which consists of many inbuilt functions like randint() and can be used by
importing in the code, with the ‘import’ keyword. Once defined in the start of the program, the
function can be used anywhere in the program to generate a random number, in the given range.
Like in line 4 which is inside a for-loop that will be executed 10 times where in every iteration the
randint() function will generate a number between 1 and 99.

{ ’f"ﬂ Activity :ﬁ
b

Z

[ & .

€ Take a random 2 digit number.
Subtract it from 100.
Calculate the difference.

Tip

abs{ ) function returns the value/magnitude
of an integer only and discards *-ve” sign.
This means that abs{) will always returns a
positive number

066

Print the difference {(magnitude only). _
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So, initially an empty list is defined and with the help of for loop, the list is populated with 10
random numbers. The outputs of running the same code shows different randomly generated
values in each execution, as shown in Fig 3.29.

. from random import randint Output

. Rnums = []

1

2

3. for i in range (10): [y g Ty U500 iRyl
4

5

Rnums.append(randint(1,99))

. print{Rnums)

[ 79, 36, 92, 53, 86, 94, 36, 68, 34, 29]

Fig 3.29 - Code for Generating random numbers and adding to the list

Let us extend the same code, where we initially populate random numbers and later, try to find a
particular number in the list. The two possible cutcomes are either the number is in the list or
not. In Fig 3.30 shown is the code along with the both possible outcomes.

As discussed earlier, the membership

operators can be used for checking whether 1. frogl [2qggn impert randint
. . . . . 2. numseek =7
a particular element exists in an object, like g 5
list. For better understanding, in Fig 3.31, a 4' Remp -
list is defined in the line 1 which consists of § _nu_n-,' =[]
) 5. foriinrange (10):
some members. In line 2, we check for @ " d(randint(1,99))
. . : 3 nums.appendi{randin ,
whether the value 5 is in the list and ; BR
. . 7. print{Rnums)
corresponding result of either true / false i
gets printed. The last 2 lines are 00 11 R AUB TRUREY:

commented using ‘#’ and are highlighted in

10. if k == Ri in:
a different color by the IDE. Since, the value L Aurps{i])

. . 11. temp= temp + 1
of 5 exists in the list, therefore the output =
. TrES.TH Rairahs 12. if temp >0:
b Ethc' Lue e TiggIRgmberhip-opRraLtors 13. print{ “7 is on index: ”. Rnums.index(7))
are quite useful to control the flow of the ||,

program, dynamically by incorporating
respective logic based on the values.

1.L=[1, 3, 5, 7]

15 print(*7 is not in the list’)

2.print(5 in L) output |[ 27, 20, 34, 56, 36, 48, 47, 13, 9, 12]

3.# should return True 7 is not in the list

4.# because value 5 is in the list|| | ... .

Output [7, 81, 77, 83, 41, 67, 58, 75, 65, 97]
7isonindex: 0

Fig 3.31 - Membership operators in list Fig 3.30 - Cede for Searching a number in the list
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So far, as you have experienced throughout this chapter that we started from a single line of code
and now can develop tens of it. Additionally, via conditions and iterations we are able to not only
write it effectively but also control the flow of the program. However, as the code lengthens it is
hard to keep track of the logic you have applied, especially in case of if multiple algorithms co-
exist.

So, the solution is to divide the code into segments through with which it becomes handy to
retain and understand large program. Each segment does a separate task and can be called upon
to fulfill that particular task, if required from the main program or another segment. Such
segments are called functions. In Python 'def’ is used to define a function with a unique name
given to each function, followed by ";". For example,

1. Def my_first_func(): | 1. def draw_line (): |

2. print(This line is printed, when my_first_func() is called’) |2 BeinkCL 10 |

So, let's consider another simple example where wewantto | [ 42 draw hline (0):
| 1. def _ ;

draw a line on the screen, which is required to be done 2. print( ‘_’ * 10)
frequently and hence we define a draw_line() function.

3. def draw_vline ():

However, if we want to extend it further and divide the ||4. print{ ‘_")
drawing of vertical lines too, we will define another ||5. draw_hline
function and change the names of the functions, such that || 6. draw_vline |
they are meaningful and easy to portray about their | Fig 3.32 - A sample function definition
respective working. Example code and corresponding L6 drag biie DINCORSoIe
outputis as, asshown inFig 3.32.

Output

As a next step, let's adjust the number of vertical lines to be two, such that one is in the start and
other in the end of the horizontal line and place them just under the horizontal line. Since, the
functionality of the function changed, so we may change the name of the functions as well, as
reflected in the Fig 3.33.

Here, the draw_v_parallel_line() function
for drawing vertical lines is called 4
times.The functionality is defined once in
the function and the same result is
obtained, every time. The draw_h_line()
function is called in lines 5 and 10.

def draw_h_line ():
print{ ‘_"*10)
def draw_v_parallel_line ():
prntl *|7, * %7265 1|7
draw_h_line()

draw_v_parallel_lines(
QOutput

T ﬂ Activity 5

' Take a number as input from the
user, using a function, print a
mathematical table.

draw_v_parallel_lines(
draw_v_parallel_lines(

)
)
)
)

draw_v_parallel_lines(

0.draw_h_lines{)

—= 0 0~ O A R = |

Fig 3.33 - Multiple Functions in Program
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3.11.1 Arguments of Function

The beauty of defining function is that, the same functionality can be achieved for different
values. This is done by passing arguments to the function. The function needs to be defined in
such a way, that it accepts a value and stores it in a variable and uses it inside the function. The
point to remember is that, the variable defined inside the function, does not exist outside the
function and is called local variable; as its scope is limited to the function itself. And that is the
very reason; to test a variable inside the function is easy as compared to the variables in the main
program, called global variables.

. def draw_hline {n):
print{ <_’ * 10)
. def draw_v_parallel_line {m)

So, let us define an argument in each of the functions, as shown
in Fig 3.34. Arguments are variables and we can name them
anyway we want, as per the rules defined by Python. As you
might have observed that whenever the function is called,
rather than a variable, a value is being passed. This way, the
value is assigned to that argument in the function and is used
inside the function. The output is same as that of Fig 3.33. Try it
and experience it yourself.

1

2

3

4 prirg®® <, *m, ")
5. draw_hline(10)

6. draw_v_parallel_lines{26)
7. draw_v_parallel_lines{26)
8. draw_v_parallel_lines{26)
9. draw_v_parallel_lines{26)
To make our functions more dynamic, why not use the argument | 10.draw_hlines()

portion of a function, to its potential. Let’s extend the number Fig 3.34 - Function with Single
of arguments and also allow the functionality to print the Argument
character which is also passed in the argument. This way, each

function now, accepts a character and a nhumber and the function will display accordingly, as

shownin Fig 3.35.

Note that, in both the functions, the argument sequence is not the same. This is to emphasize
that sequence of arguments is the choice of the developer. But, good programming technique is to
stick to the same sequence this way; fewer errors are encountered and are easier to call the
function without referring to the function, again and again. The important aspect is the order of
arguments defined in the function, should be the same while calling the function.

1. def draw_hLine_(ﬁ,o):
2.  print{o*n)
3. def draw_v_parallel_lines (l,m):
. w. ) 1. L_of_num =[7,8,9,10,11]
4. print( 97, 7, *m, ") 5 _
5. draw_hline(10, “=') oy il -S‘Sm”p 0z
6. draw_v_parallel_lines{ *| |",24) 4' { suml - (5)
' 5 for | in range(5):
7. draw_v_parallel_lines(*| |*,24) | Output g Outout
. 5 sum += L_of_num [I] P
8. draw_v_parallel_lines{‘| |",24) |[meeeeeee
A Iy 1l 6. return (sum) }
9. draw_v_parallel_lines{‘| |’,24) H H 7 o 45
10.draw_hlines(10, ‘=) :'M — I| : IR (A1sE SumUp() 1L
Fig 3.35 - Sample code and output of functions with Fig 3.36 - Sample code and output of
' multiple arguments functions with multiple arguments
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3.11.2 Function Returns Result

Function is not always, about displaying or printing. Functions are also used to solve an equation
and return the result. This is done by using ‘return’. For example, the function in the Fig 3.36
sums up the elements of a list and returns the value, which is printed in the main program. The
point to note is that a function can return a single value only. A good practice is to enclose the
variableorvaluein ()’ after return.

Bug, is an unanticipated error which is generally logical in nature. Some are simple, as we
discussed earlier in the example where we swapped the values of Z variables. And to fix it we dry
ran the code. However, for complex ones which exist in a code having large number of lines of
code and many variables of various data types, manual dry-run will be tedious and hard. Hence,
the solutionis to debug the code.

Debuggerin IDE

In the Python IDLE menu, locate the Debug and select 'Debugger’. Correspondingly, you will
notice a 'Debug On’ message on the shell prompt before the cursor. Next, run your program and a
window titled 'Debug Control’ will pop-up as shown in Fig 3.37 which allows you to monitor and
examine the defined variables and the corresponding values, after each instruction. The pop-up
window comprises of some buttons that will help you in debugging the code.

€ Step button is the one that you will use initially, quite frequently; as it allows you to execute
the code line-by-line. Every time you press it, the next line of code will execute.

€ Go button allows you to jump to the breakpoint directly. And after that you can press step

iteratively toseek the bug. o
s s W Stack I Source
€@ Over button is used when there is a | sofsw|ow|ox|on| " =
function call and you want to avoid it | cuiops cedieso
completely. This way, the function is fully
executed and value is returned but the
debugger skips it.

bet'.run(), ne 578; exec(cmd, globals, locals) =]

>' man . <modue >(), Ine 4: prnt{Values of x: ",x,'and y: )

¢ Out button is used, when you have

reached in a function and are examining it =
in debugger, but wants to skip the | Locals -
remaining portion of the function and :EE?L{t]it:s.tlons_ E}module “builting’ {built-in)=
come out of it. ::Eec__ Fg:qf\\Python\:%?-n\\\\m 1-1.py’
Besides this, there are some checkboxes as :‘ni"n‘i[— ff:é?n':fozen_immrmb‘Bummmwmr’}

well. 'Globals’ and "Locals’ reflect the global j’;;‘i‘fg"‘- o

and local data respectively. ‘Source’is the file, | ;" 1

currently running in the debugger. Lastly, | * 3 .

‘Stack’ highlights the function currently

; Fig 3.37 - ADebug Contrel
executed in the debugger.
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1. x=5

2. y=3

3. temp=0

4. print {*Values of x: ", x,’and y: ',y )

5. print (“Lets’s Swap the value of x & y")
6. temp=x

7. y=temp

8. x=vy

9.

print (*Values of x: ’,x,‘and y: ",y )
Fig 3.38 - Breakpoint in code of Fig.3.11

The most important element, we have
kept for the end, the Breakpoint. A
breakpoint is the line in the code which
needs close examination, so the debugger
will make a stopover there definitely.
Although there may be multiple
breakpoints, and debugger will make a
stopover on each one of them. To assign a
breakpoint is quite easy. After activating
the debugger, just right click on the line of

code, you want to set as a breakpoint and
select "Set Breakpoint'. The said line will
be highlighted yellow and is now marked as
a breakpoint. For every breakpoint, you

T R (0] x|

¥ stack [ Source

Gl sl ow [ox| o] L = e

cii-Lpy:9: <module>()

bedb’.run(), line 573: exec(omd, giobals, locals)

)

>' _main__. <modue>(), ine 9: print{'Values of xz ",x,'and y: ",y]

Locals
_annotations_ i3
_builtins_ <module ‘builtins’ {built-in)>
_doc_ None
_file_ COVPYthom\37-322 e 11-1.py’

_laoder_ <class '_fozen_importlib.Builtinlmporter'=
_name_ ‘_main_’

_package None

_spec_ None

temp &

X 5

¥ i}

Values of x: 5 and y: 3
Lets’s Swap the values of x & y |

Fig 3.39 - values of variables ina Debug Control
Window at defined breakpeint

want to set, repeat the same process on the lines of codes, you want to examine. Next, run and
debug your code. To clear the breakpoint, right click on the highlighted line and select 'Clear

Breakpoint'.

For better understanding, let's revisit the earlier code of example Fig 3.11 as an example
scenario. Here, we set the breakpoint on the line, where we doubt the values are not as expected
and need to examine it for confirmationi.e. line 7, as shown in Fig 3.38.

As soon as we run and start to step-over the code, the values of the variables are initialized and

areshownintheFig 3.37.

However, when we reach the breakpoint, we observe the values of the variables and get a
confirmation about the bug, as shown in Fig 3.39. The corresponding output on the shell is also

visible.

Python Debugger (pdb)

Python provides a debugger library namely Python Debugger (pdb). From the command prompt,
you may execute the program with ‘pdb’ parameter, by giving the command:
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> Python-m pdb swap_var.py

Adding -m switch' allows python to
run the imported module as script.
Thereafter, you can execute through
the code line by line using 'step’ or
'next’ command, as shown in Fig 40.

You may assign breakpoints via ‘break
“line_number” ', like break 7 can be
typed in to inspect line 7, in our
example. Subsequently, if ‘continue’
command is used, the debugger will
go directly to the breakpoint. For
convenience and clarity, 'list’
command is used in Fig 41, such that
defined breakpoint and effect of
continue command can be shown
along with the code, simultaneously.

temp = 0

print ('Vvalues of x: ',x,°'
print ("I : he wval
temp = x

y = temp

x =y

b Y

print { e,

=l
Lnid Col 0

Fig 3.40 - Executing code from Command Prompt

(Pdb) break 7 <=
IBPeakpoint 1 at c:\python37-32\swap var.py:7
|(Pdb) 1list =

1 I

y —
temp = 0

WU B W N

(%)

temp = x
y = temp
b4 :V

7
]

D

(Pdb) continue <=

IValues of x: 5
's Swap the v

I-) y = temp
|(Pdb)

Fig 3.41 - Break point set from Command Prompt

print('Values of x: ",x," and y: ',y)
print("Let's Swap the value of x & y")

print(‘Values of x: ",x,"' and y: ',y)

alue of x & y
:\python37-32\swap_var.py(7)<module>()

and y: 3
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Alternatively, Python also gives the option to import pdb in the code, as the first line of the
program. When the program executes, the debugger stops at the first line. Next, 'step’ command
can be used.

You may assign breakpoints in the code, using 'pdb.set_trace()’ instruction. As soon as the
program executes, it stops on the very first line after 'pdb.set_trace()' instruction allowing the
code to be inspected and executed line-by-line, as shown in Fig42.

Thereafter, you may type in ‘step’ on the shell to execute the code line by line. Fig 43 shows the
similar sequence of commands that were executed from command prompt, as reflectedin Fig 41.

Values of x: 5 and y: 3
Let's Swap the value of x & y
> ci\python3T-32 '\:csw.'.-p_\.',:?'.rn,'(s-']r:u‘.'.'m e>()
=> temp = X
(Pdb) list
E— 3 y=3
1 temp = 0
5 print('values of x: ',x,' and y: ',v)
- print ("Let's Swap the value of x & y")
7 pdb. sel brace()
8 -> temp=x
L ] 9y = temp
10 =¥
11 print('Values of %x: ',x," and y: ',v)
[EQF]
(Pdb) nextT
> e:\python37-32\swap var.py(9)<module>()
-> ¥ = temp
Fig 3.42 - Sample code having pdb in cede Fig 3.43 - Debugging code in Python Shell

Debugging via print statements

While writing a program, the first statement you will learn is how to print and if used adequately is
the easiest way to debug a
program. By placing ||[*¥ = 5

; ; ly =3
multiple print statements :{emp -0
thoughtfully, a smooth |[.-I'J:.:}1_(".'._'i-- . f-x: ',:~:,.' aind y: ',Y)
traceability of any bug can i;ép'ti e I R ] )

be achieved. In Fig.44, we |||print ('values of x: ',x,' and y: ',y,' and temp: ', temp)

g : y = temp
have plaCEd mulF1ple prmt print ('Values f x: '",x,'" and y: ',y,' and temp: ', temp)
statements to display the ||/x = y

x, y and temp variables, |||print('Values of x: ',x,' and y: ',y,' and temp: ', temp)
after each statement
where we are assigning Output Values of x: 5 and y: 3
Let's Swap the value of % & y
nev.v values. to ‘any of the Values of x: 5 and y: 3 and temp: 5
said variables. The Values of x: 5 and y: 5 and temp: 5
Values of x: 5 and y 5 and temp: 5

corresponding output
allows us to identify the
bug.

Fig 3.44 - Debug using print statements
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Python also provides 'assert’ keyword which just like a boolean checks for a condition and returns
True or False. If the assert statement is True, the staement will execute normally otherwise an
‘AssertionError' is returned. Mainly, assert is used to locate logical bugs in code, or any illogical
suppositions are taken into consideration. For example, if there is a typing error or miscalculation
of multiplying the number with a negative number, in the code as shown in Fig. 45; then using
assert before output can help in pinpointing the error.

x= 5 # 1initialize

x =5 * -1 # may be typing error
assert x> 0

print (x)

Output assert x> 0
AssertionError

Fig 3.45 - An Assert example

7T :

You can type in 'help’ on the shell prompt, at any peint in time and a list of available debugging
commands will be available. You may type in specifically the help *command_name” ' for further

guidance. Like 'helpstep'
(Pdb) help step

s(tep)
Execute the current line, stop at the first possible occasion
(either in a function that is called or in the current
function).
o g

(‘T-ﬁ Activitya f—ﬂ Activitya

Take input from the user which
determines the height of the diamond
and print a filled diamaond (#).

m Activity§ (T—ﬂ Activity‘a

Write a turtle graphics code to
draw a Tic-Tac-Toe board.

Take an odd number as input from the Write a program to calculate how many
user and draw a X with the help of a iterations it takes to subtract a small
character like '+'. The input number number from a larger one, where both
defines the size of X' to be displayed. the numbers are positive integrals.
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A set of well-defined instructions which a computer can execute to solve a
problemis called a computer program. '
When the program is executed, the program is loaded into main memory from
where one instruction at a time is fetched and provided to the processor which
executes it.

Computer Programs are developed in programming languages which provide the
development environment via set of rules and keywaords to use.

Python is an open-source progractions are provided in code with the help of
conditional statements like 'if-elif-else’ statements.

To implement an iterative task, Python provides loops like the for-loop to
accomplish the said task effectively and efficiently with lesser lines of code.

Turtle graphics provides functions to design basic drawings and two dimensional
geometrical shapes.

- With the help of a library we can produce result, with just one line of code,
rather than writing our own tens of lines of code.

Functions help in separating the code which is frequently occurring, this way the
written function can be called in a single statement, rather than writing the
same code again and again.

- The variable inside a functionis a local variable and its scope is limited inside the
function only, whereas variables in the main program are global variables and its
scope covers the whole program.

Arguments can be passed to functions for more dynamicity of the functionality.
Function can return the result of the task it performed in a single value.

Python provides a data type of List, which is alterable and can contain many
values.

Bug, is an unanticipated error which is generally logical in nature.

Debugger allows examining the defined variables and the corresponding values,
after each instruction.

A breakpoint is the line in the code which needs close examination, so the
debugger will make a stopover there definitely.
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Exercise

Select the best answer for the following Multiple-Choice Questions (MCQs).

il Computer Programs are categorized into
a) Interactive Program and Batch Program b) Interactive Program and Badge Program

c) Inactive Program and Batch Program d) Inactive Program and Badge Program
Z: Python was first introduced in

a) 1990 b) 1994

c) 1992 d) 2022
3. Operator !l=isusedfor ___.

a) Equal b) Logical AND

c) Not equal d) Logical OR
4. We can design 2D geometrical shapesin Python, using

a) Operators b) Iterations

C) Variables d) Turtle Graphics
5. What will the following program do:

for iin range(10,0,-1):
print(‘iteration no-',i)

a) ltwill give error b) Itwillrun9 times
c) Itwillrun10times d) Itwillrun11 times
6. The interactive computer program accept some input which is from a user program like
a) Sub program b) Web browser
c) Printjob d) Page break
7. _____ provide basicvariable types as str, integer, float, etc.
a) Printjob b) Pagebreak
c) Python d) Procedure
8.  Theinput() function treats the entered data as a set of
a) Digits b) Characters
c) Symbols d) Arithmetic operators
9.  Python provide the option of Modulo operator represented as
a) = b) ==
c) ! d) %
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10.

1.

12.

13.

14.

15.

16.

17.

18.

**isused to represent
a) Division b) Floor division
c) Multiplication d) Exponentiation

If the program is unable to execute the next instruction, the program will reach the state of

a) Hang b) Reboot

c) Shutdown d) Sleep

We apply comparison with the help of statement.

a) For b) While

c) If d) But

In online IDEs, we can write and run our code without _ in our computer.
a) Installing b) Creating

c) Performing d) Detecting

IDE stands for

a) Internet Development Environment
b) Illegal Development Environment

c) Integrated Development Environment
d) Installer Development Environment

Turtle graphics help us to design basic drawing and

a) 1Dshapes b) 2Dshapes

c) 3Dshapes d) 4D shapes

AREPL means

a) Read-Enter-Print-Loop b) Read-Exit-Print-Loop
c) Read-Eval-Print-Loop d) Read-Evolve-Print-Loop
Todrawatriangle, we need to playwith ____

a) Angles b) Vertices

c) Lines d) Shapes

Bug is an unanticipated error which is generally innature.

a) Analog b) Digital

c) Logical d) Legal
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* Give shortanswers to the following Short Response Questions (SRQs).

1. What are the applications of computer programming in daily life?

2. Write code totake input a number from user and print its mathematical table on screen from 1
to 10.

3. Take an odd number as input from the user, check if it is odd, otherwise ask the user to re-enter
an odd number.

4. Write down the main examples of Python based application.

5. Differentiate between global and local variables with the help of suitable example.

1'
"t

’«
;e Give long answers to the following Extended Response Questions (ERQs).

1. Explain the applications of Python in different business and technical domains.
2. What are the basic functions that 'List’ provides. Elaborate each of them with an example.

3. Write a program for a Dice Rolling Race game for 2 players. Alternatively, generate a random
number for each player. If the number rolls out to be 6, then the player gets another roll. Rolls
of every iteration issummed up to the previous rolls. The player who reaches 100 first, wins.

4. How to locate and select Debugger in IDLE? Write steps by taking an example into
consideration.

5. Write code to print the multiplication of first 10 odd numbers and first 10 even numbers and
find the difference of the two. [H1nt Use funct10ns]

T ﬂ Mini Project 1; Number Guessmg Game ]

( Generate a Random Number and ask the user to guess the numbet.
For each input, respond the user, whether the guess is right or wrong.
If the guess was right, congratulate the user and inform about how many guesses it took till the right
guess.
However for each wrong answet, inform the user to try again. Additionally, also provide a hint
whether the guess was on the higher or lower side.

Give the user appropriate number of tries. e.d. if the guess is between 1 to 20, you may provide w1th
W23 retrles

Tﬂ Mini Project 2: Motorcycle Rent Calculator

Motorcycles can be rented either based on distance travelled or the time the motorcycle was being
used by the client. Both are separately calculated and added together, to generate total bill.

For example hourly rate is Rs. 100 while the distance rate is of Rs. 5/ km. A client travelled only 20
km but the possession of the motorcycle was for 3 hours. This way, the bill of travelled-distance will
be Rs. 100/ - but the possession-charges will be Rs. 300/-. This way, total bill will be of Rs. 400/-.
However, for existing members, the lesser of the two charges is treated as a "discount”.

This way, if the client in above example was already a member, only Rs. 300/ - needs to be paid by
_him.
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Data and Analysis

% After completing this lesson, you will
“F* be able to:

€ relate the role and importance of model building with their real-world applications.

€ understand and explain experimental design in data science.
€ analyze pre-existing datasets to create summary statistics and data visuals (such as bar
charts, pie charts, line graphs, etc.)
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Data analysis is a process, where data is cleaned, explored, and summarized, providing insights
and information for the construction of statistical models to make predictions or draw inferences
about real-world phenomena. The procedure helps to reduce the risks inherent in decision-
making by providing useful insights and statistics. It is often presented in the form of charts,
images, tables, and graphs.

A simple example of data analysis is whenever we decide in our daily lives by evaluating what has
happened in the past or what will happen in the future if we make the decision in the same way?
Basically, this is the process of analyzing the past or future and making a decision based on that
analysis.

i
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Statistical modeling is the use of mathematical
models and statistical assumptions to generate
sample data and make predictions about the real
world. A statistical model is a collection of
probability distributions on a set of all possible
outcomes of an experiment. Data in a model has a
relationship between two or more variables. For
example, in a science experiment you collect
some data about the height and weight of some
specific group of students. You represent the
students’ weight by variable x and students’
height be variable y. After plotting the values, Students’ weight
you find the relationship y = 5x + 2. It shows that Fig 4.1 - Statistical Modeling
variable y is a dependent variable because it is
dependent on variable x. Figure 4.1 shows this
relationship graphically.

Students’ height

Statistical modeling is described as the mathematical relationship between random and non-
random variables

4.1.1 Use casesfor statistical modeling

A use case is a methodology used in system analysis to identify, clarify, and organize a system. A
data science use case is a concrete real-world task to be solved using the available data. A use
case is a description of how the users who use the system will perform tasks or achieve the goal.
In the framework of a particular company, many variables are analyzed using data science
techniques in the context of the company's specific industry. Data science use cases can be a
problem to be resolved, a hypothesis to be checked, or a question to be answered. Essentially,
doing data science means solving real-world use cases.
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Although the content of each use case will likely be very different, there are some common things
toalways keep in mind:

€ Data science use case planning is outlining a clear goal and expected outcomes, understanding
the scope of work, assessing available resources, providing required data, evaluating risks, and
defining KP I{key performance indicators) as a measure of success.

© The most common approaches to solve data science use cases are forecasting, classification,
patternand anomaly detection, recommendations, and image recognition.

€ Some data science use cases represent typical tasks across different fields, and you can rely on
similar approaches to solve them, such as customer churn rate prediction, customer
segmentation, fraud detection, recommendation systems, and price optimization.

4.1.2 How to Solve a Data Science Case Study?

The answer to this question varies from case to case. It depends on the company's business
strategy, and on the core of the case study itself. However, the following points can be helpful to
outline a general roadmap to follow with any data science use case:

1. Formulating the right question: This first step is reviewing available literature.
2. Data collection: At this step, we conduct a data inventory and gathering process.

3. Data wrangling: The data is cleaned, preprocessed, transformed, manipulated, and mapped
from its raw forminto a more suitable format.

4. Data analysis and modeling: The cleaned data is analyzed from the standpoint of its current
status, then fit into a selected predictive statistical model.

5. Result communication: It includes sharing the most important findings and ultimate
conclusions with management, shareholders, and any other involved parties.

Some examples from the real life as a case study are as follows:

€ Record of Production Goods and Services: Production analysis may help in improving the
quality.

€ Stock Market Data Analysis: Investors and consumers can get help from predictive analysis of
existing data of stock market.

€ Weather Forecasting: It could be helpful for aviation, agriculture, mountaineering, and
businesses.

© Medical Records: Data obtained and analyzed at healthcare organizations could be helpful for
medical research and timely diagnosis of diseases.

€ Sales Tracking: A good data analysis helps to plan next strategy model to prevent loss and get
profit.

© Population Record: The analysis of population data is helpful for government and other
organizations for better planning and distribution of resources.
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© Educational Data: It helps in better planning of educational resources for students and
teachers.

© Natural Disaster Prediction: It helps the people to take preventive measures against
earthquakes, floods, landslides, snowfall, cyclones, and other natural disasters.

€ Pandemic Analysis: It helps in controlling the pandemic and taking preventive measures
timely.

Asample case study about weather forecasting:

Weather conditions play significant role in our daily life, from dressing to travelling, planning
activities and events etc. Unfavourable weather conditions can cause damage to life and
properties. The following are steps that how predictive analysis about weather forecast can be
performed and would be helpful in our real life.

1. Formulating the right question: The existing data about the comparable
weather situations will be analyzed and reviewed. You can observe from your past
experiences that which weather conditions are likely to occur before a rainy day, a
sunny day or otherwise.

2, Data collection: In this step you can collect data about temperature, amount <%
of rainfall, wind speed and direction, and barometric pressure. You can collect 5
this data by yourself for learning purposes, by using the thermometer, rain gauge, B p s
compass, and barometer. For accurate data collection an existing data from —~
meteorological department is acquired.

3. Data wrangling: At this stage the collected data will be rearranged, processed,
and grouped for the next stage. The data will be cleaned by removing duplicate
values, impute missing values etc.

£

4. Data analysis and modeling: The cleaned data will be fitted to some statistical
model for analysis.

| 5. Result communication: The accuracy of our results obtained

' I | from the statistical model will determine its reliability. Such models are trained
Il on sample data and can be used to predict the weather condition. For example,
— when we give some new data about temperature, amount of rainfall, wind speed
and direction, atmospheric pressure to this model, it will give us the prediction that how likely be
the weather considering this new data.

4.1.3 Statistical modeling techniques

Data gathering is the foundation of statistical modeling. The data may come from the cloud,
spreadsheets, databases, or other sources. There are two categories of statistical modeling
methods used in data analysis: Supervised learning and unsupervised learning.
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Fig 4.2 - Supervised and Unsupervised machine learning
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Supervised learning

In the supervised learning model, the algorithm uses a labeled dataset for learning, with an
answer key the algorithm uses to determine accuracy as it trains on the data. For example, if you
give a dataset of fruit and vegetables with labels “Fruit” and “Not Fruit”. The model will learn
from the input data and labels that how does a fruit or vegetable should look like. Then if you give
it some fruit or vegetable without label, it will recognize it and assign it the correct label.
Supervised learning technigques in statistical modeling include regression model and classification
model.

Regression model:If the result, label, or outcome of a model is continuous value then it will be
called regression. The most common regression moedel is a linear model. A linear regression model
is a mathematical equation that allows us to predict a response for a given predictor value. The
variable which is used for prediction is known as independent variable(x) and the variable to be
predicted based on the value of variable x is known as dependent variable(y). In simple linear
regression the equation of the lineisy = mx + b, where mis theslope and b is the y intercept. If the
values of independent variable is plotted along the x-axis and the values of dependent variable
are plotted along the y-axis and a line isdrawn then the intercept and slope will be as follows:

Intercept: It is the point where the graph line meets the y-axis. It is also called y-intercept.

Slope: It is calculated by the term rise/run where rise is the distance from the x-axis to the y-
intercept, and the run is the distance from y-axis to the y-intercept.

y-axis

y-intercepts, /
// X-axis

Fig 4.3 - Slope and Intercept

4
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Classification model: If the result, label, or outcome of a model is a discrete value then it will
be called classification. For example, if we predict that will a certain employ get raise in salary or
not then it will be classification example. But if we make a prediction that how much salary raise
an employee will get, based on some statistical data, it will be regression model.
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Fig 4.4 - Supervised learning

Unsupervised learning

In the unsupervised learning model, the algorithm is given unlabeled data and attempts to
extract features and determine patterns independently. Clustering algorithms and association
rules are examples of unsupervised learning. K-mean clustering algorithms and reinforcement
learning algorithms are used in unsupervised learning. The term clustering means the group of
data items with maximum similarities. For example, to reduce the churn rate of customer a
telecom company observes the customers' usage and divide them into three clusters, the
customers with long call duration, the customers with heavy internet usage, and the customers
with short calls and average internet usage. Now the company will give economical call rates to
the cluster of having long calls, and attractive internet packages to the customer with heavy
internet usage. The term association means how likely is to do second action if first action is done.
For example, in a supermarket customer 1 buys bread, milk, tea and tissues. Customer 2 buys
bread, milk, coffee, and eggs. Now if the customer 3 buys bread, then there are more chances
that he will also buy milk. In this example an association between bread and milk has been found.

K-means clustering: ~

The algorithm combines a a A& A"

specified number of data points an . N - | a Ah '

into specific groupings based on | [ N =

similarities. An example basedon | _ " .. e —_— .. [ |

the image could be a machine | % &5 N = mn

learning algorithm that instead of as e Algorithm

classifying by known labels ' L .
ying y Raw Data »

separates data into groups where

members are similar as possible

asishown T Eigure4<a. Fig 4.5 - Unsupervised learning model
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4.1.4 Build a statistical model using Python

You can build statistical models to
perform predictive analysis. Several
tools are available for this task such as
MS-Excel, Weka, R Studio and Python.
Many datasets are available on the Google Colaboratory
internet._www.kaggle.com and
https://github.com/ are the most
popular platform to download various
datasets. However, to create your
experimental statistical model you d

don't need to download any dataset. Fig 4.6 - Build a statistical model using Python
You can create your own dataset by
generating some random numbers by using python code. We will plot these numbers on a linear
graph by using correlation coefficients y= mx + ¢ (y =3x +4, where x will also be generated
randomly) using slope and intercept. You could write python code in your favorite IDE if you
already had installed any, else you can open browser on the computer and type the URL
https://colab.google/ and press enter key. The online compiler for Python will open, click on
“Open Colab” button on the top right corner of the browser window ( See Figure 4.6)

= T %3 colab.research.google.com/dnve/1¥YMobOlebO.. n s a0 oo | o
- £ Tios Datasets r
(e B comment =2 Share XX 0
Flle Edit wview Insert Runtime Toole Help Allchanges saved
i RAM <
= files O x + Code + Test 7 i, & Colabnl A~
tips.csw W n'r-l.ﬁ?_?ﬁ.‘o el
Q B & B 0 W iy v germraie with & e
i e A 1 to 10 of 244 z n
() oy cnirics [EFilte] b
a4 total_bill tip soX smol
B - 1695 101 Female HNn
& 5 W sample_data 10.34 1.86 Mas Mo
B tps.csv 21.01 35 Mae Mo
O 2368 331 Mae  No
2459 3.561 | Female | Mo
L2759 471 Mae Nn
8.77 2 Mas Mo
S5 HH 314 Mae Nn
< 15.04 1.56 Mae Nu
1478 323 Malc Mo
= . 3
Show| 10 | per page
63 Dist m 81.11 GB avaliable 1] = 10 20 5
~ Connected 1o Python 3 Google Compute Engine tackend ®? X
Fig 4.7 - Google Colab Notebook to execute Python code online
o

I] Teacher’s Guide

To explore more tools to build statistical model using python following are some useful links to download
Weka and R Studio:

https: //www.weka.io
https: //www.rstudio.com/tags/rstudio-ide
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Type the following code in the browser window:

. #Import necessary libraries

. import numpy asnp

. from sklearn.linear_model import LinearRegression
. import matplotlib. pyplot as plt

. #Generateasmall dataset
np.random.seed(42)

X =2"%np.random.rand{100, 1)
y=4+3*X+np.random.randn(100, 1)

# Create and fit the linear regression model
. model = LinearRegression()

.model.fit(X, y)

—= = 0 0 o~ o bk N =

- o

—_
]

. # Make predictions on new data points

—_
[#¥]

X_new =np.array([[0], [Z]])

—_
Ja

.y_pred =model.predict{({_new)

—_
wn

. # Plot the original data and the linear regression line

16. plt.scatter(X, y, label="Original data’)

17. plt.plot{*_new, y_pred, -, label="Linear regression line')
18. plt.xlabel{’X)

19. plt.ylabel{'y)

20. plt.legend()

21. plt.show()

Click the Run button or press Ctr+E keys, the linear regression graph will be fitted on newly
generated data set. See Figure 4.8.

Output 114| ® Original data a
Linear regression lin [ ]

000 025 0.50 0.75 1.00 1.25 0.25 1.75 2.0

Fig 4.8 - Linear regression graph
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Experimental design is about precise planning and design to ensure that you have the appropriate
data and design for your analysis or studies so that erroneous conclusions can be prevented.

4.2.1 Experimentation in datascience as a tool

Experimental design is a tool or technique used to organize, conduct, and clarify the results of an
experiment efficiently. It leads to the important factors that must be investigated. An experiment
will produce precise and trustworthy results if you select the right sample size and plan it
carefully. Experimental design is used in many disciplines like engineering, psychology,
agriculture, and medicine.

Experimental Design Flow

In data science, the experimental design flow often adheres to a standardized procedure to
guarantee careful preparation, execution, and evaluation of experiments. Here is a general
description of the data science experimental design flow. It will indicate what the research
question is. Clearly define the research topic or problem statement that your experiment will
gttempt to solve. This will serve as the design's compass throughout.

» Develop Hypotheses: The first step is developing hypotheses which will clarify the differences
€ and correlations between various variables involved in the experiment.

+ Find the variables: In this step you must decide which variables will be fixed and which will be
changed. The fixed variables will be called independent variables. The values that will change
according to fixed variable will be called dependent variables. For example, if thesalary of the
person will be higher for the employees with more work experience, then years of experience
will be independent variable and salary will be dependent variable. You should also consider
other potential confounding factors that might need to be taken into consideration in this case
the skill type of an employee can also affect the salary. For example, employees having C++
programming skills might be paid higher than employees having Java programming skills.

+ Determine the Experimental Design: Choose an appropriate experimental design according
to the nature of research and available resources. Factorial designs, randomized block
designs, totally randomized designs, and more are examples of common designs. Each design
has its own benefits and factors to consider. (The details of these experimental designs is
beyond the scope of this book.)

+ Calculating the Needed Sample Size: Calculate the necessary sample size to generate
appropriate statistical results and identify their significant effects.

+ Random Assignment and Selection: To produce more accurate results choose random
samples. It ensures that groups are identical in there is no bias. It will ensure that any change in
dependentvariable is purely based on the change inindependent variable.

« Carry out the experiment: After taking careful sample size follow the instructions and gather
the data. While collecting data about the samples, you should strictly follow the defined
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methodology.

Fig 4.9 - Experimentation in data science as a tooll

« Data Analysis: Use the collected data for appropriate statistical analysis to evaluate the
hypotheses and develop conclusions. Depending on the experimental design and research
issue, this may require different procedures including hypothesis testing, regression analysis,
ANOVA, and other statistical methods. ANOVA (analysis of variance) is a statistical test for
detecting differences in the group means, when there is one dependent variable and one or

€ more independentvariable.

« Interpreting and Drawing Conclusions; After data analysis you will reach to the conclusion.
€ Observe the results carefully and consider any practical factors which might affect the results.

« Discuss and Report: Give a clear and concise presentation of the design of the experiment,
methodology, findings, and conclusions. To enable reproducibility and transparency, the
experiment should be thoroughly documented. In this way if the same experiment is repeated
by different group of data scientists, it will produce more or less the same results.

Principles of Experimental Design

The fundamentals of this design determine whether an experiment is successful. These principles
of experimental design consist of:

Principle of Randomization: According to this principle you divide the people into various
treatment groups randomly. The randomization technique ensures that there is no bias or
preplanned grouping for example some groups might have people with one capability and others
might have some other strengths or weaknesses, such grouping cannot provide accurate results.
Therefore, groups should be decided randomly. For example, if we conduct an experiment about
the effectiveness of a new medicine for asthma. There are 100 patients. The principle of
randomization means we must randomly make the two groups of patients. 50 patients will be in
each group. Some people in the first group might have sever asthmatic problem while the other
might have less chronic condition.

Principle of local Control: Acontrol group is a group that has not received any treatment; hencea
control group is used to compare the treatment group's findings to its outcomes. This approach
guarantees that the treatment is the reason that any other factors are to blame for the outcomes.
In our example we will add the new medicine to one group and the other group will be treated

136



with their regular medication. The group which will not be given the new medicine is called
control group.

Principle of Blocking: Grouping participants according to a particular trait that could have an
impact on the results is known as blocking. This principle makes sure that the results aren't
affected by group differences. For example, the patients belongs to two different genders, male
and female. So we can make two blocks, one for women and other for men. Suppose there are 56
women and 44 men, we will make two groups of women 28 each and two groups of men 22 each.
One group of 28 women and 22 men will be treated with new medicine while the other group of 28
women and 22 men will be treated with their regular medicines.

Principle of Replication: If you repeat the experiment again and again, it is called replication.
The replication ensures that results are reliable. This principle ensures that experimental
outcomes are not coincident, erroneous or a result of some randomness. In above example if we
get the results that new medicine is more effective than the previously used medicines, then
different data scientists should repeat this test for new medicine, before finally declaring it
effective. Because there might be some coincidence, or patients taking the new medicine might
have some psychological impact of taking new medicine. Therefore, for principle of replication
ensures that these experiments should be repeated with different group of patients, may be from
some other demographic background. If the medicine gives the same results repeatedly then we
can declare that the new medicine is more effective.

4.2.2 Correlation and causation

Correlation describes an association between different
types of variables. It is a statistical measure of the degree

to which changes to value of one variable predicts the
change in the value of other variable. It is a statistical Ciaten causation
variables change together which means they co-vary. But

indicator of the relationship between variables. These
f j Correlation X

Runs Out of battery

this covariation is not necessarily due to a direct or indirect

causal link.

. r " , Computer shuts Video player won’t
Causation means that changes in one variable brings about work

changes in the other. There is a cause-and-effect
relationship between variables. The two variables are
correlated with each other and there is also a causal link
between them. A correlation does not imply causation, but causation always implies correlation.

Fig 4.10 - Correlation and causation

For example , a smart phone user complains, “Whenever | try to send text message, my phone
lags..” Aquick look at the smartphone confirmed that there were five game apps open at the same
time plus Facebook and YouTube. The act of trying to send a text message wasn't causing the
lagging, the lack of RAM was causing the phone to lag. But the user immediately connected it with
the last action she was doing before the lags. She was implying a causation where there wasonly a
correlation.
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4.2.3 Population and Random Sample

Population and random sample are the terms used in
statistics. Population is a complete collection or set of
similar items or events, which are of interest or under
consideration regarding some problem or experiment.
Therefore, a population is a complete set of people
with a specialized set of characteristics.

Whereas, a random sample is a subset of population.
each member of the population has an equal chance of Population

being selected as a sample. A population and random | Fig 4.11 - Population and Random Sample
sample isshownin Figure4.11.

4.2 .4 Parameter and Statistic

Parameter is a number or quantity in statistical population, that describes an aspect of entire
population. While a statistic isa number or quantity that describes characteristics or an aspect of
a sample. Parameters are the key things we want to learn about, they are usually unknown.
Sample's statistics give us estimates for parameters. There will always be some uncertainty about
how accurate estimates are. More certainty gives us more useful knowledge. For every parameter
we want to learn about we can get a sample and calculate a sample statistic, which gives us an
estimate of the parameter. Some Important Examples are:

Table 4.1 - Parameter and Statistic

Parameters Statistics

Average income for Pakistan. Average income for government
employees in Pakistan.

Mean weight of Persian cats. Mean weight of 100 Persian cats.

Proportion of all people who prefer soft | Proportion of random sample of 500

drinks. persons who prefer soft drinks.

Standard deviation of all the Standard deviation of a random sample

transaction times in the state bank. of 1000 transaction times in the state
bank.

Tip

A parameter is a fixed, unknown numerical value, while the statistic is a known number and a
variable which depends on the portion of the population.
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Figure 4.12 shows the difference between PARAMETERS STATISTICS

parameters and statistics.

Mean, median and mode are different types Data collected from Data collected from a sample
entire population of the group being studied

of averages used to represent typical
values in a population. Therefore you can
say that the mean value of a population is
parameter while the mean value of a
sample is statistics. Some examples of
parameters and statistics are as follows:

The typical age of people in a country

The typical profits of a company

The typical range of anelectriccar

4.2.5 Data collection methods

Data collection is the process of collecting, measuring and analyzing different types of
information using a set of standard validated techniques. The main objective of data collection is
to gather information-rich and reliable data, and analyze them to make critical business
decisions. Once the data is collected, it goes through a rigorous process of data cleaning and data
processing to make this data truly useful for businesses. There are two main methods of data
collectionin research based on the information thatis required, namely:

€ Primary Data Collection
€ Secondary Data Collection
Primary Data Collection Methods

Primary data refers to data collected from firsthand experience directly from the main source. It
refers to data that has never been used in the past. Here are some of the most common primary
data collection methods:

Interviews

Interviews are a direct method of data collection. It is simply a process in which -
the interviewer asks questions, and the interviewee responds to them. It
provides a high degree of flexibility because questions can be adjusted and
changed anytime according to the situation.

Observations

- ] In this method, researchers observe a situation around them and record the
0 @ P ; , ,

findings. It can be used to evaluate the behavior of different people in controlled
(everyone knows they are being observed) and uncontrolled {(no one knows they
are being observed) situations. This method is highly effective because it is
straightforward and not directly dependent on other participants. For example,
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a person looks at random people that walk their pets on a busy street, and then uses this data to
decide whether or not to open a pet food storein that area.

Surveys and Questionnaires

Surveys and questionnaires provide a broad perspective from large groups of
people. They can be conducted face-to-face, mailed, or even posted on the
Internet to get respondents from anywhere in the world. The answers can be yes
or no, true or false, multiple choice, and even open-ended questions.

Focus Groups

’ Afocus group is similar to an interview, but it is conducted with a group of people
who all have something in common. The data collected is similar to in-person
interviews, but they offer a better understanding of why a certain group of
people thinksina particular way. However, some drawbacks of this method are lack of privacy and
domination of the interview by one or two participants. Focus groups can also be time-consuming
and challenging, but they help reveal some of the best information for complex situations.

Oral Histories

Oral histories also involve asking questions like interviews and focus groups.
However, it is defined more precisely, and the data collected is linked to a single
phenomenon. It involves collecting the opinions and personal experiences of
people in a particular event that they were involved in. For example, it can help
in studying the effect of a new product in a particular community.

Secondary Data Collection Methods

Secondary data refers to data that has already been collected by someone else. It is much more
inexpensive and easier to collect than primary data. While primary data collection provides more
authentic and original data, there are numerous instances where secondary data collection
provides great value to organizations.

Here are some of the most common secondary data collection methods:

Internet

The use of the Internet has become one of the most popular secondary data
collection methods in recent times. There is a large pool of free and paid
research resources that can be easily accessed on the Internet. While this
method is a fast and easy way of data collection, you should only source from
authentic sites while collecting information.

Government Archives

| There is lots of data available from government archives that you can make use
of. The most important advantage is that the data in government archives are
authentic and verifiable. The challenge, however, is that data is not always
readily available due to several factors. For example, criminal records can come
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under classified information and are difficult for anyone to have access to them.
Libraries

Most researchers donate several copies of their academic research to libraries.
You can collect important and authentic information based on different
research contexts. Libraries also serve as a storehouse for business directories,
annual reports and other similar documents that help businesses in their LTI
research.

4.2.6 Real world experimentation examples

Facebook A/B testing: A/B testing, also known as split testing, is a method used by companies like
Facebook to compare two versions of something to figure out which one performs better. In the
context of Facebook or other online platforms, this often involves testing different versions of a
webpage, app feature, or advertisement to see which one leads to better results.

AirBnB uses data science to help renters set their prices: Airbnb uses statistical
experimentation, such as A/B testing, to enhance its platform and user experience. For instance,
when testing a new feature like a redesigned booking flow or a different search algorithm, Airbnb
would create two versions (A and B) and randomly assign users to each group. By collecting and
analyzing data on user interactions, conversion rates, or other relevant metrics, Airbnb can
determine whichversion performs better.

This data-driven approach allows Airbnb to make informed decisions about implementing
changes that positively impact user satisfaction, booking rates, or other key performance
indicators. Through ongoing experimentation, Airbnb continuously refines its platform, ensuring
that updates are based on empirical evidence rather than assumptions, ultimately contributing
to a more effective and user-friendly service.

YouTube and statistical experimentations: YouTube utilizes statistical experimentation to
improve user engagement, content discovery, and overall user experience. A/B testing is one of
the key methodologies they use. For example, when introducing a new recommendation
algorithm or modifying the layout of the platform, YouTube may create two versions (Aand B) and
randomly assign users to each group. YouTube collects data on user interactions, such as click-
through rates, watch time, and user feedback, to evaluate the performance of each version. By
comparing metrics between the control group (A) and the experimental group (B), YouTube can
make data-driven decisions about the effectiveness of the changes. This iterative process allows
them to fine-tune algorithms, recommend more relevant content to users, and optimize features
to enhance overall satisfaction.

JRACI L. | ALY

To analyze a dataset a series of steps is involved. By following all those steps, you can extract
meaningful insight and information from the data. These steps include:
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€ Data exploration
€ Data cleaning

You can eliminate unwanted data to get more
meaningful insight. Summary statistics are calculated
to understand the tendency({how closely similar is data)
and dispersion(how scatter is the data). After
computing, mean, median, mode you will calculate
count and frequently etc. After all these steps of data
exploration, data cleaning, calculation of summary
statistics, data will be ready for visualization. Various
diagrams/tools are used for data visualization like
charts, graphs, boxplots etc. various graphs are shown
in Figure 4.13.

Fig 4.13 - Bar charts, Pie charts,
Line graphs

4.3.1 Data products (charts, graphs, statistics)

Adata product is a tool that uses data to help businesses to improve their decisions and business
processes. Data products, in turn, leverage the results of data analysis to automate processes,
provide real-time recommendations, or deliver data-driven services to users or organizations.

In simple words, data analysis is the process of deriving insights and knowledge from data, while
data products are the applications or tools that use those insights to deliver value to users.
Together, they form the core of data science, enabling organizations to harness the power of data

for decision-making and innovation.
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Fig 4.14. Various charts and graphs
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4.3.2 Data Visualization

Data visualization is the graphical representation of information and data. By using visual
elements like charts, graphs, and maps, data visualization tools provide an accessible way to see
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and understand trends, outliers, and patterns in data.
Additionally, it provides an excellent way for employees or
business owners to present data to non-technical audiences
without confusion.

In the world of Big Data, data visualization tools and
technologies are essential to analyze massive amounts of

information and make data-driven decisions.
Fig 4.15 - Charts, Graphs, Maps

4.3.3 Data analysis through Python

In today's world, a lot of data is being generated daily. And sometimes . . -

to analyze this data for certain trends, patterns may become difficult Python
if the data is in its raw format. To overcome this data visualization
comes into play. Data visualization provides a good, organized

pictorial representation of the data which makes it easier to
understand, observe, and analyze data. Python provides various
libraries that come with different features for visualizing data. All | Fig4.16 - Data analysis
these can support various types of graphs. through Python

Dataset of Tipsin a restaurant {Tips.csv)

Tips database is the record of the tip given by the customers in a restaurant for
two and a half months in the early 1990s. It contains 6 columns such as total bill,
tip, male/female, smoker, day, time, size.

You can download the tips database from the Internet (https://www.mongodb.com or
https://www.kaggle.com/datasets/jsphyg/tipping) To analyze dataset or database in Python
you need to install certain libraries. Pandas is the most important library to install for data
analysis. Toninstall pandas library the following is the command:

pip install pandas

To run the Python code you can use google colab as mention earlier in this unit. However, this time
you need to upload the dataset “tips.csv” to your google drive, so that Python code in colab
notebook can access it directly. You can see the dataset in the left pane of the browser in Figure
4.17.

Example Python Code is as following:
import pandas as pd

#reading the database

data = pd.read_csv("tips.csv")

# printing the top 10 rows
display(data.head(10}))
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Matplotlib: Matplotlib is an easy-to-use, low-level data visualization library that is built on
NumPy arrays. It consists of various plots like scatter plot, line plot, histogram, etc. Matplotlib
provides a lot of flexibility. To install this type the below command in the terminal.

Scatter Plot: Scatter plots are used to observe relationships between variables and uses dots to
represent the relationship between them. The scatter() method in the matplotlib library is used
to draw a scatter plot. In the browser window click on + Code button to type new piece of code

given below:

1. import pandas as pd

2. import matplotlib. pyplot as plt

3. #reading the database

4. data=pd.read_csv("tips.csv")

5. #Scatterplot with day against tip
6. plt.scatter{data['day’], data['tip])
7. #Adding Title to the Plot

8. plt.title("Scatter Plot™)

9. #SettingtheXandY labels

10. plt.xlabel({'Day’)

11. plt.ylabel{Tip"

12. plt.show()

Output

Scatter Plot

104

SlIJI'I

Sat THur Flri

Day

Fig 4.18 - Python Code
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Line Chart: Line Chart is used to represent a relationship between two data X and Y on a
different axis. It is plotted using the plot() function. You can use the following code to make line
chart.

import pandas as pd Line Chart
import matplotlib.pyplot as plt SHERIE 19
# reading the database
data = pd.read_csv("tips.csv") 8-
# Scatter plot with day against tip
plt.plot{data[tipT)
plt.plot{data['size’])
# Adding Title to the Plot
plt.title("Scatter Plot™) 47
. # Setting the X and Y labels
. plt.xlabel{Day’)
. plt.ylabel{Tip)
. plt.show()

Tip

SO0~ N =

—_ -1 s
M= O

—_
[Z¥]

Fig 4.19 - Python Code

Bar Chart: Abar plot or bar chartis a graph that represents the category of data with rectangular
bars with lengths and heights that is proportional to the values which they represent. It can be
created using the bar() method.

1. import pandasaspd iRt

2. import matplotlib.pyplot asplt Bar Chart

3. #reading the database 104

4. data =pd.read_csv{"tips.csv")

5. # Bar chart with day against tip 87

6. plt.bar{data['day], data['tipT)

7. plt.title("Bar Chart") o &

8. #SettingtheX andY labels a

9. plt.xlabel(Day’) 4

10.plt.ylabel{Tip" 7]

11.# Adding the legends

12.plt.show() 0 S ok - =
Day

Fig 4.20 - Bar Chart

Histogram: A histogram is basically used to represent data in the form of some groups. It is a type
of bar plot where the X-axis represents the bin ranges while the Y-axis gives information about
frequency. The hist() function is used to compute and create a histogram. In histogram, if we pass
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categorical data then it will automatically compute the frequency of that data i.e. how often
each value occurred.

Histogram

1. import pandas as pd 70
2. import matplotlib. pyplot as plt 604
3. #reading the database
4. data=pd.read_csv("tips.csv") 50
5. #histogram of total_bills 40+
6. plt.hist{data[total_bill']) 30+
7. plt.title("Histogram™) 201
8. #Adding the legends

104
9. plt.show()

0

10 20 30 40 50

Fig 4.21 - Histogram

Boxplot: A boxplot, also known as a box-and-whisker plot, is used to represent distribution of a
dataset. It provides a summary of key statistical measures, allowing you to visualize the central
tendency, spread, and identify potential outliers in the data. The boxplot() function is used to
compute a boxplot

1. import pandas as pd Output Soxpolt 5
2. import matplotlib. pyplot as plt 0 g
3. # reading the database 40
4. data=pd.read_csv("tips.csv")
5. # boxplot of total_bills 301
6. plt.boxplot{data[total_bill]) 201
7. plt.title("Boxplot™)
8. #Adding the legends L J_
9. plt.show()

Fig 4.22- Boxplot

Pie Chart: A pie chart is a circular statistical chart, which is divided into sectors to illustrate
numerical proportion. Given a set of categories or groups with their corresponding values you can
make use of the pie function from matplotlib to create a pie chart in Python. By default, the area
of the slices will be calculated as each value divided by the sum of values. With pyplot, you can
use the pie() function to draw pie charts.
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: Output
1. import pandas as pd G ik
2. import matplotlib.pyplot as plt
3. # reading the database 3t
4. data=pd.read_csv("tips.csv")
5. # Pie chart of tips on various days
6. plt.pie{data[day’].value_counts(),

autopct="%.1f%%", radius=1,

labels=[Sat, 'Sun’, Thur', 'Fri']) sun
7. #Adding the legends
8. plt.title("Pie Chart") Fri
9. plt.show()

Fig 4.23- Pie Chart -9

Note: you can display more than one graph in a single instance of code, according to the
need of data representation. Here, only one graph in each piece of code is shown for
simplicity and better understanding of the students.
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Data analysis: is the primary step, where data is cleaned, explored, and summarized"_‘-’;ﬁ;{
providing insights and information for the construction of statistical models to make

predictions or draw inferences about real-world phenomena.

Statistical modeling: is the use of mathematical models and statistical assumptions to
generate sample data and make predictions about the real world.

Statistical model: is a collection of probability distributions on a set of all possible
outcomes of an experiment.

Use case: is a methodology used in system analysis to identify, clarify, and organize a
system. A use case is a description of how the users will perform tasks or achieve the
goal.

Supervised learning model: uses a labeled dataset for learning, with an answer key to
determine accuracy as it trains on the data.

Regression model: is predictive model designed to analyze the relationship between
independent and dependent variables.

Linear regression model: is a mathematical equation that allows us to predict a
response for a given predictor value.

Classification model: analyzes and classifies a large and complex set of data points.
Common models include decision trees, Naive Bayes, the nearest neighbor, random
forests, and neural networking models.

Unsupervised learning: is given unlabeled data and attempts to extract features and
determine patterns independently.

K-means clustering: combines a specified number of data points into specific groupings
based on similarities.

Reinforcement learning: involves training the algorithm to iterate over many attempts
using deep learning.

Experimental design: is about precise planning and design to ensure that you have the
appropriate data and design for your analysis or studies so that erroneous conclusions
can be prevented.

Randomization: is the technique of dividing people into various treatment groups at
random. This approach guarantees that prejudice or innate variations between the
groups did not affect the cutcomes.

Control group: is a group that has not received any treatment, hence a control group is
used to compare the treatment group's findings to its outcomes. This approach

guarantees that the treatment is the reason that any other factors are to blame for the |

outcomes.
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-

:,.-‘g;f.f-".'C Blocking: is grouping the participants according to a particular trait that could have an\y

impact on the results. This principle makes sure that the results aren't affected by group
differences. '

Correlation: describes an association between types of variables.
Causation means that changes in one variable bring about changes in the other variable.
Population is a complete set of people with a specialized set of characteristics.

Sample: is a subset of the population.

@ @ o o @

Parameter: is number that describes something (usually mean) about the whole
population

€@ Statistics: are number that describes something (usually mean) about the sample or
describe properties of sample.

€ Mean, MEDIAN AND Mode are different types of averages used to represent typical
valuesin a population.

¢ Data collection: is the process of collecting, measuring, and analyzing different types of
informationusing a set of standard validated technigues.

€ Primary data: refers to data collected from firsthand experience directly from the main
source. It refers to data that has never been used in the past. Here are some of the most
common primary data collection methods:

Interviews: are a direct method of data collection.

¢ Observations: is the method, in which researchers observe a situation around them and
record the findings.

Surveys and Questionnaires: provide a broad perspective from large groups of people.

Focus Groups: is similar to an interview, but it is conducted with a group of people who
all have somethingin common.

¢ Oral Histories: involve asking questions like interviews and focus groups. However, it is
defined more precisely, and the data collected is linked to a single phenomenon.

€ Secondary data: refers to data that has already been collected by someone else. It is
much more inexpensive and easier to collect than primary data.:

€ Internet: isone of the most popular secondary data collection methodsin recent times.
€ GovernmentArchives: contains a lot of authentic and verifiable data.

Libraries: are important and authentic sources of information based on different
research contexts.

© Data visualization: is the graphical representation of information and data. By using .-_".;"
A visual elements like charts, graphs, and maps, data visualization tools provide al[_\}l_-j:?""

_
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accessible way to see and understand trends, outliers, and patterns in data.

Tips database: is the record of the tip given by the customers in a restaurant for two and
a half months in the early 1990s. It contains 6 columns such as total bill, tip, sex, smoker,
day, time, size.

Matplotlib: is an easy-to-use, low-level data visualization library that is built on NumPy
arrays. It consists of various plots like scatter plot, line plot, histogram, etc. Matplotlib
provides a lot of flexibility.

Scatter Plot: Scatter plots are used to observe relationships between variables and uses
dots to represent the relationship between them.

Line Chart: is used to represent a relationship between two data X and Y on a different
axis.

Bar Chart is a graph that represents the category of data with rectangular bars with
lengths and heights that is proportional to the values which they represent.

Histogram: is used to represent data in the form of groups. It is a type of bar plot where
the X-axis represents the binary ranges while the Y-axis gives information about
frequency.

Boxplot: is used to represent distribution of a dataset. It provides a summary of key
statistical measures, allowing you to visualize the central tendency, spread, and
identify potential outliers in the data.
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10.

Exercise

i Select the best answer for the following Multiple-Choice Questions (MCQs).
Supervised learning is one of the main category of

a) Statistical modeling b) Datawaggling

c) Datacollection d) Evaluation modeling

For accurate data collection, an existing data from isacquired.
a) Sampling department b) Modeling techniques

C) Meteorological department d) Educational department

Natural disaster prediction helps the people to take preventive measures against
a) Pandemic b) Cyclones
c) Dataanalysis d) Temperature

Alinear regression model is a mathematical equation that allows us to predict a response
for given

a) Predictorvalue b) Variable

) Intercepts d) Model

A point where graph line meet the y-axis is called

a) Y-axis b) Y-intercept
c) Y-coordinates d) Y-dimensions

Clustering algorithms are examples of

a) Classical learning b) Professional learning

c) Unsupervised learning d) Cognitive learning

We can create our own database by generating some random number by using
a) Python code b) Data code

c) System code d) Pseudocode

During summer people of hot regions consume more cold items. This information is called

a) Parameter b) Population
C) Statistics d) Randomsample

If there are some flaws in data collection method, after analyzing such data the result
would be more

a) Accurate b) Huge

C) Noresult can bedrawn c) Erroneous

Experimental design is a tool used to the result effectively.
a) Add b) Evaluate

c) Organize d) Test
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M Give short answers to the following Short Response Questions (SRQs).
1. List out the parameters and statistics from given statements:

a) Average length of height of a giraffe.
b) Average weight of watermelon.
c) There are 430 doctors in a hospital.
d) Average age of students of 6th class in a school is 12 years.
e) The number of a basketball team players having height above 6 feet.
2. If you want to make a report regarding the products exported from Pakistan in last five
years, how libraries can help you to collect data? Write steps.
3. Make a pie chart of vegetable prices in the market. Consider five to ten vegetables.
Enlist steps to represent the monthly temperatures of a Pakistani city in 2023 from

January till December using a line graph.
'i?\g”:-:?‘
% ' Give long answers to the following Extended Response Questions (ERQs).
1. Simulate on paper, an experimental design for awareness of food security (Narrative
Visualization).
Sketch primary data collection methods in context of disease outbreak, like seasonal flu.
Argue about the use of statistical modeling techniques. Highlight all techniques discussed
in this unit.
4. Compare linear regression and classification. Emphasize on their respective roles in
statistical modeling.
5. Defend either of supervised learning and unsupervised learning. Give reasons for your
preference to the other.
6. Write a Python code to generate a dataset with two variables where y = x2 +2Zx. Fit scatter
plot and box plot on this data.

7. Relate some real world examples (other than Airbnb, Facebook and YouTube) where data
science was used to improve marketing strategies and enhance the business.

(1 | Activity1 )
| Practice all the Python code given in this Unit.

Objective: To help students develop the skill of data analysis by using Python.
Outcome: This activity will help students understand the basic syntax of Python for data analysis. )
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/ Data collection by interview method:

Objective: To help students understand the process of data collection through
survey and guestionnaires.

C
C

&
C

C

Divide the students into small groups{not more than 3 students in each group).

Ask the students to collect data by interviewing their fellow students, about
their academic performance, study schedule, outdoor games etc.

Ask them to organize data and plot them by using their favorite tool.

Supervise them to draw conclusions about correlation among various factors
and academic performance.

Various groups will compare their results/conclusions and find the similarities 'l
and differences. |

Outcome: This activity will help students understand positive or negative
correlation among academic and not academic activities. They will also develop

. the skill of conduction interview as an interviewee as well as interviewer,

]

Tﬁ | Activity 3

{ Build more statistical models on new datasets.

Objective: To help students develop the skill of data analysis by using Python and
other tools.

C

&
c

| &

Ask the students to search and download some dataset of their choice from the
internet.

Perform the steps of data cleaning and feature selection.

Visualize the data and create various graphs according to the nature of dataset.
Students can use other tools like MS-Excel, Weka, Pytorch, R studio etc.

Supervise and help them finding easy and simple tutorials on internet, students
can later share small video tutorial through Whatsapp.

| Outcome: This activity will help students learn new tools at their own.

s

153



APPLICATION OF
COMPUTER SCIENCE

© describe technologies that are the foundation of IoT systems, Cloud Computing, and
Blockchain.

€ evaluate how different stakeholders' culture, values, and (sometimes conflicting) interest
affect Al system design.

Aerospace

Smart

> Smart cities
environment

Smart Internet of Smart water

Things

agriculture

Healthcare Logistics

Retail
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UNIT INTRODUCTION

This unit is dedicated to different technologies that have enabled Internet of Things (loT) and
Blockchain applications. It also discusses how different stakeholders' culture, values and
(sometimes conflicting) interests affect Al System designs.

5.1 Introduction to Internet of Things

Internet of Things (loT) is made up of two
words, that is, Internet and Things. Things
here means physical devices such as,
smart mobiles, smart watches, smart
security systems, medical sensors, home
appliances, smart light bulb, smart door
bell, smart door lock, smart TV, etc.
Internet is through which these devices
are connected for communication. These
devices are smaller in size, have higher
processing power and use longer battery
power, due to advancement in
technologies. The wireless technologies Fig 5.1 - Smart home with loT devices
used for creating loT networks are Wi-Fi,
Bluetooth, Zigbee and NFC (Near Field Communication).Smarthome with loT devices is shown in
Fig.5.1.

5.2 Technologies that Enabled Internet of Things

The following are the technologies that enabled Internet of Things.

€ Wireless Sensor Networks (WSNs) (_’ :
¢ Cloud Computing (;JT’

"How the Internet of Things Works"

Teacher’s Guide

¢ Big Data Analytics
https: //www.techtarget.com/iotagen

da/definition/Internet-of-Things-loT
€ Embedded Systems This Computerworld article enlightens

5.2.1 Wireless Sensor Network about the technical aspects of l1oT.

¢ Communication Protocols

It is a network of physical devices, appliances, machines and physical objects that can
communicate through wireless channels. The devices of a WSN are embedded with sensors and
software. Three types of sensors are used to monitor environmental and physical conditions.
These are environmental sensors, industrial sensors and motion detection sensors.

Environmental sensors are used for measuring and monitoring environmental conditions.
These include sensors such as temperature, humidity, air quality, air pressure, wind speed and
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light sensors as shown in Fig.5.2.

Wireless Humidity, Temperature and Indoor Air
Vibration and Humidity Sensor Quality Meter
Light Sensor

—
.
(961,
.
Iy ==

1Y

Atmospheric Air Wind Speed and
Pressure Sensor Wind Direction
(Barometer) Sensor

Fig5.2-

Industrial sensors are used for measuring and monitoring of physical quantities in
manufacturing process. These include heat, pressure, gas, vibration, viscosity, fluid flow and
magnetic field sensors.

o

Industrial Water Wireless Magnetic
Pressure Flow Sensor Field Sensor
Sensors

Fig 5.3 - Industrial Sensors

Motion detection sensors are used to detect movement of humans or objects in its
surrounding. These are commonly used to prevent unauthorized movement in restricted areas.
These include ultrasonic, proximity, vibration, Passive Infrared (PIR) sensors.

156



PIA Cube

_\ PRDetecsfn [

.'lii'i‘. /
Ay

Proximity Sensor PIR Sensor used Ultrasonic Sensor
for detecting motion for measuring distance

Fig 5.4 - Motion Detection Sensors

Some examples of WSNsused in loT systems are:

€ Surveillance systems

€ Weather monitoring systems

© Structural health monitoring systems in civil engineering

© Smart grid electricity network to monitor and manage the transport of electricity

5.2.2 Cloud Computing

It is an IT infrastructure that provides data storage, databases, servers, networking and
application software services over the Internet.

There are four types of cloud computing models, public cloud, private cloud, community cloud
and hybrid cloud as shown in Fig.5.5.

Hv Teacher’s Guide

" Community

.Prlvate Clouq _ Cloud

"Cloud Computing for Kids"
https://cloudacademy.com/

This resource provides engaging
interactive activities and

Public Cloud Hybrid Cloud |
dames especially tailored to
introduce children the concept

of cloud computing in an
accessible manner.

Types of
Cloud

Fig 5.5 - Types of cloud models

Public Cloud

In this cloud computing model, resources are owned and operated by a cloud service provider
instead of being installed in-house on local devices. The resources that are delivered to
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businesses and organizations over the Internet include servers, software and storage. These
resources are managed and maintained by the cloud service provider. Public cloud service
providers offer security to customers because of sensitive data stored in the cloud. Public cloud
provides high speed connectivity to ensure rapid access to applications and data.

It provides services to remote users all over the world. The services can be free or offered on pay-
per-usage or on subscription charges. Some examples of cloud computing are Amazon Web
Services (AWS), Microsoft Azure and Google Cloud.

Private Cloud

This cloud computing model runs on a privately owned IT infrastructure that is used inside a single
organization. In other words, cloud computing is dedicated to a single organization. This
computing model requires huge investment as opposed to public cloud computing model. The
user organization is responsible for the operation and maintenance of infrastructure (hardware,
software, network, etc.). Private cloud solution provides more control over servers and computer
network. It offers better performance, reliability and greater flexibility compared to public
cloud.

Community Cloud

Community cloud model is a cloud infrastructure that provides access and services to multiple
organizations to share information. It is suitable for organizations who have common concerns or
needs such as application, security, policy, mission and compliance. It is owned, managed and
operated by one or more organizations in the community or a third party. It can be on-site or off-
site. It is cost effective as it is shared by many organizations. It is more secure than public cloud
but less secure than private cloud.

Hybrid Cloud

Hybrid cloud is a combination of public and private cloud. This cloud computing model uses
technology that allows data and applications to be shared between public and private clouds. The
organizations use public cloud for performing certain tasks and store their sensitive and critical
data and applications on the private cloud for fast access and security reasons.

5.2.3 Big DataAnalytics

Big data analytics is concerned with collecting extremely big data from various resources and
using analytics software to find out market trends, patterns and insights. It isused to make better
business decisions and design smart solutions to provide better customer services and generate
MOre revenue.

Huge volume of data is created in our daily life from various digital resources. These include
banking transactions, customer databases, medical records, emails, mobile apps, etc. which
cannot be handled by traditional databases. The data gathered by loT devices is transformed into
actionableinformation by big data analytics to improve decision-making.
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The following are some areas of big data analytics.
Healthcare industry

Transportindustry

Banking and financial services

Weather patterns and trends

Insurance industry

Digital marketing

Media and entertainment

Business insights

® ¢ & & @ & @ & @

Government sector

5.2.4 Communication Protocols

loT communication protocol is a set of rules that govern how data is transferred and understood
between physical devices, sensors and the end users. Protocols provide exchange of information
and methods of connection between loT devices and end users. It is needed for proper functioning
of loT-enabled devices.

5.2.5 Embedded Systems

Embedded systems are small electronic
devices which are combination of hardware &
and firmware. Firmware is software that is

. . 3 \ Traffic -
permanently installed in a device or Q@ sk sascis Q.

electronic machine. Embedded systems have Security system

Fax machine

a microcontroller or a microprocessor that >
controls the operation of embedded systems ‘ g

through firmware. Embedded system is | |voicvicion

Printer
designed to perform a specific task. Some f
embedded system are shown in Fig.5.6. i! n B
[ e .
. =’ ——
Embedded systems have various Audio system it S
applications in loT such as they can monitor a Uitra sexind

room’s temperature and automatically adjust machine
the thermostat. Embedded systems are used

Fig 5.6 - Examples of embedded system

in a large variety of devices. These include
medical equipment, home appliances, point-
of-sale terminals, vending machines, ticket scanners, automotive devices and industrial
equipment. Embedded systems help in implementing various loT solutions.
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5.3 Blockchain

5.3.1Introduction to Blockchain

A Blockchain is a digital ledger (database) of transactions that is shared and maintained by
network users. The ledger is a list of continuously growing records, known a blocks. The blocks are
chained together as shown in Fig.5.7, using cryptography. Cryptography ensures that the
transaction data issecure and immutable. It cannot be hacked or altered.

Blockchain Technelogy
Digital Ledger of Transactions Data

Fig 5.7 - Blockechain Technology
5.4 Technologies that Enabled Blockchain

There are three technologies that enabled Blockchain.

€ Cryptography
€ Blockchain networks

© Transaction process on the network

ﬁm Teacher’s Guide

“Blockchain for Kids: A Gentle
Introduction™

https://coinmarketcap.com/currencie
s/save-the-kids/

CoinMarketCap utilizes a narrative-

driven approach in this resource to
elucidate blockchain to younger
audiences, introducing essential
concepts in an enjoyable and
captivating manner.

Fig 5.8 - Applications of Blockchain

5.4.1 Cryptography

Cryptography is technology that protects information and communications by coding it in such a
way that only those for whom it is intended can read and process it. Cryptography provides
confidentiality, integrity and authentication. The topic of cryptography is explained in Unit 1.
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5.4.2 Blockchain Networks

There are different ways of building Blockchain networks. These are public, private,
permissioned and consortium networks as shown in Fig.5.9. The purpose of all these networks is
to share the ledger among all the participants using Blockchain.

Types of
Blockchain

Networks

Fig 5.9 - Types of Blockchain networks

Public Blockchain Network

Public Blockchain Network is one that anyone can join in the world. It is an open platform for the
publicin which data is distributed across all the participants. It is adapted by many organizations
as it isopen to public. It requires substantial computing power and security is weak.

Public Blockchain network is used for exchanging cryptocurrency such as Bitcoin. Cryptocurrency
is a type of digital currency used by people to make direct payments to each other through an
online system without the need for a bank.

Private Blockchain Network

Private Blockchain Network is managed by a single organization or private business. Public access
to private Blockchain network is restricted. Organizations or private businesses can customize
user access and authorization as it is administered by a single entity. It is more secure compared
to public Blockchain network.

Private Blockchain networks are often used by businesses, organizations, and government
agencies toimplement secure and transparent record-keeping systems.

Permissioned Blockchain Network

Permissioned Blockchain Network is generally set up by organizations who have built a private
Blockchain network. In this network, only authorized individuals are allowed access and can
perform or view transactions. In this case, anyone who wants to join needs permission. It is a safe
and secure network and has advantage of better transparency.

Permissioned Blockchain networks are used for a variety of applications like supply chain
management, trade finance and clearing and settlement of financial assets.
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Consortium Blockchain Network

Consortium Blockchain Networks are permissioned Blockchain networks in which multiple
organizations are responsible for managing a single consortium Blockchain network. It is more
complex to set up because it requires collaboration between several organizations or businesses.
Itis safe and secure network.

Consortium Blockchain networks are suitable for finance and banking, insurance and asset
trading. Banks also use it to form a group that collects and stores needed information on all
debtorsin a database.

5.4.3 Transaction Process on the Network

The Blockchain technology allows individuals to directly make deals with each other without
involvement of intermediaries such as bank or government. Each transaction is verified by the
participants in a peer-to-peer network. When a deal is made between two participants, the
transaction is permanent. It is added to the ledger and is irreversible. Blockchain facilitates
faster transactions than traditional databases as there are no intermediaries. Blockchain uses
decentralization of data. The data is stored in millions of computers all over the world that are
connected to the Blockchain.

5.5 Integration of Blockchain and loT

Unimaginable number of |oT devices are interconnected all over the world. These devices collect
and exchange vast amount of data through sensors which is vulnerable to Cyber-attacks.
Therefore, it is crucial to take security measures against Cyber-attacks such as hacking and
breaches.

The decentralized ledger systems of Blockchain technology provides transparency and immutable
recording of transactions. Blocks containing information about transactions linked together
through cryptography store and transmit transactions in a more secure format. Blockchain
technology does not allow transaction data to be altered.

The integration of loT and Blockchain technologies allow to enhance the overall performance and
reliability in managing the loT networks. Moreover, the merger of loT with Blockchain provides
faster communication between the devices as it does not require intermediaries.

Integration of loT and Blockchain
technologies are providing security -
and enhancing connectivity in many | § S:;]pa?ff % Heatmcaf‘?'_.'
areas including supply chain, energy : ' ATt Water
grid, healthcare, automotive sector, { sector MAnAZEtEE
agriculture, and water management
as show in Fig.5.10.

Agriculture

Fig 5.10 - Applications with integration of loT and Blockchain
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Artificial Intelligence (Al) is a branch of computer science to make computer-controlled machines
that can intelligently perform human-like tasks. Using Al- based machines is like fixing an
intelligent brain in the machines that has decision-making capabilities to solve complex
problems.

5.6.1 Stakeholders in Al Systems

Stakeholder is an individual or a group who are affected by Al system or have interest in its social
impact. Al is transforming the world in various areas but it also poses ethical, social and legal
challenges that affect the stakeholders. Stakeholders may be end users, developers, customers,
suppliers, employees, regulators, funders, owners, policy makers and the community.

5.6.2 Positive and Negative Impacts of Al Systems

The decision-making capabilities of Al are replacing human-decision making across all the
industries. Al is like we have installed an intelligent brain in the computer that can make
intelligent decisions to solve complex problems. However, there is no guarantee that all the
predictions make by the Al algorithms will be correct as these are based on data pattern and
machine learning. Therefore, we can say that Al systems have both positive and negative impact.

Positive Impact of Al Systems
€ Unbiased Decisions

Decisions made by Al are based on reason and logic rather than driven by emotions. Therefore, it
does not have biased views. For example, Al-based recruitment system will hire job applicants
based on their skills and qualification, not ethnicity or demographics.

€ Aroundthe Clock Availability

Al systems can work 24x7 without any breaks with high efficiency and accuracy which is not
possible for human being. For example, online customer support Chatbot can provide assistance
to customers anytime around the clock by answering their common questions.

€ ZeroRisk

Al robots can perform many tasks to overcome risks in hazardous environments such as defusing a
bomb or in manufacturing facility.

€ Reductionin HumanError

Properly programmed Al systems reduce human errors and provide high accuracy in performing
various tasks. For example, robotic surgery systems can perform complex operations with
precision ensuring patient's safety and healthcare.

Negative Impact of Al Systems
€ Less Creativity and Emotions

Al systems cannot be creative in decision-making. Al does not have the ability to experience
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emotions or personal connections. Al relies on algorithms and data inputs to make decision, while
human creativity is influenced by experience, emotions and imagination. Humans have the ability
to generate ideas for innovation and progress which is not possible with Al.

© Lackof Employment

Robots are being utilized in various industries to replace humans which may increase
unemployment. For example, robots are replacing humans in manufacturing industry. Robots are
also replacing humans in hotels by carrying out tasks such as cleaning, restocking bathrooms
supplies, checking rooms and luggage transportation.

€ Ethical and Moral Concerns

It is difficult to incorporate ethics and morality into Al systems. People are concerned that one
day, Al may grow uncontrollably and eventually destroy humanity.

© High Cost

Creating machines that simulate human intelligence is very costly as it requires plenty of time,
resources and also latest hardware and software.

5.6.3 Conflicting Requirements of Stakeholders in the Development of Al
Systems

Al application developers have to consider
and manage many conflicting
requirements of stakeholders to avoid
failure of the resulting software.
Stakeholders of an Al application of a
specific area, such as, healthcare,
education, supply chain, marketing, etc.,
may have many diverse expectation,
desires and goals in conflicting situations.
Conflicts among the stakeholders should
be resolved, not suppressed. Conflicts in
requirements between different
stakeholders are unavoidable. They
express their views or disagreements on Fig 5.11 - Stakeholders conflict in the development
i ; of Al system

some decisions or values proposed in an Al

application. Different stakeholders may

have similar needs but may differ on how to implement them. Conflicts can be due to different
interpretation or understanding of the given problem. Conflicting requirements of stakeholders
make the developers' task of Al application design more difficult as they have to satisfy all the
stakeholders.
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Internet of Things (loT) is made up of two words, that is, Internet and Things. Things
here means physical devices such as, smart mobiles, smart watches, smart security
systems, medical sensors, home appliances, smart light bulb, smart door bell, smart
door lock, smart TV, etc. Internet is through which these devices are connected for
communication.

Wireless Sensor Network (WSN) is a network of physical devices, appliances, machines
and physical objects that can communicate through wireless channels. The devices of a
WSN are embedded with sensors and software.

Environmental Sensors are used for measuring and monitoring environmental
conditions. These include sensors such as temperature, humidity, air quality, air
pressure, wind speed and light sensors.

Industrial Sensors are used for measuring and monitoring of physical quantities in
manufacturing process. These include heat, pressure, gas, vibration, viscosity, fluid flow
and magnetic field sensors.

Motion Detection Sensors are used to detect movement of humans or objects in its
surrounding. These are commonly used to prevent unauthorized movementin restricted
areas. These include ultrasonic, proximity, vibration, Passive Infrared (PIR) sensors.

Cloud Computing is an IT infrastructure that provides data storage, databases, servers,
networking and application software services over the Internet.

In Public Cloud computing model, resources are owned and operated by a cloud service
provider instead of being installed in-house on local devices. The resources that are
delivered to businesses and organizations over the Internet include servers, software
and storage. These resources are managed and maintained by the cloud service
provider.

Private Cloud computing model runs on a privately owned IT infrastructure that is used
inside a single organization. In other words, cloud computing is dedicated to a single
organization. This computing model requires huge investment as opposed to public
cloud computing model. The user organization is responsible for the operation and
maintenance of infrastructure (hardware, software, network, etc.).

Community Cloud model is a cloud infrastructure that provides access and services to
multiple organizations to share information. It is suitable for organizations who have
common concerns or needs such as application, security, policy, mission and compliance
considerations. It is owned, managed and operated by one or more organizations in the
community or a third party.

Hybrid Cloud is a combination of public and private cloud. This cloud computing model
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uses technology that allows data and applications to be shared between public and"z"'-::;.,;_
private clouds. Hybrid cloud is a combination of public and private cloud. This cloud
computing model uses technology that allows data and applications to be shared
between public and private clouds.

Big Data Analytics is concerned with collecting extremely big data from various
resources and using analytics software to find out market trends, patterns and insights.

loT Communication Protocol is a set of rules that govern how data is transferred and
understood between physical devices, sensors and the end users. Protocols provide
exchange of information and methods of connection between loT devices and end users.

Embedded Systems are small electronic devices which are combination of hardware and
firmware. Firmware is software that is permanently installed in a device or electronic
machine. Embedded systems have a microcontroller or a microprocessor that controls
the operation of embedded system through firmware.

A Blockchain is a digital ledger (database) of transactions that is shared and maintained
by network users. The ledger is a list of continuously growing records, known a blocks.
The blocks are chained together using cryptography. Cryptography ensures that the
transaction data is secure and immutable.

There are different ways of building Blockchain networks. These are public, private,
permissioned and consortium networks. The purpose of all these networks is to share the
ledger among all the participants using Blockchain.

Public Blockchain Network is one that anyone can join in the world. It is an open
platform for the public in which data is distributed across all the participants. It is
adapted by many organizations as it is open to public.

Private Blockchain Network is managed by a single organization or private business.
Public access to Blockchain network is restricted. Organizations or private businesses
can customize user access and authorization as it is administered by a single entity.

Permissioned Blockchain Network is generally set up by organizations who have built a
private Blockchain network. In this network, only authorized individuals are allowed
access and can perform or view transactions.

Consortium Blockchain Networks are permissioned Blockchain networks in which
multiple organizations are responsible for managing a single consortium Blockchain
network. It is more complex to set up because it requires collaboration between several
organizations or businesses.

Cryptography is technology that protects information and communications by coding it
in such a way that only those for whom it is intended can read and process it.
Cryptography provides confidentiality, integrity and authentication. i
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Exercise

b Select the best answer for the following Multiple-Choice Questions (MCQs).

. Fluid flow sensor is a type of:
a) Environmental sensor b) Industrial sensor
C) Motiondetectionsensor d) Climate control sensor

. Thecloud model that provides services to multiple organizations is known as:

a) Public cloud b) Private cloud
c) Community cloud d) Hybrid cloud
. Thecloud model that provides best security of data is:
a) Public cloud b) Private cloud
c) Community cloud d) Hybrid cloud
. Exchange of information between IoT devices and end users is provided by:
a) Cloud computing b) Bigdata analytics
c) Embedded systems d) Communication protocols

. TheBlockchain network that is most difficult toset up is:

a) Public Blockchain network b) Private Blockchain network

c) Permissioned Blockchain network d) Consortium Blockchain network

. TheBlockchain network that is open for everyone to joiniscalled:

a) Public Blockchain network b) Private Blockchain network

c) Permissioned Blockchain network d) Consortium Blockchain network

. The sensors used to prevent unauthorized movement in restricted areas are called:
a) Envirnoment sensors b) Industrial sensors

c) Motiondetection sensors d) Resticted areasensors

. Sensors used for measuring humidity, air quality, air pressure, tempreture and wind speed
are called:

a) Envirnoment sensors b) Industrial sensors

c) Motiondetection sensors d) Measurementsensors

. Software that is permanently installed in an electronic machine is known as:
a) System software b) Application software

c) Machine software d) Firmware

10. Adigital ledger of trasactions shared and maintained by network users is called:

a) Database b) Accounting software
c) Blockchain d) Network ledger
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i Giveshortanswers to the following Short Response Questions (SRQs).
How loT canenhance our daily life?

Provide 3 examples of WSNs used in loT system.

Differentiate between public cloud model and private cloud models.

What is Blockchain? Why data stored in a Blockchain is secure?

Why integration of Blockchain and loT is beneficial?

Define permissioned Blockchain network.

;Qf

=

'mm__ Give long answers to the following Extended Response Questions (ERQs).

What is Blockchain technology? Describe in detail how transactions are processed using
Blockchain technology.

Briefly explain the role of following technologies that enabled |oT.

a. Cloud computing  b. Communication protocols c. Embedded systems

Criticize the negative impacts of Al systems in the domain of education and learning of
students.

Examine the reasons behind the conflicting requirements among stakeholders during the
development of Al systems.

Consider creating a cutting-edge system for language learning. The priorities of teachers,
learners, and programmers will all differ. How would it help to make the new language
learmng system better by incorporating the varying priorities? How can Al be added toit?

f ﬂ Activity 1

Take an example of an IoT application and identify how each component of connectivity, processing,
AI cloud computing, and battery power enables that application.

T ﬂ Actmty 2

Have the students work through a Blockchain application where the students act like Blockchain users '
and mamtam a ledger through their peer-to-peer networkin class.

T ﬂ Actmty 3

Have a dlscussu'm in cLass where you divide the class into groups. Each group is further divided into ]

three roles where one role represents advertisers that are trying to sell their products on a social
media platform, the second role is using social media to connect with friends, and the third role is the
developers who is trying to sign up more users and trying to get the existing users to spend more time
on their application. Help the discussion on how each role has different expectations from the Al

I:__algorithms being used in the application.
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